(" NOTES

t. THE RADIUS OF ANY BONO SHALL NOT BE LESS THAN 8"

2. THE ANGLE OF ANY BOND SHALL NOT BE LESS THAN 90"

3. COMPRESSION SYSTEMS SHALL INCLUDE CRIMPED OIE INOEX AND
COMPANY LOGO FOR PURPOSES OF INSPECTION

4. LISTED TWO-HOLE, LONG BARREL, COMPRESSION LUGS ARE
PREFERRED OVER SINGLE-HOLE LUGS AND SHALL BE REQUIRED WHERE
TWO-HOLE LUGS ARE REFERENCED IN RS6.

5. ANTI-0X (NO-OX) SHALL BE APPLIED TO ALL CONNECTIONS OF
DISSIMILAR METALS.

6. COPPER ENHANCED ANTI-OXIDANT COMPOUND (KOPR-SHIELD) SHOULD
BE USED BETWEEN COPPER, BRASS, BRONZE, AND TIN-PLATED BONDING
SURFACES.

7. WHERE THREADED HOLES ARE PROVIDED FOR ATTACHMENT PURPOSES,
A STAR OR SPUT TYPE LOCK WASHER SHALL BE INSTALLED UNDER THE
HEAD OF THE SCREW OR BOLT AND/OR BETWEEN THE NUT AND THE
GROUND BUS BAR.

8. SELF-TAPPING SCREWS SHALL NOT BE USED

THRU WALL
TO EXTERIOR

WALL MOUNT
BRACKET

INTERIOR GROUND BAR
(VFP. § EPK12MOTA)
INSULATOR

R

MAIN GROUND BAR INSTALLATION-~-INTERIOR

BOLT, HH, SS, 1/4-20x1
{VFP. NO. 165019-103)

LUG, #6,(2)1 /4H,CRIMP,CU

CABLE TRAY CORNERS,2PR
(VFP. NO. 350063-001)

CABLE LADDER BOND
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/—DOOR TRIM
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EXTERIOR GROUND BAR
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NUTHH,SS, 1 /4-20 (VFP NO. 165005-104) THE EQUIPMENT GROUND BUS
(VFP. NO. 165004-105) CONDUCTOR. |
CABLE,WLDG,90C, §2,8LK ALL EQUIPMENT GROUND SPLICES |
WASHER,LOCK,SS,1/4 MWLDG ’ S
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A s
° o o o]r
(VFP. # EPK12MOTA)

LOCK WASHER
THRU WALL
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%K HEX BOLT
HEX BOLT

MAIN GROUND BAR INSTALLATION—EXTERIOR

LOCK WASHER
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8R MIN,
AL AXES
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EQUIPMENT GROUNDING
C) ELEVATION EXAMPLE
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"’%\ CONDUIT ~
; 6 BLACK
CLAMP.GND f2-6 1/2-1 #
HEX BOLT (VFP. NO. 365039-001) P T0 GROUND BAR
£3 #6 RED
N\ COPPER STRAPS (3PL) oy T0 120V/12vDC
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CONDUIT BOND
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GROUND BAR/
METAL ENCLOSURE

Instaliation Notes

E G3 SEE DETAIL 'G4" FOR EXTERIOR GROUND BAR INSTALLATION

BOLT, HEX, 1/4-20x1, SS
(VFP. NO. 165019~103)

WASHER,FLATSS, 1/4

_/-(VFP. NO. 165005-104)

WASHER,LOCK,SS,1/4

___—(VFP. NO. 165025~104)

@\NUT,HH,SS.I/4-20
(VFP. NO. 165004-105)

g G4 SEE DETAIL ‘G11" FOR COPPER STRAP & COVER INSTALLATION DETAIL

(2) BRKT,STDOFF,CBLTIE,4.65 FEED ONE OVER

(VFP. NO. 165260-003)
OR

(2) BRKT,STDOFF,CBLTIE,1.75
{VFP. NO. 165260-001)

(2) #10 x 1 HEX WSHR SLOTTED PIERCE PT ZP
(VFP. NO. 10N100TVWZ)
OR

TOGETHER
(2) #10 x 1 HEX WSHR TEK SCREW ZP

E G5 SEE DETAIL 'G8' & 'G9’

(2) TY-RaP
ONE UNDER.

FOR C-TAP DETALL

& PLEXIGLASS COVER

@ GROUND BAR ALARM ASSEMBLY

GROUND STRAP
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UPDATE DETAIL G5 AND G6
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UPDATE ENTIRE PRINT

( )

. select bolt length to provide a minimum of two exposed threods.
. burnish mounting surface to remove paint in the area of lug contact.

. use solid copper wire and mechanical 2—hole lug for ‘all exterior grounding.

. opply onli—oxidant compound to mating surface of lug and wipe clean excess compound,

(VFP. NO. 10N100UHWZ)

#2 AWG STRADED BARE WIRE

USE WHITE BASE AS TEMPLATE & DRILL 1/4" HOLES

oaooTo

. Stainless hardware only.

GROUNDING CONNECTION

AGG SEE NOTES 5 & 6

LUG,C-TAP, SMALL,PNK,2M,6-128
(VFP. NO. 355028-002)

§2 AWG STRANDED
NON-JACKETED

#6 AWG GREEN WIRE

LUG,C-TAP,SMALL ORG,2M,2-38
(VFP. NO. 355028-003)

6"0.c. STAGGERED FROM LEFT TO RIGHT AND SECURE \\
DURO-LAST VINYL BASE WITH 1/4"x1-1/4" NYLON ANCHOR-N <

4” VINYL BASE DURO-LAST #1571 (WHITE)

IPGB GROUND INSTALLATION
O screw lo interior wall @ 16" 0.C. MAX

AG7

FASTEN WITH NYLON DRIVE RIVETS
(NO METAL TO BE USED)

/-#2 AWG GREEN WIRE

1/8" MiN.

174" MAX.

A

8'R MIN.
ALL AXES

#2 AWG GREEN WIRE

#2 AWG GREEN WIRE CABLE RING, 1-1/2

SECURE WITH TY-WRAPS

@ 18" 0C.

every 18"

CABLE TRAY

NEWTON BRACKET 2107

Locate on Cable Troy

NEWTON BRACKET PLACED ON INTERIOR OF CL

2" COPPER STRAP]

’a

- £ & COVER
x 1-3/4 BROWN VINYL COVER BAS SHALL

EXTEND 6° BELOW GRADE.
DURO-LAST #1572 (TAN)

CUT OFF EXCESS
GROUND RING: /
REFER TO MANUFACTURERS INSTALLATION INSTRUCTIONS,

@IPGB RING GROUND TAP

@ EQUIPMENT GROUND TAP

@ W/ GROUND INSTALLATION

& @ GROUND BAR/STRAP/COVER DETAIL

J
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FINISHING NOTES

0. Refer to Fastening Schedule Drawing §101562.

Refer to monufacturing work order or soles order to verify
interior ond interior finish of building. Refer to detail 'D’
this poge for floor covering.

¢. Refer to interior layout sheets before routing
interior sheothing for miscellaneous openings.

11/2" NUPOLY/
RIGID INSULATION PANEL

\/\ /NUPOLY SHEET
OUTSIDE CORNER TRIM

OUTSIDE CORNER TRIM

CONCRETE WALL~_ |

LHR OR RHR o

1.1/2" NUPOLY/
RIGID INSULATION PANEL

ING

@ WALL OPEN

@ DOOR OPENING

-.;\

CONCRETE ROOF \

- ———

(&)1 1/2" NUPOLY / RIGID INSULATION PANEL

MOLDING
floor-base :
ceiling/wolls~cove

N\\Vav;

i
AN\

(&)1 172" NUPOLY / RIGID INSULATION PANEL

WELDING ANGLE

FLOOR PLATE

VINYL TILE

POLYSTYRENE |- "
< INSULATION | *

CORLATH BEARING PAD

BUTYL ROPE

WELDING PLATE

EXPOSED AGGREGATE @
EXTERIOR FINISH

4" CONCRETE WALL
(endwall shown)

WELDING PLATE W/STUDS

CORLATH BEARING PAD

WILL SEAL

:

SEE DETAIL T SHEET §#15
typ 4 places

REF SLAB

@ BUILDING CONSTRUCTION

WASHER, FLAT,PL,1/2

CEILING
N\

NUTHH,PL,1/2-13
(VFP. NO. 165004-008)

NUT,HH,PL,1/2-13
(VFP. NO. 165004-008)
WASHER,LOCK,PL,1/2
(VFP. NO. 165025-007)
WASHER,FLAT,PL,1/2
{VFP. NO. 165005-007)

BRACKET,HGR,SLOT,1/2H,1-17/32,PL
(VFP. NO. CRSHB121)

ROD,THREADED, 1/2,PL
(VFP. NO. 360010-150)

(VFP. NO. 165005-007)

WASHER,LOCK,PL,1/2
(VFP. NO. 165025-007) HE

N

———

CABLE TRAY
(1-1/2" RAL)

HANGER INSTALLATION DETAIL

C

*(IF METAL OR CONCRETE CAN NOT BE HIT, USE

BOLT,LAG,PL,3/8X1-1/2 (VFP. NO. 165000~012,

MIN. 4 REQUIRED)

EXTERIOR
45
1/2" PVC
e INTERIOR ConpuIT

@ PVC NIPPLE INSTALLATION

VERTICAL CABLE
LADDER

WASHER, FLAT,PL,3/8
(VFP. NO. 165005-006)

CABLE TRAY VERTMT,1PR,1-1/2",2Y
| (VFP. NO. 165336-001)
Q
Q)

[~ BOLT,LAG,PL.3/Bx1-1/2
(VFP. NO. 165000-012)

|

A

@ CABLE LADDER WALL MOUNT INSTALLATION

32
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)

) *BOLT,ANCHOR, WEDGE, LDT,3/8x4
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(VFP. NO. 165020-003)

70 1/2

N

| 16 | 35p @ 16" EncH

110

+

£

(2) 2x4’S NAILED TOGETHER
WITH 1/2" NUPOLY ALL THE WAY AROUND, |

A
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@ HALF WALL — FRAMING
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GROUND TO BE
PLACED TOWARDS THE TOP
(TOP HALF OF WIREMOLD)

GROUND TO BE
PLACED TOWARDS THE BOTIOM

(BOTTOM HALF OF WIREMOLD) — ]

WIREMOLD COVER SHALL BE LABELED
WITH THE PANEL § IN THE CENTER,
AND THE CIRCUIT § UNDER EACH
RECEPTACLE AS SHOWN BELOW:

° o UPSITPT o

CKI°f1  cCKkT°f2  CKI°§3  CKI°f4

/- TOP ROW

° o UPS2TP2 °

CKTIef1  CKI°f2  CKT°§3  CKi°f4

\BOHOM ROW

@ SIMPLEX RECEPTACLE ORIENTATION

/ REAR WALL

REF.

N -y on
(4pL)
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~S

MTYP
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oo [NGY v mz;_p
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g_cmsz mmz,
L CKTf31 @ od_ CKTH2
ol ckijzo 9P ol s
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CKTf26 4° CKTf7 A2
CKT§25 ° /. TP CKIgB./O
o cxis mcmzs
ol ckTf2? o cirjs
N CKT§26 & ckr
o Nk
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ckjis o ckThis to
ekt 2 cKif16 12
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N ckie

UPSITP3~/ poy 4 \-UPS2IP4 upsnps/ \UPSZTP4

ROW 3

CKT$32
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CKT#29 4

dbv &d

2P 2

CKTf28
CKT§27
CKT#26 4
CKT§25 4

X

CKT§24
CKT§23

CKT§21

o
O
P
cKif22 42

2P 99

CKT#20 4
CKT#19 4
CKT#18
CKT#17 4

EERX

UPSITP

WIREMOLD CIRCUIT LOCATION

ROW 2 - UPS2IP2 UPSITP1

RECEPTACLES TO BE PLACED ON REAR SIDE OF EQUIPMENT

UPS1 CIRCUITS GO IN TOP OF WIREMOLD
UPS2 CIRCUITS GO IN BOTTOM OF WIREMOLD

CKT1-
cKif2

CKTf3 4
CKT#4 4

dv éd

- CKTh
od_cKT,
Q4 ckif3
L CKT,

CKTA5 -
CKTf6 -
CKT§7 -

do d0
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o CKT#6
- CKT§7
- CKT¥8

Sp

cKTfo
CKTA10 -

CKT#12 4

2%
Lo
P
CKTI“..,O

o} ckTfo
od_ckTHo
L ekt
N ckth2

CKT#13 -

CKT§14 40

ckihis 12
ckif16 12

2L 29

/,

ROW 1

N

- CKT§13
L CKT§14
L CKT§15
- CKT§16

12

REF.
b O £ 2t
| 5/32 DiA.
B ¥ o
w . rd _
T O
=5 \1—3/8' DiA '
(4r)
N LWIREMOLD COVER
{2 EA REQUIRED)
3/4" CONNECTOREMT
(VFP. NO. 350152—075)\ CELNG
_ vl

3/4" CONDUITEMT
(VFP. NO. 350008-075) 34~ coupy G RiGID
(VFP. NO. 350078-075)

3/4” CONNECTOR LIQUIDTITE,90"
(VFP. NO. 350032-075)

3/4" CONDUIT,LIQUIDTITE

f (VFP. NO. 350010-075)

CABLE LADDER

A

3/4 CONNECTOR,LIQUIDTITE, 90"
(VFP. NO. 350032-075) 3

\ WIREMOLD

p)}LYPICAL WIREMOLD CONNECTION
(00 NOT RUN CONDUTTS THRU CABLE LADDER)
(CONDUIT SHALL LINE-UP WITH BLANK COVER PLATE.)

#INSULATOR, 1/2-13x2x2
(VFP. NO. 4200-S6) (USE
2A PER WIREWAY RUN)

NUTHHPL1/2-13
(VFP. NO. 165004-D08)
WASHER.LOCKPL,1/2
(VFP. NO. 165025-007)
WASHER, FLAT,PL,1/2
{VFP. NO. 165005-007)

BRACKETAL,1/4"x3x3ANGLE, 3"LONG
(VFP. NO. 101683-1YUSE

26A PER WIREWAY RUN)
BOLTHH,PL,1/4-20x1-1/4

(VFP. NO. 165019-004)

WASHER LOCK,PL,1/4

A (VFP. NO. 165025-004)
NUTHH,PLS/B-11

(VFP. NO. 165004-D10)

WIREMOLD MOUNT TO CABLE LADDER

*(INSULATOR SHALL BE PLACED AS
CLOSE TO CABLE LADDER AS POSSIBLE)

\' WIREMOLD
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) REVISIONS h
y) CHG. | APPR.
NOTES: . by | e | O | RV
1. GENERAL P v SRS 4/7/05 C
1.1 Al dimensions are specified in inches unless otherwise noted. : UPDATES
1.2 Design ond installation of foundation by local engineer or architect. . P — | TKL I WEC IOG/ 16/ 08' 6
This “is only a suggested foundation plan. s " Y4 % 45 UPDATE TITLE BLOCK AND DTL L
X
1.3 Foundation is designed for 2000 psf bearing. However il is the CHAMFER (TYP) WID x W10 x 6 x 6 WS |/ €A06/24/13]
;:rt:)sr;or;\girl sb;ﬁi:%oraﬂal;.ty to verify Yhe adequacy of the foundation BOLT,ANCHOR, WEDGE, 3/4-10x6 1/4 UPDATE ENTIRE PRINT
o _ W/FLAT WASHER AND NUT . CRADE. LEVEL /
t.4 Slab type foundation is not r ded for areas with extreme (VFP. NO. 3A464)
frost conditions or where high water tables ore presenl. These s e -/
conditions could cause differentiol setllements in the soil benegth - o an - e : | €
the foundation resulting in structural cracks. — ] ©| €
@ Perimeler fooling must be o minimum foundotion depth of 24" or ==
per local frost line on undistrubed soil. k f@ AL /
1.6 Locate wedge onchors ofter sheller is located on slab to correctly L'lm
align with installed anchor plote.
«t|.
SIOE VIEW ~
2. MATERIAL 6" MIN. COMPACTED
. . . PLATE,STRAIGHT,GALV,1/2x10x12 @ CRUSHED AGGREGATE
21 C te sholl h trength of 3000
€78 days and sholl be matalled In accordance. wih the ACI-318 (LOCATED AT (4 EACH)
Building Eode requirements for Reinforced Concrete. OUTSIDE LIFT POINTS)
2.2 Reinforcing bars shall conform to ASTM-AB5 grade 60 specifications (VFP. ND. 265053-1) A f#4 REBAR, 18" O.C.
and be detoiled in accordance with ACI-3t8 nn 2
"n
2.3 ﬁc&r}ders}h shall blg gnulde?' vIJIng lulb?(rlor); curedhind oqcorduncet with COVER INSIDE LIFT ASSEMBLIES v
. Three cylinders shall be taken for each day's concrete WITH PAINTED ALUMINUM PLATES )
placement. Cylinders shall be tested in accordance with ASTM C39. A Wi I d I a
3. TOLERANCES PROVIDED.  ATTACH WITH SEALANT T
31 Tops_of concrete foundation must be within 0.02"per foot of elevation MIN 2-§6 REBAR CONTINUOUS
specified by the customer. TYP ALL AROUND
FRONT VIEW SIOE VIEW
A BUILDING ATTACHMENT  [FIELD WORK] A CS}CONTINUOUS PERIMETER FOOTING [FIELD_WORK]
@ elevation cul away — from detail d
384 _ —
length of building
18
2PL - /
— ( )
PERIMETER OF BUILDING \— J
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R T 11'8"x32'0"x9'2” CONC
4 EA t01536-1 COVER PLATE, ALUM. (PAINTED) 5
® FOUNDATION PLAN [FIELD_WORK] e Y 2650551 STRAGHT PLATE CONNECTOR, 9 3175173 " MOTOROLA STANDARDS
4 EA 165032-D02 HEX NUT, 3/4-10 2 DRAWING HO.
+ | e 3064 WEDGE ANCHOR, 3/4-10 x 6 1/4 T | 202506
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@ MOTOROLA SOLUTIONS

City of Fort Lauderdale

Attachment 41 - Floodplain
Information

RFP # 549
December 18, 2025

The design, technical, and price information furnished with this proposal is proprietary information of Motorola Solutions, Inc. (Motorola). Such information
is submitted with the restriction that it is to be used only for the evaluation of the proposal, and is not to be disclosed publicly or in any manner to anyone
other than those required to evaluate the proposal, without the express written permission of Motorola Solutions, Inc.

MOTOROLA, MOTO, MOTOROLA SOLUTIONS, and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings,
LLC and are used under license. All other trademarks are the property of their respective owners. © 2025 Motorola Solutions, Inc. All rights reserved.
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City of Fort Lauderdale December 18, 2025
Attachment 41 - Floodplain Information RFP # 549
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City of Fort Lauderdale December 18, 2025
Attachment 41 - Floodplain Information RFP # 549

Section 1

RFP Section 3.26.1.1.F FEMA Floodplain Documentation

Motorola is not proposing any new greenfield sites in our design. For the single site where Motorola is
providing a new Shelter (Future State of Florida site), Motorola has included the FEMA 100 year flood plain
analysis. Based on the analysis, this site is in a potential flood zone area and thus, to mitigate the risk,
Motorola has included all costs required for a raised platform for this shelter.

FLOOD HAZARD INFORMATION
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City of Fort Lauderdale December 18, 2025
Attachment 41 - Floodplain Information RFP # 549

Section 2

RFP Section 3.26.1.1.F.2 List of Proposed Sites with

indication of those in a FEMA floodplain

Motorola is not proposing any new greenfield sites in our design. For the single site where Motorola is
providing a new Shelter (Future State of Florida site), Motorola has included the FEMA 100 year flood plain
analysis. Based on the analysis, this site is in a potential flood zone area and thus, to mitigate the risk,
Motorola has included all costs required for a raised platform for this shelter.

RFP Section 3.26.1.1.F.2 List of Proposed Sites with indication of those in a FEMA floodplain @ MOTOROLA SOLUTIONS
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City of Fort Lauderdale
Attachment 41 - Floodplain Information

National Flood Hazard Layer FIRMette

December 18, 2025
RFP # 549
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RFP Section 3.26.1.1.F.2 List of Proposed Sites with indication of those in a FEMA floodplain

Use or disclosure of this proposal is subject to the restrictions on the cover page.
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SEE FIS REPORT FOR DETAILED LEGEND AND INDEX MAP FOR FIRM PANEL LAYOUT

Without Base Flood Elevation (BFE)
Zone A, V. A99

With BFE or Depth Zone AS 40 44, VE AR
Regulatory Floodway

0.2% Annual Chance Flood Hazard, Areas
of 1% annual chance flood with average
depth less than one foot or with drainage
areas of less than one square mile zone x
- Future conditions 1% Annual
chance Flood Hazard zone x
L Area with Reduced Flood Risk due to
I l Levee. See Notes. Zone X

" 47 Area with Flood Risk due to Leveezoe D

NoScREEN Area of Minimal Flood Hazard zone x

) Effective LOMRs

OTHER AREAS Area of Undetermined Flood Hazard zone o
GENERAL | ===~ channel, culvert, or Storm Sewer
STRUCTURES [1111111  Levee, Dike, or Floodwall

cross Sections with 1% Annual Chance
—12.5 water Surface Elevation

&¢— — — Coastal Transect

e ffj e Base Flood Elevation Line (BFE)
Limit of Study

y
—— — Coastal Transect Baseline
- —— Profile Baseline
Hydrographic Feature

OTHER
FEATURES

Digital Data Available
No Digital Data Available
unmapped

N

MAP PANELS

?

The pin displayed on the map is an approximate
point selected by the user and does not represent
an authoritative property location.

This map ies with FEMA's for the use of
digital flood maps if it is not void as described below.
shown ies with FEMA's b

The

accuracy standards
The flood hazard information is derived directly from the
authoritative NFHL web services provided by FEMA. This map
was exported on 6/18/2025 at 4:46 PM and does not
reflect ch or dments sub it to this date and
time. The NFHL and effective information may change or
become superseded by new data over time.

This map image is void if the one or more of the following map
elements do not appear: basemap imagery, flood zone labels,
legend, scale bar, map creation date, community identifiers,
FIRM panel number, and FIRM effective date. Map images for
unmapped and unmodernized areas cannot be used for
regulatory purposes.
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m MOTOROLA SOLUTIONS

City of Fort Lauderdale

Attachment 45-FCC Type
Acceptance Documentation
and MIL-STD Documentation

RFP # 549
December 18, 2025

The design, technical, and price information furnished with this proposal is proprietary information of Motorola Solutions, Inc. (Motorola). Such information
is submitted with the restriction that it is to be used only for the evaluation of the proposal, and is not to be disclosed publicly or in any manner to anyone
other than those required to evaluate the proposal, without the express written permission of Motorola Solutions, Inc.

MOTOROLA, MOTO, MOTOROLA SOLUTIONS, and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings,
LLC and are used under license. All other trademarks are the property of their respective owners. © 2025 Motorola Solutions, Inc. All rights reserved.
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City of Fort Lauderdale December 18, 2025
Attachment 45 - FCC Type Acceptance Documentation and MIL-STD Documentation RFP # 549

Table of Contents

Section 1

RFP Section 3.42.2.1.A and 3.42.5.1.C — FCC Type Acceptance Documentation and MIL-
STD Documentation

Table of Contents @ MOTOROLA SOLUTIONS

Use or disclosure of this proposal is subject to the restrictions on the cover page.
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December 18, 2025

City of Fort Lauderdale RFP # 549

Attachment 45 - FCC Type Acceptance Documentation and MIL-STD Documentation

Section 1

RFP Section 3.42.2.1.A and
3.42.5.1.C - FCC Type

Acceptance Documentation and
MIL-STD Documentation

The following attachment includes information for both of these requirements listed in the RFP.

RFP Section 3.42.2.1.A and 3.42.5.1.C — FCC Type Acceptance Documentation and MIL-STD Documentation @ MOTOROLA SOLUTIONS
Use or disclosure of this proposal is subject to the restrictions on the cover page.
Motorola Solutions
Page 1-1 CAM #26-0710
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ALL-BAND P25 SMART RADIO

WHEN A CALL LEADS YOU INTO EXTREME
ENVIRONMENTS, MAKE SURE YOUR
FOCUS IS UNCOMPROMISED.

Your radio is your lifeline. APX NEXT®XE is our next step in advancing it.
Designed for ruggedness in extreme environments and with our best audio ever.
Exaggerated controls now paired with a tough touchscreen that works with

or without gloves, in the hottest, wettest, grittiest conditions. SmartConnect
keeps you connected even beyond your radio system. The result is a radio that
works when you need it, without pause, distraction or doubt.

En Route
My Status

Ll R Z M

East Zone
TAC1

APX NEXT XE is designed for effortless usability when everything is on

the line. Qversized intuitive controls are easily distinguished by touch.

‘ A mission-critical touchscreen makes it fast and easy to operate your radio.
ViQi understands a huge range of voice commands, so you can operate the

radio with eyes-up awareness. Every interaction is simple, fast and logical.

You stay focused on what matters — your call, your crew and your safety.

Miller, David

Arriving to staging on Kedzie Ave APX NEXT XE application services bring new intelligence to the field — right

into your hands. Additions such as ViQi, SmartMessaging, SmartMapping,
and SmartLocate rapidly give firefighters vital information, from pin point
location details to important multimedia to improve situational awareness.
And as part of our unique, end-to-end public safety ecosystem, APX NEXT
XE data and operations are secure, and new capabilities can be seamlessly
added as your needs evolve.

APX NEXT XE gives you back time: a cloud-based provisioning system allows
you to prepare radios before they arrive. Remote updating keeps radios in
the field, with zero touch and zero downtime. MyView Portal provides direct
access to subscriptions, warranties and licenses, and a range of services
helps you manage your operation. With APX NEXT XE, your ownership
experience is streamlined, so your firefighters stay focused and ready.

DATASHEET | APX NEXT XE MOTOROLA &,Q#éﬁloﬂal ONS&
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MISSION-CRITICAL DESIGN :

Performance
antennas improve
comfort and
wearability*

Exaggerated
emergency button

Large color top
screen displays critical
information at a glance

Exaggerated hard controls,
protected against

accidental activation Exaggerated ViQi button

Exaggerated PTT button

High Dynamic Range
microphones, for
outstanding audio
capture

UL Division 2 Standard
4400 mAh battery,
with 5650 mAh
high-capacity option

Mission-critical
touchscreen: rugged,
usable with gloves,
readable in all lighting
conditions

3 programmable
side buttons

Oversized display
sleep/wake
and home button

Standard housing color in black.
*Radio shown with optional 7/800 stubby antenna.
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Digital Trunking: 9600 Baud APCO P25 Phase 1
FDMA and Phase 2 TDMA

Digital Conventional: APCO 25

Analog Trunking: 3600 Baud SmartNet®,
SmartZone®, Omnilink®

Analog Trunking: MDC 1200
ASTRO®25 Integrated Voice and Data
SmartConnect Multi-net Connectivity*

All-band: Simultaneous Operation in VHF, UHF Range 1,
UHF Range 2, 700 and 800 MHz Bands

Available in Multi-Band and Single-Band Configurations
Up to 3000 Channels
Up to 125 Zones

Bluetooth (Version 5.0)

Wi-Fi (802.11b/g/n/ac), 2.4 and 5 GHz Bands

LTE (FirstNet®, Verizon and Bell Mobility-certified)
NFC (Near-Field Communications)**

3 W Speaker with Adaptive Equalization
2 Internal HDR Microphones
Adaptive Dual-sided Operation
Adaptive Noise Suppression Intensity
Adaptive Gain Control

Adaptive Windporting

IMPRES™ Audio Accessory Compatibility

RadioCentral™

SmartProgramming*

Customer Programming Software (CPS)
Radio Management*

Built-in GNSS (GPS, Galileo, GLONASS) and A-GPS
SmartLocate and Indoor Positioning*
Mission-critical Geofence**

SmartMapping*

256-bit AES*

Single-key ADP Encryption*

Software Key

P25 Authentication*

Multikey for 128 Keys and Multi-algorithm*
Over-The-Air Keyloading***
Over-The-Air Rekeying (OTAR)*

IP6x Dust
IPx8 Submersion (2 m, 4 hr)
MIL-STD Delta-T, 512.X Procedure 1

Text Messaging
Freeform or Canned Messages
SmartMessaging®

DATASHEET | APX NEXT XE

3.6” Mission-critical Touchscreen: 800x480 TFT 24-bit Full

Color Transflective Display, 1 mm Toughened Glass Lens

Capacitive Touch Technology: Usable with Gloves
Up to 4 mm Thick, Resistant to False Actuation from Fresh
or Salt Water, Snow, Ice, Dirt or Grease

High Velocity User Interface: Large Touch Targets,
Shallow Menu Hierarchy, Home Screen Information at

a Glance, Integrated Applications

1.2” Top Display: 200x112 TFT 18-bit Color Transflective
Screen, 1 Line of Icons, 2 Lines of Text, 14 Characters
per Line, 2 mm Toughened Glass Lens

PTT Button: 1.50 x 0.67 in (38 x 17 mm)

Large 16-position Channel Selector

Large Angled Power/Volume Knob

Large Orange Emergency Button

3 Programmable Side Buttons (1-dot, 2-dot, purple)
Concentric 2-position Switch

ABC Zone Switch

ViQi Button (3-dot)

Display On/Off/Home Button

Customizable Voice Announcements
Voice Control: Radio Operation with Intuitive Commands*
Virtual Partner Service*

Standard 4400 mAh UL Div 2 Battery
Optional High Capacity 5650 mAh UL Div 2 Battery*
IMPRES 2 Smart Battery Technology

Ambient Light
Accelerometer x2 (Display Orientation, Man Down)
Magnetometer (eCompass)

Radio Profiles

Enhanced Data*

Multicast Voting Scan*

Man Down / Fall Alert*
DVRS PSU*

Digital Tone Signaling*

APX Personnel Accountability*

Radio with Standard Battery, no Antenna
Height: 5.6in (144 mm)

Width: 2.5 in (63 mm)

Depth: 2.0 in (51 mm)

Weight: 20.1 oz (570 g)

Radio with High Capacity Battery, no Antenna
Height: 7.4 in (187 mm)

Width: 2.5 in (63 mm)

Depth: 2.0 in (51 mm)

Weight: 24.4 0z (692 g)

*Optional Feature **Hardware-ready ***Included with OTAR

6.9 in
(176 mm)

HEZE R
East Zone
TAC




PERFORMANCE

TRANSMITTER

Footnote VHF UHF Range 1 UHF Range 2 700 MHz 800 MHz
Frequency Range / Bandsplits 136-174 MHz 380-470 MHz 450-520 MHz 762-776, 792-806 Mz 80"'82,3\“8251'870
Channel Spacing 1 12.5/20 / 25 kHz 12.5/20 / 25 kHz 12.5 /20 / 25 kHz 12.5/20/ 25 kHz 12.5 /20 / 25 kHz
Maximum Frequency Separation Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit
Rated RF Output Power (Adjustable) 2 1-6 W 1-5W 1-5W 125 W 1-3W
Frequency Stability (-30 °C to +60 °C; +25 °C Ref.) 2 +1.0 ppm +1.0 ppm +1.0 ppm +1.0 ppm +1.0 ppm
Modulation Limiting (12.5 / 20 / 25 kHz Channel) 2 2.5/ +4 ] +5 kKHz +2.5/ +4 [ £5 kHz 2.5/ +4 ] 5 kHz 2.5/ +4 [ £5 kHz £2.5 [ +4 [ £5 kHz
Emissions (Conducted and Radiated) 2 -75 dBc -75 dBc -75 dBc -75 dBc -75 dBc
Audio Response 2 +,-3dB +1,-3dB +1,-3dB +,-3dB +,-3dB
FM Hum and Noise (12.5 / 25 kHz Channel) 2 -53 / -55 dB -52 / -54 dB -51/ -54 dB -50 / -55 dB -49 / -53 dB
Audio Distortion (12.5 / 25 kHz Channel) 2 0.9% / 0.9% 0.9% / 0.9% 0.9% / 0.9% 0.9% / 0.9% 0.9% / 0.9%
RECEIVER

Footnote . VHF . UHF Range 1 . UHF Range 2 : 700 MHz 800 MHz
Frequency Range / Bandsplits 136-174 MHz 380-470 MHz 450-520 MHz 762-776, 799-806 MHz 851-870 MHz
Channel Spacing 1 12.5/20 / 25 kHz 12.5/20 / 25 kHz 12.5 /20 / 25 kHz 12.5/20/ 25 kHz 12.5 /20 / 25 kHz
Maximum Frequency Separation Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit
Frequency Stability (-30 °C to +60 °C; +25 °C Ref.) 2 +1.0 ppm +1.0 ppm +1.0 ppm +1.0 ppm +1.0 ppm
Analog Sensitivity (12 dB SINAD) 2 0.178 v (-122.0 dBm) ~ 0.211 v (-120.5 dBm) ~ 0.211 pV (-120.5 dBm) ~ 0.224 pV (-120.0 dBm) ~ 0.237 pV (-119.5 dBm)
Digital Sensitivity (1% BER) 3 0.266 pV (-118.5 dBm) ~ 0.298 pV (-117.5 dBm) ~ 0.298 uV (-117.5 dBm) ~ 0.335 pV (-116.5 dBm) ~ 0.335 pV (-116.5 dBm)
Digital Sensitivity (5% BER) 3 0.158 pV (-123.0 dBm) ~ 0.178 pV (-122.0 dBm)  0.178 pV (-122.0 dBm) ~ 0.224 pV (-120.0 dBm)  0.224 pV (-120.0 dBm)
Selectivity (12.5 / 25 kHz Channel) 2 77/ 84 dB 74 /81 B 74/ 81 dB 72/ 80 dB 72/79d8
Intermodulation Rejection 2 82 dB 80 dB 80 dB 80 dB 80 dB
Spurious Rejection 2 98 dB 95 dB 95 dB 98 dB 98 dB
FM Hum and Noise (12.5 / 25 kHz Channel) 2 55 /59 dB 54 / 58 dB 54 / 58 dB 53/ 57dB 52 / 56 dB
Audio Distortion 2 0.90% 0.90% 0.90% 0.90% 0.90%

DATASHEET |APX NEXT XE
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Standard HazLoc
High Capacity HazLoc

Supported Encryption Algorithms
Encryption Algorithm Capacity
Encryption Keys per Radio

Encryption Keying
Synchronization
Vector Generator
Encryption Type
Key Storage

Key Erasure
Standards

Device Certificates

Cipher Suites
FIPS 140-2 Level 1

Constellations
Tracking Sensitivity
Accuracy

Cold Start

Hot Start

Mode

DATASHEET |APX NEXT XE

NNTN9217 4400 mAh Included
NNTN9090 5650 mAh Optional

ADP, 256-bit AES, DES, DES-XL, DES-OFB, DVP-XL,
Localized Algorithm

8

1024 Keys, Programmable for 128 Common Key
References (CKR) or 16 Physical Identifiers (PID)

Local Key Loader and Over-the-Air Rekeying (OTAR)
XL - Counter Addressing; OFB - Output Feedback
NIST-Approved Random Number Generator
Digital and SecureNet, TLS1.2, SRTP
Tamper-protected Volatile or Non-volatile Memory
Keyboard Command and Tamper Detection

FIPS 140-3 Level 1 and Level 3, FIPS 197

x.509v3 ECC-P384, x.509v3 RSA-2048
ECDHE_ECDSA_WITH_AES256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_GCM_SHA384
SRTP_AEAD_AES_256_GCM1

GPS, Galileo, GLONASS, A-GPS
-159 dBm

<5m (95%)

<60 Seconds (95%)

<5 Seconds (95%)

See footnote 5
See footnote 5
See footnote 5

Autonomous (Assisted Only)

Bands Supported

Bands (Hardware Ready)
Device Category
Certifications

Standards Supported
Frequency Range
Security

Capacity

Version
Frequency Range
Security

Audio Output Power at Rated
Audio Output Power at Max

Audio Response (EIA)
Speech Loudness at 12 in (300 mm)

Audio Features

Standard Color
Optional Color

2,4,12,13, 14,17

5

4

FirstNet®, Verizon®, Bell Mobility

802.11a/b/g/n/ac
2400-2472, 5180-5825 MHz
Supports WPA-2, WPA, WEP
Up to 20 SSIDs

5.0
2402 - 2480 MHz
128-bit AES-CCM Encryption

IW
5SW

+,-3dB
105 Phon

Adaptive Equalization

Adaptive Dual-sided Operation
Adaptive Noise Suppression Intensity
Adaptive Gain Control

Adaptive Windporting

IMPRES Audio

Black
High Impact Green

CAM #26-0710  PAGES
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ENVIRONMENTAL AND REGULATORY

MIL-STD 810C MIL-STD 810D MIL-STD 810E MIL-STD 810F MIL-STD 810G/H
Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat.
Low Pressure 500.1 | 500.2 1 500.3 1l 500.4 Il 500.5 Il
High Temperature 501.1 Il 501.2 I/A1, 11/A1 501.3 I/A1, 11/A1 501.4 I/Hot, 11/Hot 501.5 I/A1, 11/A1
Low Temperature 502.1 | 502.2 1/C3, 11/Ct 502.3 113, 11/C1 502.4 1/G3, 11/ct 502.5 1/G3, 11/C1
Temperature Shock 503.1 I 503.2 I/A1, C3 503.3 I/A1, C3 503.4 | 503.5 1/C
Solar Radiation 505.1 1l 505.2 | 505.3 | 505.4 | 505.5 I/A1
Rain 506.1 Il 506.2 Il 506.3 Il 506.4 I, 11l 506.5 I, 1l
Humidity 507.1 Il 507.2 Il 507.3 Il 507.4 1 Proc 507.5 11/ Aggravated
Salt Fog 509.1 | 509.2 | 509.3 | 509.4 1 Proc 509.5 1 Proc
Blowing Dust 510.1 I 510.2 | 510.3 | 510.4 | 510.5 |
Blowing Sand 1 Proc 1 Proc 510.2 1 510.3 1l 510.4 Il 510.5 Il
Submersion 512.1 I 512.2 | 512.3 | 512.4 | 512.5 |
Vibration 514.2 VIII/F, Curve-W 514.3 1110, 11/3 514.4 1110, 11/3 514.5 1124 514.6 1124
Shock 516.2 I, v 516.3 (A 516.4 [(RA 516.5 (A 516.6 [RA
Shock (Drop) 516.2 Il 516.3 \% 516.4 \% 516.5 \% 516.6 \%
Operating Temperature -30 to +60 °C (-22 to +140 °F) See footnote 6 FCC ID AZ489FT7119
Storage Temperature -40 to +85 °C (-40 to +185 °F) See footnote 6 ICID 109U-89FT7119
Humidity Per MIL-STD 810 - LMR 8K10F1D, 8K10F1E, 8K10F1W, 11KOF3E, 16KOF3E, 20KOF1E
ESD IEC 61000-4-2 - Bluetooth M18G1D, 1MTF1D, 2M1F1D
Dust Resistance IP6X - WiFi 12M9G1D, 16M7D1D, 17M9D1D, 36M2D1D, 17M5D1D,
Water Resistance IPX8 (2 meters, 4 hours) . 18M4D1D, 36MBD1D, 76M1D1D
(Submersion) MIL-STD Delta-T, 512.X Procedure 1 Band 2 (1850.7 - 1900 MHz), Modulation: *G7D, *D7W
Band 4 (1710.7 - 1745 MHz), Modulation: *G7D, *D7W
LTE Band 12 (699.7 - 711 MHz), Modulation: *G7D, *D7W

Band 14 (790.5 - 793 MHz), Modulation: *G7D, *D7TW
Band 17 (704 - 716 MHz), Modulation: *G7D, *D7W

All-band Model Number H55TGTIPWSAN
Single-band Model Number H45TGTIPWSAN

FOOTNOTES:
1. Please refer to local regulations for available channel bandwidths. 6. LMR only. Front display, LTE, WiFi, Bluetooth and GPS not available when radio internal
1. Measured conductively in analog mode per TIA / EIA 603 under nominal conditions, temperature is below -20 °C (-4 °F). Hi-capacity battery required for operation between -20 °C
and at 1 W Rated Audio for Rx. Selectivity measured using the TIA-603 single-tone method. (-4 °F) and -30 °C (-22 °F). Batteries should be charged at 0 to +45 °C (+32 to +113 °F) and stored at
3. Measured conductively in digital mode per TIA / EIA IS 102. +20 to +25 °C (+68 to +77 °F). Reference
4, Listed by UL to non-incendive standards: UL 121201 and CAN/CSA C22.2 No. 213-17 as safe for use 7. SIM cards for the listed carriers can be pre-installed at Motorola Solutions factory or supplied by
in Class I, Division 2, Groups A,B,C,D; Class II, Division 2, Groups F,G; Class IIl Hazardous Locations. end user via Bring Your Own SIM (BYOS) for certified carriers.
5. Measured conductively with >6 satellites visible at a nominal -130 dBm signal strength. Specs All specifications are subject to change without notice. For full details consult product service manual,

DATASHEET |APX NEXT XE


http://motorolasolutions.com/batterycare

ACCESSORIES

EXPAND AND CUSTOMIZE YOUR RADIO’S
FUNCTIONALITY WITH BEST-IN-CLASS ACCESSORIES.

HEAR AND BE HEARD MAXIMIZED POWER,
LIKE NEVER BEFORE LIFE AND MANAGEMENT

PMMN4132 - Green
PMMN4132_BLK - Black

s Loudest, clearest speaker ¢ New adaptive noise

+ Four HDR microphones suppression
+ Enhanced windporting  + Dedicated ViQi button NNTN9115
DESIGNED FOR
WEARABILITY

NNTN9199
ANO000296A01 AN000297A01 l

Colored antenna ID bands are available for easy
customization and come in packs of 10. NNTN9217
4400 mAh UL Div 2 (see footnote 4)
O 32012144001 Gray O 32012144004 Blue
32012144002 Yellow O 32012144005 Purple

(O 32012144003 Green
SECURE, EASY ACCESS '
PMLNS8208 NNTN9090

5650 mAh UL Div 2 (see footnote 4)

PMLN8209
Standard Capacity

DATASHEET |APX NEXT XE _ . N CAM #26-0710
For a complete list of accessories, please visit EXHibit 4B
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Rely on us to help you achieve your performance targets with the right service level you need for
systems, devices and applications. Each package provides a higher level of support, transferring the
risk and responsibility to Motorola Solutions.

Motorola Solutions provides a range of service capabilities, including:

APX NEXT XE includes Customer
Programming Software (CPS) for one-at-a-
time programming. We can enable batch
programming for radios with centralized
management to dramatically reduce the
time and resources needed to provision
and update your radio fleet.

A web-based platform that gives you a

transparent, single source view of fleet status
and service delivery information to help make
smarter, faster and more proactive decisions.

Industry certified technical engineers can
troubleshoot and provide prompt resolution
to any technical issues, whether on-site
dispatch or remote.

As an add-on service, our technical teams
can help you provision and program your
fleet of radios on-site and train your staff
on the radio fleet commissioning and

management.
Ensure continuous security, performance and

enhanced functionality of your two-way radios by
getting access to APX NEXT XE certified and tested
release software updates and upgrades and protect
your radios from normal wear and tear.

Our certified technicians conduct annual
maintenance checks to help extend the
useful life of your radios, reducing repair
and replacement costs.

Radios are protected from accidental breakage or
liquid spills and physical damage. With state-of-
the-art diagnostic equipment all of your agency’s
radio components are protected in the event of an
unexpected failure and are back in operation as
soon as possible.

FOCUS

For more information, please visit
motorolasolutions.com/apxnextxeradio

. MOTOROLA SOLUTIONS

Motorola Solutions, Inc. 500 West Monroe Street, Chicago, IL 60661 U.S.A. 800-367-2346 motorolasolutions.com

AP

i 1130

En Route =]
My Status

U RZHR

East Zone
TAC1

Miller, David

Artiving to staging on Kedzie Ave.

Night Mode Brightness Settings

NEXTXE

MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings, LLC and are used under license. All other trademarks are the property of

their respective owners. © 2021 Motorola Solutions, Inc. All rights reserved. 08-2023 [JP04]
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https://www.motorolasolutions.com/en_us.html?geo=redirect

DATASHEET

My Status
En Route

LIRZ ML
East Zone
Patrol 1

Scan Lists Contacts

—
Clark, Robert

On my way

e

New Conversation All Messages

APX NEXT

IN PUBLIC SAFETY, FOCUS IS YOUR GREATEST
RESOURCE. MAKE SURE IT’'S PROTECTED
WITH APX NEXT".

A MASSIVE ADVANCE IN MISSION-CRITICAL VOICE AND DATA
Your radio is your lifeline. APX NEXT is our next step in advancing it. It’s
designed to military standards for extreme ruggedness. The touchscreen
works with or without gloves—in rain, dirt, and dust. Digital mics and
high-power speakers deliver our best audio ever, while SmartConnect
keeps you connected even beyond your P25 system. The result is a radio
that works when you need it, without pause, distraction or doubt.

EFFORTLESS IS ALWAYS IN REACH

APX NEXT is designed for effortless usability when everything is on the

line. Intuitive knobs and buttons are easily distinguished by touch.

A mission-critical touchscreen makes it fast and easy to operate your
radio. ViQi understands a huge range of natural language voice commands,
S0 you can operate the radio with eyes-up awareness. Every interaction is
simple, fast and logical. You stay focused on what matters—your mission
and your safety.

BRING NEW INTELLIGENCE TO THE POINT OF ENGAGEMENT

APX NEXT mission-critical apps bring new intelligence to the field.

ViQi enables natural language database queries, rapidly giving vital
information, and letting dispatchers stay focused on critical situations.
And as part of our unique, end-to-end public safety ecosystem, APX NEXT
data and operations are secure, and new capabilities can be seamlessly
added as your needs evolve.

UPDATE YOUR FLEET IN MINUTES, NOT MONTHS

APX NEXT gives you back time: a cloud-based provisioning system prepares
radios before they arrive. Remote updating keeps radios in the field,

with zero touch and zero downtime. MyView Portal provides direct access
to subscriptions, warranties and licenses, and a range of services helps
you manage your operation. With APX NEXT, your ownership experience is
streamlined, so your valuable resources stay focused and ready.
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MISSION-CRITICAL DESIGN

Large color top screen, for
glanceable status updates

New antenna technology
improves comfort
and wearability

Intuitive hard controls, protected
against accidental activation

Mission-critical touchscreen:
rugged, usable with gloves,
readable in all lighting
conditions

Digital microphones, for
outstanding audio capture

Large, distinctive buttons for PTT,
emergency and ViQi, and two
additional programmable side buttons

Standard 4400 mAh battery, with
5650 mAh high-capacity option
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FEATURES

OPERATION MODES

Digital Trunking: 9600 Baud APCO P25 Phase 1
FDMA and Phase 2 TDMA

Digital Conventional: APCO 25

Analog Trunking: 3600 Baud SmartNet®,
SmartZone®, Omnilink®

Analog Conventional: MDC 1200
ASTRO® 25 Integrated Voice and Data
SmartConnect Multi-net Connectivity*

FREQUENCY BANDS

All-band: Simultaneous Operation in VHF, UHF Range 1,
UHF Range 2, 700 and 800 MHz Bands

Available in Multi-band and Single-band Configurations
Up to 3000 Channels

Up to 125 Zones

ADDITIONAL CONNECTIVITY

Bluetooth (Version 5.0)
WiFi (802.11a/b/g/n/ac), 2.4 and 5 GHz Bands
LTE (FirstNet®, Verizon, & Bell Mobility - certified)

NFC (Near-Field Communications)**

AUDIO FEATURES

3 W Speaker with Adaptive Equalization
2 Internal Digital Microphones
Adaptive Dual-sided Operation
Adaptive Noise Suppression Intensity
Adaptive Gain Control

Adaptive Windporting

IMPRES™ Audio Accessory Compatibility

USER INTERFACE

3.6” Mission-critical Touchscreen: 800x480 TFT 24-bit Full

Color Transflective Display, 1 mm Toughened Glass Lens
Capacitive Touch Technology: Usable with Gloves

Up to 4 mm Thick, Resistant to False Actuation from Fresh
or Salt Water, Snow, Ice, Dirt or Grease

High Velocity User Interface: Large Touch Targets,
Shallow Menu Hierarchy, Home Screen Information at

a Glance, Integrated Applications

1.2” Top Display: 200x112 TFT 18-bit Color Transflective
Screen, 1 Line of Icons, 2 Lines of Text, 14 Characters
per Line, 2 mm Toughened Glass Lens

PTT Button: 1.32 x 0.54 in (33.5 x 13.8 mm)
16-position Channel Selector

Angled Power/Volume Knob

Large Orange Emergency Button

3 Programmable Side Buttons (1-dot, 2-dot, purple)
Concentric 2-position Switch

ABC Zone Switch

ViQi Button (3-dot)

Display On/Off/Home Button

ViQi VOICE INTERACTION
Customizable Voice Announcements
Voice Control: Radio operation with intuitive commands*

Virtual Partner Service*

ENERGY

Standard 4400 mAh Battery

Optional High Capacity 5650 mAh Battery*
IMPRES 2 Smart Battery Technology

MANAGEMENT

Customer Programming Software (CPS) SENSORS : My Status
RadioCentral™ Ambient Light : frtkoute
SmartProgramming* Accelerometer x2 (Display Orientation, Man Down) LEa:tzZ:L:
Radio Management* Magnetometer (eCompass) : Patrol 1
LOCATION-TRACKING OTHER FEATURES

Built-in GNSS (GPS, Galileo, GLONASS) and A-GPS Radio Profiles

SmartLocate and Indoor Positioning* Enhanced Data* lark, Ropert

Mission-critical Geofence**
SmartMapping*

SECURITY

256-bit AES*

Single-key ADP Encryption*

Software Key

P25 Authentication*

Multikey for 128 Keys and Multi-algorithm*
Over-The-Air Key Loading***
Over-The-Air Rekeying (OTAR)*

INGRESS PROTECTION

IP6x Dust
IPx8 Submersion (2 m, 4 hr)
MIL-STD Delta-T, 512.X Procedure 1

MESSAGING

Text Messaging
Freeform or Canned Messages

SmartMessaging®

DATASHEET | APX NEXT

Multicast Voting Scan*
Man Down / Fall Alert*
DVRS PSU*

Digital Tone Signaling*

DIMENSIONS

Radio with Standard Battery, no Antenna
Height: 5.4 in (138 mm)

Width: 2.5 in (63 mm)

Depth: 1.7 in (43 mm)

Weight: 18.5 oz (525 g)

Radio with High Capacity Battery, no Antenna
Height: 7.1 in (180 mm)

Width: 2.5 in (63 mm)

Depth: 1.7 in (43 mm)

Weight: 22.8 oz (647 g)

*Optional Feature **Hardware-ready ***Included with OTAR




PERFORMANCE

TRANSMITTER

806-825, 851-870

Frequency Range / Bandsplits 136-174 MHz 380-470 MHz 450-520 MHz 762-776, 792-806 MHz W
Channel Spacing 1 12.5/20 / 25 kHz 12.5/20 / 25 kHz 12.5 /20 / 25 kHz 12.5/20/ 25 kHz 12.5 /20 / 25 kHz
Maximum Frequency Separation Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit
Rated RF Output Power (Adjustable) 2 1-6 W 1-5W 1-5W 125 W 1-3W
Frequency Stability (-30 °C to +60 °C; +25 °C Ref.) 2 +1.0 ppm +1.0 ppm +1.0 ppm +1.0 ppm +1.0 ppm
Modulation Limiting (12.5 / 20 / 25 kHz Channel) 2 2.5/ +4 [ 5 kHz £2.5 / +4 | 5 kHz 2.5/ 4 [ 5 kHz 12,5/ +4 5 kHz 2.5/ 4 ] £5 kHz
Emissions (Conducted and Radiated) 2 -75 dBc -75 dBc -75 dBc -75 dBc -75 dBc

Audio Response 2 +1,-3dB +,-3dB +,-3dB +1,-3dB +1,-3dB

FM Hum and Noise (12.5 / 25 kHz Channel) 2 -53 / -55 dB -52 / -54 dB 51/ -54 dB -50 / -55 dB -49 / -53 dB
Audio Distortion (12.5 / 25 kHz Channel) 2 0.75% / 0.75% 0.75% / 0.75% 0.75% / 0.75% 0.85% / 0.85% 0.85% / 0.85%
RECEIVER

Frequency Range / Bandsplits 136-174 MHz 380-470 MHz 450-520 MHz 762-776, 799-806 MHz 851-870 MHz
Channel Spacing 1 12.5/20 / 25 kHz 12.5 /20 / 25 kHz 12.5 /20 / 25 kHz 12.5/20/ 25 kHz 12.5 /20 / 25 kHz
Maximum Frequency Separation Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit
Frequency Stability (-30 °C to +60 °C; +25 °C Ref.) 2 +1.0 ppm +1.0 ppm +1.0 ppm +1.0 ppm +1.0 ppm
Analog Sensitivity (12 dB SINAD) 2 0.178 WV (-122.0 dBm) ~ 0.211 pV (-120.5 dBm) ~ 0.211 pV (-120.5 dBm) ~ 0.224 pV (-120.0 dBm)  0.237 pV (-119.5 dBm)
Digital Sensitivity (1% BER) 3 0.266 v (-118.5 dBm) ~ 0.298 pV (-117.5 dBm) ~ 0.298 uV (-117.5 dBm) ~ 0.335 pV (-116.5 dBm) ~ 0.335 pV (-116.5 dBm)
Digital Sensitivity (5% BER) 3 0.158 pV (-123.0 dBm) ~ 0.178 pV (-122.0 dBm) ~ 0.178 pV (-122.0 dBm)  0.224 pV (-120.0 dBm)  0.224 pV (-120.0 dBm)
Selectivity (12.5 / 25 kHz Channel) 2 77/ 84 dB 74/ 81 dB 74/ 81 dB 72/ 80 dB 72/79d8
Intermodulation Rejection 2 82 dB 80 dB 80 dB 80 dB 80 dB
Spurious Rejection 2 98 dB 95 dB 95 dB 98 dB 98 dB

FM Hum and Noise (12.5 / 25 kHz Channel) 2 55 /59 dB 54 / 58 dB 54 / 58 dB 53 /57 dB 52 / 56 dB
Audio Distortion 2 0.90% 0.90% 0.90% 0.90% 0.90%
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IMPRES" 2 BATTERIES WIRELESS
Footnote Part No Capacity Availability LTE Footnote
Standard NNTN9216 4400 mAh Included Bands Supported 2,4,12,13, 14,17
High Capacity NNTN9089 5650 mAh Optional Bands (Hardware Ready) 5
Standard HazLoc 4 NNTN9217 4400 mAh Optional Device Category 4
High Capacity HazLoc 4 NNTN9090 5650 mAh Optional Certifications FirstNet®, Verizon, Bell Mobility

ENCRYPTION

Supported Encryption Algorithms

ADP, 256-bit AES, DES, DES-XL, DES-OFB, DVP-XL,
Localized Algorithm

Encryption Algorithm Capacity

8

Encryption Keys per Radio

1024 Keys, Programmable for 128 Common Key
References (CKR) or 16 Physical Identifiers (PID)

Encryption Keying

Local Key Loader and Over-the-Air
Rekeying (OTAR)

XL - Counter Addressing

Synchronization OFB - Output Feedback
NIST-Approved Random

Vector Generator Number Generator

Encryption Type Digital and SecureNet, TLS1.2, SRTP

Key Storage Tamper-protected Volatile or

Non-volatile Memory

Key Erasure

Keyboard Command and Tamper Detection

Standards

FIPS 140-3 Level 1 and Level 3, FIPS 197

evice Certificates
Standards Supported

X.509v -P384, x.509v.
802.11a/b/g/n/ac

ECDHE_ECDSA_WITH_AES256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

ﬁlppshaz)?zu:.tesl 1 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
eve TLS_RSA_WITH_AES_256_GCM_SHA384
SRTP_AEAD_AES_256_GCM1
COLOR

Standard Color

Optional Side Panel Colors (Supplied as Retro-fit Kits)

Black/Gray

Frequency Range

2400-2472, 5180-5825 MHz

Security

Supports WPA-2, WPA, WEP

Capacity

Up to 20 SSIDs

Bluetooth

Version

5.0

Frequency Range

2402 - 2480 MHz

Security 128-bit AES-CCM Encryption
AUDIO

Audio Output Power at Rated 3IW

Audio Output Power at Max 5W

Audio Response (EIA) +1,-3dB

Speech Loudness at 12 in (300 mm) 105 Phon

Audio Features

Adaptive Equalization
Adaptive Dual-sided
Operation

Adaptive Noise Suppression Intensity
Adaptive Gain Control

Adaptive Windporting

IMPRES Audio

LOCATION-TRACKING

Constellations

GPS, Galileo, GLONASS, A-GPS

HN001451A02  GCAI Side, Red HN001452A02  PTT Side, Red Tracking Sensitivity -159 dBm
HNOO1451A03  GCAI Side, Blue HNOO1452A03  PTT Side, Blue Accuracy <5m (95%)
HN001451A04  GCAI Side, Coyote Brown ~ HNO01452A04 PTT Side, Coyote Brown Cold Start <60 Seconds (95%)
HNOO1451A05  GCAI Side, Yellow HNOO1452A05  PTT Side, Yellow Hot Start <5 Seconds (95%)
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ENVIRONMENTAL AND REGULATORY

MIL-STD 810
MIL-STD 810C MIL-STD 810D MIL-STD 810E MIL-STD 810F MIL-STD 810G/H
Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat.
Low Pressure 500.1 | 500.2 Il 500.3 Il 500.4 Il 500.5 Il
High Temperature 501.1 I 501.2 I/A1 11/A1 501.3 I/A111/A1 501.4 |/Hot, II/Hot 501.5 I/AM11/A1
Low Temperature 502.1 | 502.2 1/C3, 1I/C1 502.3 1/C3, 1I/C1 502.4 1/C3, 11/C1 502.5 1/C3, 11/C1
Temperature Shock 503.1 | 503.2 A1, C3 503.3 /A1, €3 503.4 | 503.5 I
Solar Radiation 505.1 Il 505.2 | 505.3 | 505.4 | 505.5 1/A1
Rain 506.1 I 506.2 Il 506.3 (] 506.4 (Al 506.5 (Al
Humidity 507.1 Il 507.2 Il 507.3 Il 507.4 1 Proc 507.5 11/ Aggravated
Salt Fog 509.1 | 509.2 | 509.3 | 509.4 1 Proc 509.5 1 Proc
Blowing Dust 510.1 | 510.2 | 510.3 | 510.4 | 510.5 |
Blowing Sand 1 Proc 1 Proc 510.2 Il 510.3 Il 510.4 Il 510.5 Il
Submersion 512.1 | 512.2 | 512.3 | 512.4 | 512.5 |
Vibration 514.2 VIII/F, Curve-W 514.3 1110, 1173 514.4 1110, 11/3 514.5 1/24 514.6 1/24
Shock 516.2 I, 1, v 516.3 LV, VI 516.4 LV, Vi 516.5 LV, VI 516.6 L,V
Shock (Drop) 516.2 Il 516.3 \% 516.4 \% 516.5 1\ 516.6 \%
ENVIRONMENTAL REGULATORY
FCC ID AZ489FT7119
Operating Temperature -30 to +60 °C (22 to +140 °F) IC 1D 109U-89FT7119
Storage Temperature 7 40 to +85 °C (40 to +185 °F) LMR 8K10F1D, BKIOF1E, 8KIOF1W, 11KOF3E, 16KOF3E, 20KOFIE
Humidity Per MIL-STD 810 Bluetooth 1M18G1D, IM1F1D, 2M1F1D
Dust Resistance IP6X Band 2 (1850.7 - 1900 MHz), Modulation: *G7D, *D7TW
: Band 4 (1710.7 - 1745 MHz), Modulation: *G7D, *D7TW
Water Resistance IPX8 (2 meters, 4 hours) LTE Band 12 (699.7 - 711 MHz), Modulation: *G7D, *D7W

(Submersion) MIL-STD Delta-T, 512.X Procedure 1

Band 14 (788 - 798 MHz), Modulation *G7D, *D7W
Band 17 (704 - 716 MHz), Modulation: *G7D, *D7TW

FOOTNOTES: All-band Model Number H55TGTIPWSAN
. Please refer to local regulations for available channel bandwidths.
. Measured conductively in analog mode per TIA / EIA 603 under nominal conditions, and at 1 W

Rated Audio for Rx. Selectivity measured using the TIA-603 single-tone method.
. Measured conductively in digital mode per TIA / EIA IS 102.
Listed by UL to non-incendive standards: UL 121201 and CAN/CSA C22.2 No. 213-17 as safe for use
in Class I, Division 2, Groups A,B,C,D; Class II, Division 2, Groups F,G; Class IIl Hazardous Locations.
SIM cards for the listed carriers can be pre-installed at the Motorola Solutions factory or supplied

by the end user via Bring Your Own SIM (BYOS) for certified carriers.

r~ —

6. Measured conductively with >6 satellites visible at a nominal -130 dBm signal strength.
Specs provided are 95th percentile values.

7. LMR only. Front display, LTE, WiFi, Bluetooth and GPS not available when radio internal
temperature is below -20 °C (-4 °F). Hi-capacity battery required for operation between -20 °C
(-4 °F) and -30 °C (-22 °F). Batteries should be charged at 0 to +45 °C (+32 to +113 °F) and stored
at +20 to +25 °C (+68 to +77 °F) . Reference motorolasolutions.com/batterycare

o~ o

o

All specifications are subject to change without notice. For full details consult product service manual, document no. MN005643A01.
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ACCESSORIES

EXPAND AND CUSTOMIZE YOUR RADIO’S
FUNCTIONALITY WITH BEST-IN-CLASS ACCESSORIES.

AUDIO

HEAR AND BE HEARD LIKE NEVER BEFORE

XVP Remote Speaker Microphone
PMMN4135

o Loudest, clearest speaker * New adaptive noise
+ Four digital microphones suppression
+ Enhanced windporting ¢ Dedicated ViQi button

ANTENNAS
DESIGNED FOR WEARABILITY

7/800 MHz Stubby Whip All-band
Antenna 65 mm Antenna 200 mm
(760-870 MHz) (V,U,7/800 MHz)

ANO000296A01 AN000297A01

Colored antenna ID bands are available for easy
customization and come in packs of 10.

o 32012144001 Gray O 32012144004 Blue
32012144002 Yellow O 32012144005 Purple
(O 32012144003 Green

CARRY
SECURE, EASY ACCESS

Classic Holster Hybrid Leather Carry Case
PMLN7947 PMLN7948
Standard Capacity
PMLN7964

High Capacity

ENERGY

MAXIMIZED POWER,
LIFE AND MANAGEMENT

IMPRES 2 Multi-Unit Charger
NNTN9115

.

IMPRES 2 Single-Unit Charger
NNTN9199

IMPRES 2 Standard Capacity Battery
NNTN9126
4400 mAh

NNTN9127
4400 mAh UL Div 2 (see footnote 4)

IMPRES 2 High Capacity Battery

NNTN9089
5650 mAh

NNTN9090

5650 mAh UL Div 2 (GAM#20:0710
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For a complete list of accessories, please visit motorolasolutions.com/apxnext
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MANAGED AND

SUPPORT SERVICES

ACHIEVE MISSION CRITICAL PERFORMANCE

Rely on us to help you achieve your performance targets with the right service level you need for
systems, devices and applications. Each package provides a higher level of support, transferring the

risk and responsibility to Motorola Solutions.

Motorola Solutions provides a range of service capabilities, including:

MYVIEW

A web-based platform that gives you a transparent,
single source view of fleet status and service
delivery information to help make smarter, faster
and more proactive decisions.

TECHNICAL SUPPORT

Industry certified technical engineers can
troubleshoot and provide prompt resolution to
any technical issues, whether on-site dispatch
or remote.

HARDWARE REPAIR

AND SOFTWARE MAINTENANCE

Ensure continuous security, performance and
enhanced functionality of your two-way radios by
getting access to APX NEXT certified and tested
release software updates and upgrades and protect
your radios from normal wear and tear.

ACCIDENTAL DAMAGE

Radios are protected from accidental breakage or
liquid spills and physical damage. With state-of-
the-art diagnostic equipment all of your agency’s
radio components are protected in the event of an
unexpected failure and are back in operation as
soon as possible.

For more information, please visit

A MOTOROLA SOLUTIONS

DEVICE PROGRAMMING

APX NEXT includes Customer Programming
Software (CPS) for one-at-a-time
programming. We can enable batch
programming for radios with centralized
management to dramatically reduce the
time and resources needed to provision and
update your radio fleet.

As an add-on service, our technical teams
can help you provision and program your
fleet of radios on-site and train your staff
on the radio fleet commissioning and
management.

PREVENTIVE MAINTENANCE

Our certified technicians conduct annual
maintenance checks to help extend the
useful life of your radios, reducing repair
and replacement costs.

Motorola Solutions, Inc. 500 West Monroe Street, Chicago, IL 60661 U.S.A. 800-367-2346 motorolasolutions.com
MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings, LLC

and are used under license. All other trademarks are the property of their respective owners. © 2023 Motorola Solutions, Inc. All rights reserved. 11-2023 [JP05]
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Large color top screen
for critical information at
a glance

Intuitive hard controls,
protected against
accidental activation

Mission-critical
touchscreen:
rugged, usable
with gloves,

HDR microphones,
for outstanding
audio capture

readable in

all lighting

conditions Large, distinctive
buttons for PTT,
emergency
and ViQi, and

two additional
programmable

side buttons
Programmable

buttons for one-
touch quick access

Samantha Butler @

MEZHWO
East Zone

Patrol 1

ArZ O
East Zone
Patrol 1




Features

OPERATION MODES

Digital Trunking: 9600 Baud APCO P25 phase
I, FDMA and phase 2 TDMA

Digital Conventional: APCO 25

Analog Trunking: 3600 Baud SmartNet®,
SmartZone®, Omnilink®

Analog Conventional: MDC 1200
ASTRO® 25 Integrated Voice and Data

SmartConnect Multi-net Connectivity'

7/800 MHz
UHF

Up to 3000 Channels

SECURITY
256-bit AES'

INGRESS PROTECTION
IP6x Dust

Single-key ADP Encryption

IPx8 submersion (2 m, 4 hr)

Software Key

P25 Authentication'

Multikey for up to 128 Keys and Multi-algorithm!

Touchless Key Provisioning?

Over-The-Air Rekeying (OTAR)!
Multi System Over The Air Rekeying (MS OTAR)

Class | - Division | Groups C, D; Division 2
Groups A, B, C, D

Up to 200 Zones'

Bluetooth (Version 5.0)

Wi-Fi 802.11 a/b/g/n/ac, 2.4
and 5 GHz Bands

Class Il - Division | Groups E, F, G; Division 2
Groups F, G

Class Il - Hazardous Locations

MESSAGING

Canned Messages

LTE'

NFC (Near-Field Communications)*

3 W Speaker with Adaptive Equalization

2 Internal HDR Microphone

Adaptive Dual-sided Operation

Adaptive Noise Suppression Intensity'

Adaptive Gain Control'

Adaptive Windporting'
IMPRES™ Audio Accessory Compatibility

Noise Sensing Volume Control'

Receive Volume Leveling'

MANAGEMENT

RadioCentral™

Radio Management (RM)

CPS (Customer Programming Software)

SmartProgramming'

LOCATION-TRACKING
Built-in GNSS (GPS, Galileo and GLONASS)

SmartlLocate and Indoor Positioning'

SmartMapping'

@

SmartMessaging'

VOICE INTERACTION

Customizable Voice Announcements

ViQi Voice Control: Radio Actions with
Intuitive Commands'

ViQi Virtual Partner Service'

ENERGY

Standard 3200 mAh Battery
Optional High-cap 4400 mAh Battery
Optional UL Div | 3650 mAh Battery

IMPRES 2 Smart Battery Technology
SENSORS

Ambient Light (Intelligent lighting)

Accelerometer x2 (Display Orientation, Man Down)

OTHER FEATURES
Radio Profiles

Enhanced Data'

Multicast Voting Scan'

Man Down/Fall Alert'
DVRS PSU'

Digital Tone Signaling'

APX Personnel Accountability’

Instant Recall

MIL-STD Delta-T, 512.X Procedure |

USER INTERFACE

3.0” Mission-critical Touchscreen: 360x600
TFT 24-bit Full Color Transflective Display

Capacitive Touch Technology: Usable with
Gloves Up to 4 mm Thick, Resistant to False
Actuation from Fresh or Saltwater, Snow, Ice,
Dirt or Grease

High Velocity User Interface: Large Touch
Targets, Shallow Menu Hierarchy, Home

Screen Information at a Glance, Integrated
Applications

1.2” Top Display: 200x 112 TFT 18-bit Color
Transflective Screen, | Line of lIcons, 2
Lines of Text, |4 Characters per Line, 2 mm
Toughened Glass Lens

PTT Button: 1.26 x 0.55in (32 x 14 mm)

|1 6-position Channel Selector

Angled Power/Volume Knob

Orange Emergency Button

3 Programmable Side Buttons (I-dot, 2-dot,
purple)

Concentric 2-position Switch

ABC Zone Switch

ViQi Button (3-dot)
Display On/Off/Home Button

6 Programmable Buttons Under Display

DIMENSIONS
Radio with Standard Battery, no Antenna

Height: 5.4 in (136 mm)

Width: 2.4 in (60 mm)
Depth: 1.7 in (44 mm)
Weight: 17.4 oz (493 g)

' Optional Feature
2 Hardware-ready
* Included with use of OTAR combined with RadioCentral

Feature list subject to change without notice

3
CAM #26-0710
Exhibit 4B
Page 39 of 298



FREQUENCY BANDS

ADDITIONAL CONNECTIVITY

AUDIO FEATURES

HAZLOC!
(WHEN USED WITH DIVI BATTERY)
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Performance

TRANSMITTER

NOTE

700 MHZ

800 MHZ

UHF

Frequency Range / Bandsplits

762-776, 792-806 MHz

806-825, 851-870 MHz

380-520 MHz

Channel Spacing

12.5/20/25 kHz

12.5/20/25 kHz

12.5/20/25 kHz

Maximum Frequency Separation - Full Bandsplit Full Bandsplit Full Bandsplit
Rated RF Output Power (Adjustable) | 1-25 W I-3W I-5W

S 30 © 160 °C- 495 ©
Frequency Stability (-30 °C to +60 °C; +25 °C | +1.0 ppm £1.0 ppm £1.0 ppm

Ref)

Modulation Limiting (12.5/20/ 25 kHz
Channel)

+2.5/ %4/ +5kHz

+2.5/+4/ +5kHz

+2.5/ %4/ +5kHz

Emissions (Conducted and Radiated) | -75 dBc -75 dBc 75 dBc
Audio Response | +1,-3dB +1,-3dB +1,-3dB
FM Hum and Noise (12.5 /25 kHz Channel) - -47 /-52 dB -47/-52 dB -50/-53 dB
Audio Distortion (12.5 / 25 kHz Channel) | 1.00% 1.00% 1.00%

NOTE 700 MHZ 800 MHZ UHF
Frequency Range / Bandsplits - 762-776, 799-806 MHz 851-870 MHz 380-520 MHz
Channel Spacing - 12.5/20/25 kHz 12.5/20/25 kHz 12.5/20/25 kHz
Maximum Frequency Separation - Full Bandsplit Full Bandsplit Full Bandsplit
Audio Output Power at Rated - IW/3W IW/3W 05 W
Frequency Stability (-30 °C to +60 °C; +25 °C | £1.0 ppm £1.0 ppm £1.0 ppm
Ref.)
Analog Sensitivity (12 dB SINAD) 2 0.25 pv 0.25 pv 0.18 (-122dBm)
Digital Sensitivity (1% BER) 3 0.375 uv 0.375 uv 0.24 (-119.5dBm)
Digital Sensitivity (5% BER) 3 0.24 pv 0.24 pv 0.14 (-124dBm)
Selectivity (12.5 /25 kHz Channel) | -61.3/-75.2dB -61.3/-75.2dB 62.2dB / 76dB
Intermodulation Rejection - 80/78 dB 80 dB 79.6
Spurious Rejection - 76.6 dB 76.6 dB 95dB
FM Hum and Noise (12.5 /25 kHz Channel) - -51/-55dB -51/-55dB -57/-62 dB
Audio Distortion - 1.00% 1.00% 0.9%
@ 5
CAM #26-0710
Exhibit 4B

Page 41 of 298



IMPRES™ 2 BATTERIES

FOOTNOTE PART NO

CAPACITY AVAILABILITY

Standard -

PMNN4816  3200mAh  Included

WIRELESS
LTE FOOTNOTE

Bands Supported -

2,4,12,13, 14,17

HAZLOC 4

PMNN4818 3650mAh Optional High

Device Category -

4

Capacity - PMNN4817 4400mAh  Optional Certifications 6 FirstNet®, Verizon®, Bell Mobility
WIFI

ENCRYPTION Standards ) 802.1 la/ b/g/n/ac
Supported

Supported Encryption

ADP, AES-256, DES, DES-XL, DES-OFB, DVP-XL,

Algorithms Localized Algorithm
Encryption Algorithm 8
Capacity

Encryption Keys
per Radio

1024 Keys, Programmable for 64 Common Key
References (CKR) , upgradable to 128 CKRs, or 16
Physical Identifiers (PID)

Encryption Keying

Local Key Loader and Over-the-Air
Rekeying (OTAR)

Synchronization

XL - Counter Addressing, OFB - Output Feedback

Vector Generator

NIST-Approved Random Number Generator

Frequency Range -

2400-2472, 5180-5825 MHz

Security - Supports WPA-2, WPA, WEP
Capacity - Up to 20 SSIDs
BLUETOOTH

Version - 50

Frequency Range -

2402 - 2480 MHz

Security -

128-bit AES-CCM Encryption

AUDIO

Encryption Type Digital and SecureNet, TLSI.2, SRTP
Key Storage Tamper-protected Volatile or Non-volatile Memory STANDARD UPGRADE
Key Erasure Keyboard Command and Tamper Detection Audio Output Power at Rated | W 3IW
Standards FIPS 140-3 Level | and Level 3, FIPS 197
Audio Output Power at Max 3IW 5W
Device Certificates x.509v3 ECC-P384, x.509v3 RSA-2048
Audio Response (EIA) +1,-3dB +1,-3dB
ECDHE_ECDSA_WITH_AES256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_ Speech Loudness at 12 in (300 mm) 102 phon 105 Phon
Cipher Suites SHA384 Adaptive Noi
FIPS 140-2 Level | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA Adaptive s aptive 'Noise
TLS_RSA_ WITH_AES_256_GCM_SHA384 Dual-sided : ”tppriss'm
SRTP_AEAD_AES_256_GCMI Operation ntensity
Adaptive Adaptive
Audio Features Equalization Windporting
Adaptive Noise Sensing
LOCATION TRACKING )
|ockTon TRackve | et e Sensng
FOOTNOTE IMPRES Receiving Volume
Constellations - GPS, GLONASS and Galileo Audio Leveling
Tracking Sensitivity - -159 dBm
Accuracy 5 <5m (95%)
Cold Start 5 <60 Seconds (95%)
Hot Start 5 <5 Seconds (95%)
Mode - Autonomous (Assisted Only)




Environmental and Regulatory

MIL-STD 8I10C MIL-STD 810D MIL-STD 8I0E MIL-STD 8I0F MIL-STD 810G/H
Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat.
Low Pressure 500.1 | 500.2 Il 500.3 I 500.4 I 500.5 Il
High I/Hot, I/
Temperature 501.1 L 501.2 /A1, /AL 501.3 /AL, /AL 501.4 Hot 501.5 /A1, /AL
Low Temperature 502.1 | 502.2 1/C3, I/CI 502.3 1/C3, /ICI 502.4 1/C3, /CI 502.5 1/C3, I/ICI
gﬁg‘cpfrat”re 503.1 [ 503.2 I/Al, C3 503.3 /Al C3 503.4 [ 503.5 Ic
Solar Radiation 505.1 Il 505.2 | 505.3 | 505.4 | 505.5 A
Rain 506.1 I 506.2 1L 506.3 L 506.4 1, 0l 506.5 1,10
W/
Humidity 507.1 Il 507.2 Il 507.3 Il 507.4 | Proc 507.5 Aggravated
Salt Fog 509.1 | 509.2 | 509.3 | 509.4 | Proc 509.5 | Proc
Blowing Dust 510.1 | 510.2 | 510.3 | 5104 | 510.5 |
Blowing Sand | Proc | Proc 510.2 Il 510.3 I 5104 I 510.5 I
Submersion 512.1 | 5122 | 5123 | 5124 | 5125 |
S VIII/F,
Vibration 514.2 514.3 1710, 11/3 514.4 1710, 11/3 514.5 1124 514.6 1124
Curve-W

Shock 516.2 1,1,V 516.3 LV, VI 5164 LV, VI 516.5 LV, VI 516.6 LV, VI
Shock (Drop) 516.2 Il 516.3 v 516.4 % 516.5 v 516.6 v

6
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ENVIRONMENTAL REGULATORY
MODEL
FOOTNOTE
NUMBER FCC ID ICID
Operating 7 -30 to +60 °C (-22 to
Temperature +140 °F 7/800 MHZ H35UCT9PWSAN AZ489FT7147 109U-89FT7147
)
Storage ; -40 to +85 °C (-40 to UHF H35XDTIPWSBAN AZ489FT7176 109U-89FT7176
Temperature +185 °F)
8K IOFID, 8K 10FIE, 8K 10FIW, | IKOF3E,
Humidity - Per MIL-STD 810 LMR 16KOF3E, 20KOF I E
ESD - IEC 61000-4-2 Bluetooth IMI8GID, IMIFID, 2MIFID
Dust Resistance - IP6X WIR 12M9GID, 16M7DID, 17M9DID, 36M2D D,
IPX8 (2 meters, 4 I17M5DID, 18M4DID, 36M8DID, 76MIDID
Water Resistance . hours) Band 2 (1850.7 - 1910 MHz), Modulation: *G7D,
(Submersion) MIL-STD Delta-T, *DIW
512.X Procedure | Band 4 (1710.7 - 1755 MHz), Modulation: *G7D,
LTE o7w

Band 12 (699.7 - 716 MHz), Modulation: *G7D, *D7W
Band 13: (777-787 MHz), Modulation *G7D, D7W
Band 14 (788 - 798 MHz), Modulation: *G7D, *D7W
Band 17 (704 - 716 MHz), Modulation: *G7D, *D7W

|. Measured in the analog mode per TIA / EIA 603 under nominal conditions.
Selectivity reflects newer 2-tone test method as defined in revision D TIA603-D

issued in 2010.

2. Measured conductively in analog mode per TIA / EIA 603 under nominal conditions.

3. Measured conductively in digital mode per TIA / EIA IS 102.CAAA under nominal conditions.

4. Listed by UL to the standards ANSI/TIA 4950-A and CAN/CSA C22.2 NO. 157-92 Classification Rating: Class I, Division |, Groups C, D; Class Il, Division |, Group E, F, G;
Class I, Hazardous (Classified) Locations. ANSI/ISA 12.12.01-2015 and CAN/CSA C22.2 No. 213-15; Class |, Division 2, Groups A, B, C, D; T3C

5. Measured conductively with >6 satellites visible at a nominal - 130 dBm signal strength. Specs provided are 95th percentile values.

6. LMR only. Front display, Wi-Fi, Bluetooth and GPS not available when radio internal temperature is below -20 °C (-4 °F).
Batteries should be charged at 0 to +45 °C (+32 to +113 °F) and stored at +20 to +25 °C (+68 to +77 °F).

Reference motorolasolutions.com/batterycare

To learn more, visit:

AM' MOTOROLA SOLUTIONS

Motorola Solutions, Inc. 500 West Monroe Street, Chicago, IL 60661 U.S.A. motorolasolutions.com

This device in only available in North America.

MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark
Holdings, LLC and are used under license. All other trademarks are the property of their respective owners. ©2024 Motorola Solutions, Inc.

All rights reserved. 06-2024 [EV | 6]
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Data Sheet

APX N5

Single-band P25
portable two-way radio

Simple. Reliable. Secure.

Staying connected and being able to
collaborate, whenever, wherever, is a
prerequisite for mobile workers.

Our APX N50 is a slim yet rugged pick-up-and-

go radio that’s designed to give first responders,
public-safety support and administrative staff
secure communications that they can rely on in the
field to stay organized and effectively respond to
whatever the day throws at them.

Remarkably small and sleek and tough enough for
all day use in harsh environments. ViQi Basic Voice
Control, large controls and display make it simple
to use on the go. This is a radio that optimizes
speed and space. Whatever the environment,
users can hear and be heard with loud and clear
audio. Advanced microphones and exclusive
speaker design combined with leading APX audio
algorithms automatically filter background noise
and adjust volume levels to the environment,
keeping hands free and focus optimized.

The APX N50 works reliably across a variety of
frequencies, modes and protocols. It connects
seamlessly with accessories and other devices via
Bluetooth® or Wi-Fi, and can even switch between
radio coverage and Wi-Fi with SmartConnect.
Hardware encryption algorithms, batch radio
programming tools, and a portfolio of services and
tech support keep communications secure and
ensure devices always have the latest features.
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New antenna
technology
improves comfort
and wearability

Intuitive hard

controls, protected
against accidental
activation

11.2in
285 mm
MOTOROLA
Tall Z %
6.1 in _ _J
156 mm : § @ TMS 12:06PM
A Craig Smith
Zone | Chan
2 microphones
capture audio
from any
direction
Distinctive
buttons for PTT, i
emergency oain
and ViQi, and

two additional
programmable
side buttons

Programmable
buttons for one-
touch quick access

Custom speaker
for loud and clear
communications
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Features

OPERATION MODES

Digital Trunking: 9600 Baud APCO P25
phase | FDMA and phase 2 TDMA

Digital Conventional: APCO 25

Analog Digital: 3600 Baud SmartNet®,
SmartZone®, Omnilink®

Analog Conventional: MDC 1200
ASTRO® 25 Integrated Voice and Data

SmartConnect via W-iFi'”

FREQUENCY BANDS

SECURITY
256-bit AES'

Single-key ADP encryption

Software Key

P25 Authentication'

Multikey for 48 Keys and Multi-algorithm'
Over-The-Air Rekeying (OTAR)'
Multi system Over The Air Rekeying (MS OTAR)

HAZLOC (WHEN USED WITH DIVI
BATTERY)

71800 MHz Class | - Division | Groups C, D;
VHF Division 2 Groups A, B, C, D
UHF Class Il - Division | Groups E, F, G; Division 2

Up to 1000 channels

Up to 65 Zones

ADDITIONAL CONNECTIVITY
Bluetooth (Version 4.2)

Wi-Fi 802.11 a/b/g/n/ac, 2.4 and
5 GHz Bands'

AUDIO FEATURES?
3 W Speaker with Adaptive Equalization

3 Microphones (2 Internal HDR, | Wind
Mitigation) Adaptive Dual-sided Operation

Adaptive Noise Suppression Intensity'

Adaptive Gain Control'

Adaptive Windporting'

Noise Sensing Volume Control'

Receive Volume Leveling'

IMPRES Audio Accessory Compatibility

MANAGEMENT

Customer Programming Software (CPS)

Radio Management (RM)

LOCATION-TRACKING
Built-in GNSS (GPS, GLONASS)

SENSORS

Accelerometer (Man Down/Fall Alert)'

e

Groups F, G

Class lll - Hazardous Locations

MESSAGING

Canned Messages

VOICE INTERACTION

Customizable Voice Announcements

ViQi Basic Voice Control: Voice Actions with
predetermined Commands'

ENERGY
Standard 2850 mAh Battery

Optional UL Div | 3200 mAh Battery

IMPRES 2 Smart Battery Technology

INGRESS PROTECTION
IP6x Dust

IPx8 submersion (2 m, 2 hr)

* Contact sales team for availability in your country/region.

' Optional feature (English language only)

USER INTERFACE
2.4” Mission-critical Display: 240x320 TFT
65k Color Transflective Display

PTT Button: 1.22 x 0.47 in
(31'x 12 mm)

| 6-position Channel Selector

Power/Volume Knob

Orange Emergency Button

3 Programmable Side Buttons
(1-dot, 2-dot, purple/3-dot)

2 Programmable Front Buttons

VOICE INTERACTION

RADIO WITH STANDARD BATTERY,
NO ANTENNA

Height: 5.3 in (135 mm)
Width: 2.2 in (55 mm)
Depth: 1.3 in (33 mm)
Weight: 13.1 oz (370 g)

OTHER FEATURES

Radio Profiles

Enhanced Data'

Multicast Voting Scan'

Man Down/Fall Alert!
DVRS PSU!

Digital Tone Signaling'

APX Personnel Accountability'

Instant Recall

Geofence'

Stun Kill!

Data Modem Tethering'

Group Services'

2 If using an audio accessory, a compatible audio accessory must be selected to leverage optional audio features.

3
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Performance

TRANSMITTER

NOTE 700 MHZ 800 MHZ VHF UHF

136-174 MHz
12.5/20/25 kHz

380-520 MHz
12.5/20/25 kHz

762-776, 792-806 MHz
12.5/20/25 kHz

806-825, 851-870 MHz
12.5/20/25 kHz

Frequency Range / Bandsplits -

Channel Spacing -

Maximum Frequency Separation - Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit
Rated RF Output Power (Adjustable) | 1-25 W 1-3W 1-5W 1-5W
Frequency Stability (-30 °C to +60 °C; + + + +

+25°C Ref) | 1.0 ppm 1.0 ppm 1.0 ppm +1.0 ppm

Modulation Limiting

(12.5/20/ 25 kHz Channel) +2.5/+4/+5 kHz

| +2.5/+4/ x5 kHz +2.5/+4/ x5 kHz +2.5/ %4/ +5kHz

Emissions (Conducted and Radiated) | -75 dBc -75 dBc -75 dBc 75 dBc
Audio Response | +|,-3dB +1,-3dB +1,-3dB +1,-3dB
FM Hum and Noise (12.5 /25 kHz Channel) - -45/-47 dB -45/-47 dB -47 1 -47 dB -49/-50dB
Audio Distortion (12.5 / 25 kHz Channel) | 1.00% 1.00% 1.00% 1.00%

RECEIVER
NOTE 700 MHZ 800 MHZ VHF UHF
Frequency Range / Bandsplits - 762-776, 799-806 MHz 851-870 MHz 136-174 MHz 380-520 MHz

Channel Spacing - 12.5/20/25 kHz 12.5/20/25 kHz 125/20/25kHz  12.5/20/25 kHz

Maximum Frequency Separation - Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit
Audio Output Power at Rated | 05w 05 W 05 W 05 W
Analog Sensitivity (12 dB SINAD) 2 0.25 pv 0.25 pv 0.216 pVv 0.199 uv
Digital Sensitivity (1% BER) 3 0.4 pv 0.4 pv 0.277 pVv 0.265 pVv
Digital Sensitivity (5% BER) 3 0.25 pv 0.25 pv 0.188 pVv 0.177 uwv
Selectivity (12.5 /25 kHz Channel) | -61.3/-75.2dB -61.3/-75.2dB -62.3/-78.2dB -62/-76 dB
Intermodulation Rejection - -75dB -75dB -79.0 dB -80 dB
Spurious Rejection - -76.6 dB -76.6 dB -80.5 dB -88db
FM Hum and Noise (12.5 /25 kHz Channel) - -47 /-53 dB -47/-53 dB -45/-51 dB -50/-55dB
Audio Distortion | 1.00% 1.00% 1.00% 1.00%

4
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IMPRES™ 2 BATTERIES

NOTE PART NO CAPACITY  AVAILABILITY

WIRELESS

WIFI FOOTNOTE

Standard - PMNN4813 2850 mAh Included Standards Supported - 802.11a/ b/g/n/ac
HAZLOC 4 PMNN4815 3200 mAh Optional Frequency Range - 2400-2472, 5180-5825 MHz
Security - Supports WPA-2, WPA, WEP
Capacity - Up to 20 SSIDs
ENCRYPTION
Supported Encryption  ADP, AES-256, DES, DES-XL, DES-OFB, DVP- BLUETOOTH FOOTNOTE
Algorithms XL, Localized Algorithm Version - 4.2 (LE)
Encryption Algorithm 8 Frequency Range - 2402 - 2480 MHz
Capacity -
SSP Pairing

1024 Keys, Programmable for 48 Common
Key References (CKR) upgradable to 64 CKRs,
or 16 Physical Identifiers (PID)

Encryption Keys

perRadi

Local Key Loader and Over-the-Air
Rekeying (OTAR)

XL - Counter Addressing

Encryption Keying

Synchronization

Security - 128-bit AES-CDM Encryption

for voice, data and signaling

AUDIO

OFB - Output Feedback STANDARD UPGRADE
Vector Generator NIST-Approved Random Audio Output Power at Rated 0.5 W I'W
Number G T
Hmber enerator Audio Output Power at Max 2W 3IW
Encryption Type Digital and SecureNet, TLS1.2, SRTP
Audio Response (EIA) +1,-3dB +1,-3dB
Key Storage Tamper-protected Volatile or -

—KeyErastre——Keyboard-Command-and-FamperDetection——
FIPS 140-3 Level | and Level 3, FIPS 197
x.509v3 ECC-P384, x.509v3 RSA-2048

Standards

Device Certificates

Cipher Suites
FIPS 140-2 Level |

TLS_RSA_WITH_AES 256 GCM_SHA384
SRTP_AEAD_AES_256_GCMI

LOCATION TRACKING

NOTE
Constellations - GPS and GLONASS
Tracking Sensitivity - -154 dBm
Accuracy 5 <10m (95%)
Cold Start 5 <60 Seconds (95%)
Hot Start 5 <5 Seconds (95%)

(300 mm)

Adaptive Noise

Adaptive Dual-  Suppression

sided Operation  Intensity
Adaptive Adaptive

Audio Features Equalization Windporting
Adaptive Gain Receive Volume
Control Leveling
IMPRES Audio Noise Sensing

Volume Control




Environmental and Regulatory

MIL-STD 810

MIL-STD 810C MIL-STD 810D MIL-STD 8I0E MIL-STD 8IOF MIL-STD 810G/H

Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat.
Low Pressure 500. 1 I 500.2 I 5003 I 500.4 I 500.5 I
High Temperature 5011 L 5012 VAL WAl 5013  UALIVAI 5014  IHot, I/BasicHot  501.5 VAL, WAL
Low Temperature ~ 502.1 I 5022 I/C3,ICI 5023  IC3, IICI 5024 IC3, IIC1 502.5 C3, ICl
Temperature Shock  503.1 I 5032 UAI,C3 5033  UAI,C3 5034 I 503.5 ic
Solar Radiation 505. 1 I 505.2 | 505.3 | 505.4 | 505.5 VA
Rain 506. 1 Ll 506.2 L 506.3 L 506.4 LI 506.5 1
Hurmidity 507.1 I 507.2 I 507.3 I 507.4 I Proc 5075  I/Aggravated
Salt Fog 509.1 I 509.2 | 509.3 | 509.4 I Proc 509.5 I Proc
Blowing Dust 510.1 I 5102 | 5103 | 510.4 I 5105 I
Blowing Sand | Proc | Proc 510.2 Il 5103 Il 5104 ] 510.5 Il
Submersion 512.1 | 5122 | 5123 | 5124 | 5125 |
Vibration 5142  VIUF, CuveW 5143 /10,113 5144 110,113 5145 1124 514.6 1124
Shock 5162 Y 5163 LV, VI 5164 LV, VI 5165 LV, VI 5166 LV, VI
Shock (Drop) 5162 I 516.3 v 5164 v 5165 v 5166 v

FOOTNOTE NOTE MODEL NUMBER FCC ID IC ID
Operating . -30 to +60 °C 7/800 MHz H25UCFIPWGAN  AZ489FT7161  109U-89FT716I
Temperature (-22 to +140 °F) VHF H25KDFOPWBAN  AZ489FT7162  109U-89FT7162
Storage 6 “40 to +85 °C UHF H25XDFOPWEAN  AZ489FT7175  109U-89FT7175
Temperature (-40 to +185 °F)
Hurmidity . Per MIL.STD 810 LMR 8K IOFID, 8K I0FIE, 8K10FIW, | KOF3E, 16KOF3E
ESD - IEC 61000-4-2 Bluetooth 860KFID, IMI5GID, IMI9GID, IMO5SFID
Dust Resistance ; IP6X WiFi (VHF,UHF, 24 GHz 13M5GID, 16M9DID, 17M8DID
Water Resistance ] IPX8 (2 meters, 7/800 MHz) 50GHz 16M8DID, 16M9DID, I7MODID, I7M7DID, 17M8DID

(Submersion)

. Measured in the analog mode per TIA / EIA 603 under nominal conditions. Selectivity reflects newer 2-tone test method as defined in revision D TIA603-D issued in 2010.
. Measured conductively in analog mode per TIA / EIA 603 under nominal conditions.
. Measured conductively in digital mode per TIA / EIA IS 102.CAAA under nominal conditions.

. Listed by UL to the standards ANSI/TIA 4950-A and CAN/CSA C22.2 NO. 157-92 Classification Rating: Class |, Division |, Groups C, D; Class I, Division |, Group E, F, G;
Class I, Hazardous (Classified) Locations. ANSI/ISA 12.12.01-2015 and CAN/CSA C22.2 No. 213-15; Class |, Division 2, Groups A, B, C, D; T3C. PMNN4815B or later
revision required for UHF band

A w N -

5. Measured conductively with >6 satellites visible at a nominal - 130 dBm signal strength. Specs provided are 95th percentile values.

6. Temperatures listed are for radio specifications. For battery, please refer to motorolasolutions.com/batterycare to ensure best or optimum battery operation.

All specifications shown are typical. Specifications are subject to change without notice. CAM #26-0710
Exhibit 4B
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To learn more, visit: www.motorolasolutions.com/apxn50

MOTOROLA SOLUTIONS

Motorola Solutions, Inc. 500 West Monroe Street, Chicago, IL 60661 U.S.A. motorolasolutions.com
Auvailable globally.

MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark

Holdings, LLC and are used under license. All other trademarks are the property of their respective owners. ©2024 Motorola Solutions, Inc.
All rights reserved. 04-2024 [EV22]
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APX N30

Easy. Efficient. Essential.

Seamless communication from a sleek radio:
Easy to use and simple to manage. The/ APX
N30 single-band P25 portable radio/connects
your teams to reliable P25 radio networks with
all the essential features they need/and nothing
that they don’t. The radio solution for;mobile
workers in public works, government seryices,
education teams and other municipal roles
looking for APX performance in a paredidown,
cost effective package.

Small and sleek, it’s a radio that’s easy to
carry while being tough enough'for use in
harsh environments. ViQi Basic Voice Control,
large controls and display. make it simple
to use on the go. And with'loud and clear,
audio, crucial messages get through, evenjin
noisy environments.

The APX N30 works reliably/and securely across
a variety of frequencies, modes'and/protocols.
It connects seamlessly with accessories and
other devices via Bluetooth or/Wi-Fi.'With
SmartConnect!, it can gven/switch/between
radio coverage and Wi-Fi connections. Choose
whether to program /offline or optimize fleet
management by, programming them in batches
to save valuable time and resources. With'a
portfolio of seryicesand tech support, radios
stay safe and/reliable thnoughout their lifetime.

' Please checkwith your Igcal representative for availdbility in' youf country/
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New antenna
technology
improves comfort
and wearability

Intuitive hard

controls, protected
against accidental
activation
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Programmable
buttons for one-
touch quick access

Custom speaker
for loud and clear
communications
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Features

OPERATION MODES

Digital Trunking: 9600 Baud APCO P25
phase | FDMA and phase 2 TDMA

SECURITY

256-bit AES Software Encryption®

INGRESS PROTECTION

Digital Conventional: APCO 25

Single-key ADP encryption

IP6x Dust

Analog Trunking: 3600 Baud SmartNet®,
SmartZone®, Omnilink®

Software Key

P25 Authentication?

IPx8 submersion (2 m, 2 hr)

USER INTERFACE

Analog Conventional: MDC 1200

ASTRO® 25 Integrated Voice and Data

SmartConnect via W-iFi'?

FREQUENCY BANDS

Multikey for 48 keys and Multi-algorithm?

HAZLOC
(WHEN USED WITH DIVI BATTERY)

2.4” Mission-critical Display: 240x320 TFT
65k Color Transflective Display

PTT Button: 1.22 x0.47 in (31 x 12 mm)

Class | - Division | Groups C, D; Division 2
Groups A, B, C, D

| 6-position Channel Selector

Power/Volume Knob

7/800 MHz

VHF

Class Il - Division | Groups E, F, G; Division
2 Groups F, G

Orange Emergency Button

UHF

Up to 512 channels

Class lll - Hazardous Locations

MESSAGING

3 Programmable Side Buttons (I-dot, 2-dot,
purple/3-dot)

Up to 50 Zones
ADDITIONAL CONNECTIVITY

Canned Messages

VOICE INTERACTION

Bluetooth (Version 4.2)

Customizable Voice Announcements

2 Programmable Front Buttons

DIMENSIONS
(RADIO WITH STANDARD BATTERY,
NO ANTENNA)

Height: 5.3 in (135 mm)

Wi-Fi 802.11 a/b/g/n/ac, 2.4 and 5 GHz
Bands'

AUDIO FEATURES

ViQi Basic Voice Control: Actions with
Predetermined Commands?

ENERGY

Width: 2.2 in (55 mm)

Depth: 1.3 in (33 mm)

Weight: 13.1 oz (370 g)

2 High Dynamic Range (HDR) Microphones

Standard 2850 mAh Battery

Adaptive Dual-sided Operation

Optional UL Div | 3200 mAh Battery

Adaptive Equalization

Adaptive Gain Control

IMPRES 2 Smart Battery Technology
OTHER FEATURES

IMPRES Audio Accessory Compatibility
MANAGEMENT

Radio Profiles

Enhanced Data’

Customer Programming Software (CPS)

Multicast Voting Scan?

Radio Management (RM)

Man Down/Fall Alert?

LOCATION-TRACKING

DVRS PSU?

Built-in GNSS (GPS, GLONASS)
SENSORS

Digital Tone Signaling®

APX Personnel Accountability?

Accelerometer (Man Down/Fall Alert)?

Instant Recall

2 Optional Feature, available in English only
* Optional Feature

@

Geofence?

Data Modem Tethering?

Group Services?

3
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Performance

TRANSMITTER
NOTE 700 MHZ 800 MHZ VHF UHF

Frequency Range / Bandsplits - 762-776,792-806 MHz ~ 806-825, 851-870 MHz 136-174 MHz 380-520 MHz
Channel Spacing - 12.5/20/25 kHz 12.5/20/25 kHz 12.5/20/25 kHz 12.5/20/25 kHz
Maximum Frequency Separation - Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit
Rated RF Output Power (Adjustable) | 1-25 W 1-3W I-5W 1-5W
;zjuency Sty (307C tore07Cr 25T | +1.0 ppm +1.0 ppm +1.0 ppm +1.0 ppm
EE::EI)W Limiting (12.5720725 kHz | £2.5/ +4/ £5 kHz £25/44/+5kHz  #2.5/+4/45kHz  *2.5/+4/+5kHz
Emissions (Conducted and Radiated) | -75 dBc -75 dBc -75 dBc 75 dBc
Audio Response | +1,-3dB +1,-3dB +1,-3dB +1,-3dB

FM Hum and Noise (12.5 /25 kHz Channel) - -45/-47 dB -45/-47 dB -47 | -47 dB -49/-50 dB
Audio Distortion (12.5 / 25 kHz Channel) | 1.00% 1.00% 1.00% 1.00%
RECEIVER

NOTE 700 MHZ 800 MHZ VHF UHF

Frequency Range / Bandsplits - 762-776, 799-806 MHz 851-870 MHz 136-174 MHz 380-520 MHz
Channel Spacing - 12.5/20/25 kHz 12.5/20/25 kHz 12.5/20/25 kHz 12.5/20/25 kHz
Maximum Frequency Separation - Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit
Audio Output Power at Rated | 05 W 0.5 W 05w 05w
Analog Sensitivity (12 dB SINAD) 2 0.25 uv 0.25 pv 0.216 pVv 199 uwv
Digital Sensitivity (1% BER) 3 0.4 uv 0.4 pv 0.277 pVv 265 pv
Digital Sensitivity (5% BER) 3 0.25 pv 0.25 pv 0.188 pv A77 uv
Selectivity (12.5 / 25 kHz Channel) | -61.3/-75.2dB -61.3/-75.2dB -62.3/-78.2dB -62/-76 dB
Intermodulation Rejection - -75dB -75dB -79.0 dB -80 dB
Spurious Rejection - -76.6 dB -76.6 dB -80.5 dB -88db

FM Hum and Noise (12.5 /25 kHz Channel) - -47/-53 dB -47 /-53 dB -45/-51 dB -50/-55dB
Audio Distortion | 1.00% 1.00% 1.00% 1.00%
@ 4
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IMPRES™ 2 BATTERIES WIRELESS
FOOTNOTE  PART NO  CAPACITY  AVAILABILITY WIFI FOOTNOTE
Standard - PMNN4813 2850mAh Included Standards Supported - 802.1 la/ b/g/n/ac
HAZLOC 4 PMNN4815  3200mAh Optional Frequency Range - 2400-2472, 5180-5825 MHz
Security - Supports WPA-2, WPA, WEP
ENCRYPTION Capacity - Up to 20 SSIDs
Supported Encryption AES 256-bit Software Encryption (AES-256), BLUETOOTH
Algorithms DES-OFB Version - 4.2 (LE)
Encryption Keys 1024 Keys, Programmable for 48 C.ommon Frequency Range R 2402 - 2480 MHz
) Key References (CKR) or 16 Physical -
per Radio Identifiers (PID) SSP Pairing
Encryption Keying Local Key Loader security ) ::I‘B;'zfé:?z-:i?;jr:gzr:s;
Vector Generator NIST-Approved Random Number Generator
Synchronization OFB - Output Feedback
Encryption Type Digital, TLSI.2, SRTP AUDIO
Key Storage Non-volatile Memory Audio Output Power at Rated 05 W
Key Erasure Keyboard Command Detection Audio Output Power at Max 2W
Standards FIPS 140-3 Level I, FIPS 197 Audio Response (EIA) +1,-3dB
Device Certificates x.509v3 ECC-P384 x.509v3 RSA-2048 Speech Loudness at 12 in (300 mm) 98 phon

Cipher Suites
FIPS 140-2

TLS_RSA_WITH_AES_256_GCM SHA384
SRTP_AEAD_AES_256_GCMI

LOCATION TRACKING

FOOTNOTE
Constellations - GPS and GLONASS
Tracking Sensitivity - -154 dBm
Accuracy 5 <10m (95%)
Cold Start 5 <60 Seconds (95%)
Hot Start 5 <5 Seconds (95%)
Mode i Autonomous (non-assisted)

GPS

Audio Features

Adaptive Equalization
Adaptive Dual-sided Operation
Adaptive Gain Control
IMPRES Audio




Environmental and

Regulatory

MIL-STD 810
MIL-STD 810C MIL-STD 810D MIL-STD 8IOE MIL-STD 8IOF MIL-STD 810G/H
Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat.
Low Pressure 500.1 | 500.2 Il 500.3 Il 500.4 Il 500.5 Il
High 501.1 Ll 5012 VAL WA 501.3 VAL WAL 501.4 /Hor, I/ 501.5 VAL WAL
Temperature BasicHot
Low Temperature 502.1 I 502.2 I/C3, IIC] 502.3 1/C3, IICI 502.4 I/C3, ICI 502.5 1/C3, IICI
Temperature 503.1 [ 503.2 I/Al, C3 503.3 I/Al, C3 503.4 I 503.5 IIc
Shock
Solar Radiation 505.1 Il 505.2 I 505.3 I 505.4 I 505.5 Al
Rain 506.1 L 506.2 L 506.3 L 506.4 L 506.5 L
Humidity 507.1 I 507.2 Il 507.3 1 507.4 I Proc 507.5 A W
ggravated
Salt Fog 509.1 I 509.2 I 509.3 I 509.4 | Proc 509.5 | Proc
Blowing Dust 510.1 I 510.2 I 510.3 I 510.4 I 510.5 I
Blowing Sand | Proc | Proc 510.2 I 5103 Il 5104 Il 510.5 Il
Submersion 512.1 I 5122 I 512.3 I 512.4 I 512.5 I
Vibration 5142 VIIIF, 5143 1110, 11/3 514.4 1110, 11/3 5145 124 514.6 124
Curve-W
Shock 516.2 1,V 516.3 LV, VI 516.4 LV, VI 516.5 LV, VI 516.6 LV, VI
Shock (Drop) 516.2 I 516.3 v 516.4 v 516.5 v 516.6 v
ENVIRONMENTAL REGULATORY
FOOTNOTE NOTE  MODEL NUMBER  FCC ID IC ID
Operating 6 -30 to +60 °C 7/800 MHz . HISUCFOPW6AN  AZ489FT7161  109U-89FT716I
T t 22 to +140 ° —
emperature (220 P VHF ; HISKDFOPWEAN  AZ489FT7162  109U-89FT7162
Storage 6 -40 to +85 °C
Temperature (-40 to +185 °F) UHF HISXDF9PW6AN  AZ489FT7175  109U-89FT7175
Humidity ) Per MIL-STD 810 LMR - 8K I0FID, 8K10FIE, 8K10FIWV, | IKOF3E, |6KOF3E
ESD - IEC 61000-4-2 Bluetooth - 860KFID, IMI5GID, IMI9GID, IMO5SFID
Dust Resistance - IP6X Wi-Fi (VHF, 24 GHz I3M5GID, 16M9DID, 17M8DID
Water UHF, 7/800) 50GHz 16M8DID, 16M9DID, 17MODID, I7M7DID, |7M8DID
) IPX8 (2 meters,
Resistance -

(Submersion)

A W N -

2 hours)

. Measured conductively in analog mode per TIA / EIA 603 under nominal conditions.

. Measured conductively in digital mode per TIA / EIA IS 102.CAAA under nominal conditions.
. Listed by UL to the standards ANSI/TIA 4950-A and CAN/CSA C22.2 NO. 157-92 Classification Rating: Class |, Division |, Groups C, D; Class I, Division |, Group E, F, G;

. Measured in the analog mode per TIA / EIA 603 under nominal conditions. Selectivity reflects newer 2-tone test method as defined in revision D TIA603-D issued in 2010.

Class Ill, Hazardous (Classified) Locations. ANSI/ISA 12.12.01-2015 and CAN/CSA C22.2 No. 213-15; Class |, Division 2, Groups A, B, C, D; T3C. PMNN48I5B or later

revision required for UHF band.

5. Measured conductively with >6 satellites visible at a nominal - 130 dBm signal strength. Specs provided are 95th percentile values.

6. Temperatures listed are for radio specifications. For battery, please refer to motorolasolutions.com/batterycare to ensure best or optimum battery operation.

All specifications shown are typical. Specifications are subject to change without notice.

@
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To learn more, visit: www.motorolasolutions.com/apxn30

m MOTOROLA SOLUTIONS

Motorola Solutions, Inc. 500 West Monroe Street, Chicago, IL 60661 U.S.A. motorolasolutions.com
This device is available globally. Check with your local Motorola Solutions representative for availability in your country.

MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark
Holdings, LLC and are used under license. All other trademarks are the property of their respective owners. ©2024 Motorola Solutions, Inc.
All rights reserved. |1-2024 [SS26]
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APX 6500

SNGLE-BAND P25 MOBILE RADIO

Motorolg

APX 6500

STAY INFORMED. STAY SAFE.

You may not know what the next call will entail, but you do know that Security is more important than ever. Criminals are testing you on
your team needs communication they can count on. Whether on a the streets and over the air. Fight back with multiple levels of
motorcycle, in a squad car or a fire truck, the rugged and compact design protection to encrypt and secure your voice and data communication
of the evolved APX" 6500 mobile radio is designed to maximize the real against eavesdropping.

estate in your vehicle and keep your entire agency safely connected. Now
with integrated Wi-Fi, Bluetooth and SmartConnect, the APX 6500 gives
you more ways to manage your radio and stay connected. And when your
vehicle sustains a high impact, the radio can automatically alert dispatch.

Stay connected, keep safe and secure your communications with the
APX 6500 single-band mobile radio.

| @ MOTOROLA SQLUTIONS
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(7 © BunTIN
C)() SMARTCONNECT fEDZ)|  wi-Fi

GET CONNECTED AND STAY CONNECTED

When the mission takes you out of range, you risk being left in the
dark. The APX 6500, equipped with SmartConnect, can reroute P25
voice and data communication over broadband via built-in Wi-Fi or
a tethered LTE/satellite router. Stay connected to your P25 radio
system, even when outside of P25 coverage.

VOICE AND DATA, ALL AT ONCE

Packed with all the connections you need, the APX 6500 keeps your
team in touch and within reach of over-the-air updates. Receive
new codeplugs, firmware updates and software features at the
speed of Wi-Fi— without interruptions to voice communications.

GPS | WiF

(CRC

DESIGNED TO LIGHTWEIGHT, DEVICE
SECURE AND N /1 compact | Q MANAGEMENT
PROTECT YN DESIGN & SERVICES
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02 03

EXTREME USABILITY .

The 02 control head provides rugged simplicity for buttons all around HANDHELD FLEXIBILITY
efficient and confident communication. Extreme controls The 03 corded control head
with easy to read color display and a built-in 7.5 fits all your mobile controls
watt speaker provides clear visual and audible user in your hand. With the 03
experiences. Available in high impact green or black. | your radio controls are never
out of reach.

Exaggerated design Full color display Integrated high
and rugged housing for with night mode and density speaker for I
extreme environments intelligent lighting loud, clear audio ] Full color display with intelligent lighting

Programmable menu buttons

OROLA . ) N
BERZpAcS By G Rl o ﬁ ‘ i oA Dedicated volume and channel rockers

MOTOROLA

APX 6500 u a

Zone | Chan | Call | Next e

Fully integrated DTMF keypad

Enlarged multi-
function channel /
volume knob

Integrated control head and microphone design

Programmable multi-select buttons

APX 6500 COMPATIBLE CONTROL HEADS

Dedicated volume and channel knobs for quick control
Full color display Multi-function

with night mode and channel / volume knob
Easy to read, anti-reflective intelligent lighting
color display

g °. Mool = MOTOROLA
APX 6500 x APX 6500
SMARTCONNECT

G T wesi | Zone | Ghan | Saant|

Zone |Chan | Call | Next

‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ Integrated controls for
siren and lights, PA and

Programmable menu buttons Bluetooth Programmable multi-select buttons gunlock or DTMF keypad
MPP Pairing
ES o7
UNMATCHED READABILTY. OPTIMIZED USABILITY. INTEGRATED MULTI-FUNCTIONALITY
A bright color display and intelligent lighting makes the E5 The O7 is a sophisticated control head with a color display and
easy to read under any condition while the optimized tactility built-in keypad. It can integrate your radio vehicle control into a
and button placement reduces inadvertent actuations. single ergonomic interface and supports dual radio installations.

DATASHEET ‘ APX 6500 * Compatible 05 control head is not shown. PAGE 3



FEATURES

GENERAL FEATURES

Channel Capacity 1,000 channels standard, expandable to 3,000 channels

MANAGEMENT

Customer Programming Software (CPS)

Encryption Algorithms 256-bit AES, ADP, DES, DES-XL, DES-OFB, DVP-XL

Radio Management

OPERATING MODES

Digital Trunking: 9600 Baud APCO P25 Phase 1 FDMA and Phase 2 TDMA

Analog Trunking: 3600 Baud SmartNet®, SmartZone®, Omnilink

Over-the-air Programming (OTAP)!

Tactical Inhibit!

Digital Conventional: APCO 25

P25 Authentication'

Analog Conventional: Analog MDC 1200, Quik Call Il System Configurations

Software Key'

SmartConnect Connectivity

Single-key ADP Encryption'

INTEGRATED WI-FI, GPS AND DATA CONNECTIVITY

Wi-Fi 802.11 b/g/n with up to 20 Wi-Fi networks provisioned in the radio’

Data Modem Tethering'
ASTRO 25 Integrated Voice and Data

Multikey for 128 keys and multi-algorithm’
Over-the-air Rekeying (OTAR)'

GPS/GNSS SPECIFICATIONS

Channels 12

Enhanced Data’

Tracking Sensitivity -164 dBm

Integrated GPS/GLONASS for Outdoor Location Tracking Accuracy? <5 meters (95%)

Mission Critical Geofence' Cold Start? <60 seconds (95%)

Personnel Accountability’ Hot Start? <5 seconds (95%)
SmartConnect' Mode of Operation Autonomous (Non-Assisted) GNSS or SBAS

Bluetooth (Version 4.2)

" Optional

? Measured conductively with >6 satellites visible at a nominal -130 dBm signal strength
* SmartConnect not available in all countries.

Please check with your Motorola Solutions representative for availability in your country.

DATASHEET | APX 6500
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ENCRYPTION OTHER FEATURES

Supported Encryption Algorithms  ADP, 256-bit AES, DES, DES-XL, DES-OFB, DVP-XL Text Messaging
Encryption Algorithm Capacity 8 Radio Profiles
Module capable of storing 1024 keys. Dynamic Zone

Encryption Keys per Radio

Programmable for 128 Common KeY Reference (CKR)

or 16 Physicalldentifier (PID) Intelligent Priority Scan
Encryption Frame Re-sync Interval P25 CAl 300 mSec Unified Call List
Encryption Keying Key Loader Instant Recall

Synchronization

XL - Counter Addressing | OFB - Output Feedback Data Modem Connection (wired or Wi-Fi)'

Vector Generator

National Institute of Standards and Technology (NIST)

12 Character RFID Asset Tracking'
approved random number generator

Encryption Type

Digital Digital Tone Signaling'

Key Storage Tamper protected volatile or non-volatile memory
Key Erasure Keyboard command and tamper detection
Standards FIPS 140-3 Level 3, FIPS 197

INTEGRATED WI-FI, GPS AND DATA CONNECTIVITY

Frequency Range/Band splits

WLAN (Wi-Fi): 2412 - 2472 MHz; 5180 - 5320 MHz; 5500 - 5825 MHz

WLAN (WiFi) 802.11 b/g/n (2.4GHz) Security protocols WPA-2, WPA, WEP
802.11 a/n/ac (5GHz) SSIDs Up to 20 pre-provisioned
Data Modem Tethering'

Bluetooth Version 4.2 2401-2480 Mtz

Supports MPP Pairing’ and compatible with HSP, PAN, DUN and SPP Profiles found in Off-the-shelf Bluetooth accessories. Supports up to 6 data connec-
tions and 1 audio connection.

SIGNALING (ASTRO 25 MODE)

Signalling Rate

9.6 kbps

Digital ID Capacity

10,000,000 Conventional / 48,000 Trunking

Digital Network Access Codes

4,096 network site addresses

ASTRO Digital User Group Addresses

4,096 network site addresses

Project 25 - CAI Digital User Group Addresses 65,000 Conventional / 4,094 Trunking

Error Correction Techniques

Golay, BCH, Reed-Solomon codes

Data Access Control

Slotted CSMA: Utilizes infrastructure-sourced data status bits embedded in both voice and data transmissions

DATASHEET | APX 6500
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" Optional
2 For E5 Control Head only
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DIMENSIONS AND WEIGHT
Radio Transceiver 51 x 178 x 163 mm (2.0 x 7.0 x 6.4 in) 2.18 kg (4.80 lbs)

Radio Transceiver and 02 Control Head - Dash Mount 69 x 207 x 223 mm (2.7 x 8.1 x 8.8 in) 2.43 kg (5.36 lbs)
| Head - Dash Mount 51x 178 x 202 mm (2 x 7 x 8. 2.24 kg (4.94 lbs)
| Head - Dash Mount 51 x 178 x 209 mm (2.0 x 7.0 x 8.2 2.24 kg (4.94 lbs)

Radio Transceiver and 07 Control Head - Dash Mount 51x 178 x 208 mm (2 x 7 x 8.2 2.24 kg (4.94 lbs)

Radio Transceiver and Remote Mount 51 x 178 x 193.6 mm (2 x 7 X 7.6 in) 2.18 kg (4.80 lbs)

ol Head Remote Mount 68 x 206 x 53 mm (2.7 x 8.1 x 2.1 in)

ol Head Remote Mount 51 x 180.3 x 64 mm (2.0 x 7.0 x 2.5 in)

ol Head Remote Mount 51 x 178.5 x 64 mm (2.0 x 7.0 x 2.5 in)
07 Control Head Remote Mount 51 x 178 x 40 mm (2.0 x 7.0 x 1.5 in)

178mm

163mm

178mm

DATASHEET | APX 6500 PAGE 6



PERFORMANCE AND REGULATORY

Frequency Range/Bandsplits 136-174 MHz 380-470 MHz 450-520 MHz 764-776, 794-806 MHz ~ 806-825, 851-870 MHz ~ 896-902, 935-941 MHz
. 1-50 W 1-40 W 1-45 W

Rated RF Output Power (Adjustable) 125 W 125 W 125 W 3-30W 3-35W 1-30W

Frequency Stability (-30°C to +60°C; +25°C Ref.) +0.8 PPM +0.8 PPM +0.8 PPM +0.8 PPM +0.8 PPM +0.8 PPM

Emissions Conducted Radiated Conducted Radiated Conducted Radiated C?gg;{cstsed R_;g'/a_%d
-85d8c  -10dBm  -85dBc  -20dBm  -85dBc  -20 dBm

Conducted Radiated Conducted Radiated
-75d8c  -20dBm  -70dBc  -20 dBm

dBc dBm
Modulation Limiting (12.5/20/25 kHz) £5/2.5 kHz £5/£2.5 kHz +5/£2.5 kHz 5/2.5 kHz £5/2.5 kHz 2.5 kHz (12.5kHz only)
Modulation Fidelity (C4FM)
12.5 kHz Digital Channel 2.5% 1.50% 1.50% 1.50% 1.50% 1.50%
Audio Response +1,-3dB (EIA) +1,-3dB (EIA) +1,-3dB (EIA) +1,-3dB (EIA) +1,-3dB (EIA) +1,-3dB (EIA)
FM Hum & Noise (12.5 kHz/25 kHz) -52dB / -53 dB -50dB / -53 dB -50dB / -53dB -48 dB / -50 dB -48 dB / -50 dB -45 dB (12.5kHz only)
Audio Distortion (12.5 kHz/25 kHz) 0.50% 0.50% 0.50% 0.50% 0.50% 0.80% (12.5kHz only)
Frequency Range/Bandsplits 136-174 MHz 380-470 MHz 450-520 MHz 764-776 MHz 851-870 MHz 935-941 MHz
Channel Spacing 12.5/25 kHz 12.5/25 kHz 12.5/25 kHz 12.5/25 kHz 12.5/25 kHz 12.5 kHz
Maximum Frequency Separation Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit Full Bandsplit
Audio Output Power at Rated/Max 75/ 15W 15/15W 75/ 15W 75/ 15W 75/ 15W 75/ 15W
Frequency Stability

(30 °C to +60 °C; +25 °C Ref.) +0.8 PPM +0.8 PPM +0.8 PPM +0.8 PPM +0.8 PPM +0.8 PPM

Pre-Amp  Standard Pre-Amp  Standard Pre-Amp  Standard
Analog Sensitivity (12db SINAD) -123dBm  -119dBm -123dBm  -119dBm -123dBm -119dBm  -121dB (0.199 V) -121 dB (0.199 V) -120 dBm (0.224 V)
(0.158 V) (0.251 pV) (0.158 V) (0.251 pV) (0.158 pV) (0.251 pv)

Pre-Amp  Standard Pre-Amp Standard Pre-Amp  Standard

5% BER -123dBm -119dBm -123dBm -119dBm -123dBm -119dBm  -121.5dB (0.188 pV)  -121.5dB (0.188 pv)  -121 dBm (0.199 pV)
(0.158 V) (0.251 pV) (0.158 pv) (0.251 pV) (0.158 pV) (0.251 pv)

Selectivity (12.5 kHz / 25 kHz / 30 kHz) 77dB / 89 dB /90 dB 72dB/ 83 dB /- 72dB /83 dB /- 75dB /85dB / - 75dB / 85dB / - 74 dB (12.5kHz only)
Intermodulation Rejection Pre-Amp Standard Pre-Amp Standard Pre-Amp Standard 2 AR 2 AR 2 AR

(12.5 kHz / 25 kHz) 84 dB 86 dB 82 dB 86 dB 82 dB 86 dB

Spurious Rejection 95 dB 93 dB 93 dB 91 dB 91 dB 91 dB

FM Hum & Noise (12.5 kHz / 25 kHz) -50dB / -59 dB -50dB / -55 dB -50dB / -55 dB -50dB / -59 dB -50dB / -59 dB -50 dB (12.5kHz only)
Audio Distortion (12.5 kHz / 25 kHz) 1.20% 1.50% 1.50% 1.20% 1.20% 1.20% (12.5kHz only)

POWER AND BATTERY DRAIN

Frequency Range / Bandsplits 136-174 MHz 380-470 MHz 450-520 MHz 764-775, 794-806 MHz ~ 806-825, 851-870 MHz ~ 896-902, 935-941 MHz

450-485 MHz: 1-45 W 896-901 MHz: 1-30W

1-50 W 1-40 W . 901-902 MHz: 1-3W
RF Power Qutput 485-512 MHz: 1-40 W 3-30W 3-3B/W 935940 MHz: 1-30W

125w 125w ;
512:520 MHz: 1-25 W 020.94 1Kt 3

Anaratinn 13.8 V DC +20% 13.8V DC +20% 13.8V DC +20% 13.8 V DC +20% 13.8 V DC +20% 13.8 V DC +20%
Negative Ground Negative Ground Negative Ground Negative Ground Negative Ground Negative Ground
Standby at 13.8V 0.85A 0.85A 0.85A 0.85A 0.85A 0.85A
Receive Current at Rated Audio at 13.8V 32A 32A 32A 32A 32A 32A
) 8A@15W 1MAR40W MAR40W 8AR@15W 10A@30W
Transmit Current (A) at Rated Power 13A@50W 8A® 15 W 8A@15W 8A@15W 12A@3BW 5A@3W
DATASHEET | APX 6500 CAM #26.0710  PAGE7
Exhibit 4B

Page 70 of 298



#1-25 W applies to countries with a maximum 25W limit.
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ENVIRONMENTAL FCC/IC TYPE ACCEPTANCE ID
Operating Temperature -30°C/+60°C FCC/ICID Band and Power Level
Storage Temperature -40°C/+85°C FCC ID: AZ492FT7141 896-902MHz (1-30W)
ISED ID: 109U-92FT7141 K .
Humidity Per MIL-STD 935-941MHz (1-30W)
ESD EC 6100042 764-776 MHz (3-30 W)
FCC ID: AZ492FT7124 794-806 MHz (3-30 W)
Water and Dust Intrusion (w/ 02 control head) IP56, MIL-STD
IC ID: 109U-92FT7124 806-824 MHz (3-35 W)

851-870 MHz (3-35 W)

FLC D ALITT IS0 136-174Nz (1-50 W)

IC ID: 109U-92FT7130

VHF M25KSS9PW1BN
FCC ID: AZ492FT7129

UHF R1 M25QSS9PW1BN e 380-470 MHz (1-40 W)

UHF R2 M2555S9PW1BN 50520MHz (145 W)

700/800 M25URS9PW1BN I$£0'1b 080 -b3Fag67 485-512 MHz (1-40 W)

800/900 M25VRSIPWICN 512-520MHz (1-25 W)
Designator Band and Power Level ‘
MMCR308PE 136-174MHz, (1-50W)
MMCRS08PE 380-470MHz, (1-40W)

MIL-STD 810C MIL-STD 810D MIL-STD 810E MIL-STD 810F MIL-STD 810G MIL-STD 810H

Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat.

Low Pressure 500.1 | 500.2 I 500.3 Il 500.4 I 500.6 Il 500.6 I

High Temperature 501.1 Al 501.2 I7A1,11/A1 501.3 I7A1,11/A1 501.4 I/Hot, II/Hot 501.6 I/A1,11/A1 501.7 I/A1,117A1
Low Temperature 502.1 | 502.2 113, 11/t 502.3 11G3, 11/t 502.4 113, 11/t 502.6 11G3, 11/C1 502.7 113, 1/t
Temperature Shock 503.1 | 503.2 1/A1C3 503.3 1/A1C3 503.4 I 503.6 1/C 503.7 1/C
Solar Radiation 505.1 I 505.2 | 505.3 | 505.4 | 505.6 I/A1 505.7 I/A1
Rain 506.1 Al 506.2 1l 506.3 1l 506.4 Al 506.6 Al 506.6 Al
Humidity 507.1 I 507.2 I 507.3 Il 507.4 - 507.6 1/ Aggravated 507.6 1/ Aggravated
Salt Fog 509.1 | 509.2 I 509.3 I 509.4 - 509.6 - 509.7

Blowing Dust 510.1 | 510.2 | 510.3 | 510.4 | 510.6 | 510.7 |
Blowing Sand - - 510.2 I 510.3 Il Il 510.6 Il 510.7 I
Vibration 514.2 VIl F, W 514.3 1710, 1173 514.4 1710, 1173 514.5 1124 514.7 1124 514.8 1124, 1175
Shock 516.2 I, ll, v 516.3 [AA 516.4 [AA 516.5 I, V, VI 516.7 I, V, VI 516.8 I, V, VI
DATASHEET | APX 6500 CAM #26-0710  PAGE9
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Data Sheet

APX N70 XE

Keeping firefighters safe,
focused and always in touch

When lives are threatened, the APX N70 XE radio is the

lifeline that keeps teams safe, focused, and;in touch/during
critical moments. Made for firefighters and EMS personnel,
it combines high tier adaptive audio with intuitive operation,
advanced connectivity, and streamlined device management.
Every element of the rugged, ergonomic design’ maximizes
task performance in unpredictable situations.

Large controls are easily operated with gloves, and the

3” Corning® Gorilla® Glass touch screen provides access
to critical information and apps: Adaptive audio'and high
dynamic range mics ensure /clear communication in noisy
environments.

The APX N70 XE offers Wi-Fi and optional LTE connectivity,
keeping crew members in touch even outside regular P25
radio coverage. Optional smart apps and services enhance
situational awareness and collaboration.

A superior ownership experience reduces the burdenon
radio managers, allowing rapid over-the-air provisioning and
updates to their entire fleet of devices. This ensures secure,
reliable operation while giving access to new apps and
functions, without needing to take radios out of service for
manual maintenance.

AM MOTOROLA SOLUTIONS
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Features

OPERATION MODES

Digital Trunking: 9600 Baud APCO P25 phase
I, FDMA and phase 2 TDMA

Digital Conventional: APCO 25

Analog Trunking: 3600 Baud SmartNet®,
SmartZone®, Omnilink®

Analog Conventional: MDC 1200

ASTRO® 25 Integrated Voice and Data

SmartConnect Multi-net Connectivity'

FREQUENCY BANDS
7/800 MHz

Up to 3000 Channels

Up to 200 Zones'

ADDITIONAL CONNECTIVITY

Bluetooth (Version 5.0)

Wi-Fi 802.11 a/b/g/n/ac, 2.4
and 5 GHz Bands

LTE'

SECURITY
256-bit AES'

SENSORS
Ambient Light (Intelligent lighting)

Single-key ADP Encryption

Software Key

P25 Authentication'

Multikey for up to 128 Keys and Multi-algorithm!

Touchless Key Provisioning?

Over-The-Air Rekeying (OTAR)'

Multi System Over The Air Rekeying (MS OTAR)

HAZLOC!
(WHEN USED WITH DIVI BATTERY)

Class | - Division | Groups C, D; Division 2
Groups A, B, C, D

Class Il - Division | Groups E, F, G; Division 2
Groups F, G

Class Il - Hazardous Locations

MESSAGING

Canned Messages

Accelerometer x2 (Display Orientation,
Man Down)

INGRESS PROTECTION

IP6x Dust

IPx8 submersion (2 m, 4 hr)
MIL-STD Delta-T, 512.X Procedure |

USER INTERFACE

3.0” Corning® Gorilla® Glass touch screen:
360x600 TFT 24-bit Full Color Transflective
Display

Capacitive Touch Technology: Usable with
Gloves Up to 4 mm Thick, Resistant to False
Actuation from Fresh or Saltwater, Snow, Ice,
Dirt or Grease

High Velocity User Interface: Large Touch
Targets, Shallow Menu Hierarchy, Home
Screen Information at a Glance, Integrated
Applications

NFC (Near-Field Communications)?

AUDIO FEATURES
3 W Speaker with Adaptive Equalization

SmartMessaging'

VOICE INTERACTION

Customizable Voice Announcements

2 Internal HDR Microphone

Adaptive Dual-sided Operation

Adaptive Noise Suppression Intensity'

Adaptive Gain Control'

Adaptive Windporting'

IMPRES™ Audio Accessory Compatibility

Noise Sensing Volume Control'

Receive Volume Leveling'

MANAGEMENT

RadioCentral™

Radio Management (RM)

CPS (Customer Programming Software)

SmartProgramming'

LOCATION-TRACKING
Built-in GNSS (GPS, Galileo and GLONASS)

SmartLocate and Indoor Positioning'

SmartMapping'

©

ViQi Voice Control: Radio Actions with
Intuitive Commands'

ViQi Virtual Partner Service'

ENERGY

Included HAZLOC rated,
UL Div | 3650 mAh Battery

Optional 3200 mAh Battery

Optional High-cap 4400 mAh Battery

IMPRES 2 Smart Battery Technology

OTHER FEATURES
Radio Profiles

Enhanced Data'

Multicast Voting Scan'

Man Down/Fall Alert'

DVRS PSU'

Digital Tone Signaling'

APX Personnel Accountability'

Instant Recall

1.2” Top Display: 200x112 TFT 18-bit Color
Transflective Screen, | Line of Icons, 2
Lines of Text, 14 Characters per Line, 2 mm
Toughened Glass Lens

PTT Button: 1.26 x 0.55in (32 x 14 mm)

16-position Channel Selector

Angled Power/Volume Knob

Orange Emergency Button

3 Programmable Side Buttons (I-dot, 2-dot,
purple)

Concentric 2-position Switch

ABC Zone Switch

ViQi Button (3-dot)
Display On/Off/Home Button

6 Programmable Buttons Under Display

DIMENSIONS

Radio with Standard Battery, no Antenna

Height: 6.3 in (159 mm)

Width: 2.4 in (60 mm)
Depth: 1.9 in (50 mm)
Weight: 20.9 oz (593g)

' Optional Feature
2 Hardware-ready
® Included with use of OTAR combined with RadioCentral

Feature list subject to change without notice

2
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Antenna technology improves
comfort and wearability

V olume knob

Also available

in/black 3” Corning® Gorilla®

Glass touch

Ex aggerated PTT

Programmable
buttons

Wake button

Programmable
buttons for one-
touch quick access

ViQi button

HAZLOC rated,
UL Div | Battery

Lumz.l-nﬂ‘.la -
East Zone
TAC 1 |

—
Emergency
Button
Top display
3
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Performance

NOTE 700 MHZ 800 MHZ
Frequency Range / Bandsplits - 762-776, 792-806 MHz 806-825, 851-870 MHz
Channel Spacing - 12.5/20/25 kHz 12.5/20/25 kHz
Maximum Frequency Separation - Full Bandsplit Full Bandsplit
Rated RF Output Power (Adjustable) | 125 W 1-3W
Frequency Stability (-30 °C to +60 °C; +25 °C Ref.) | +1.0 ppm +1.0 ppm
Modulation Limiting (12.5 /20 / 25 kHz Channel) | +2.5/+4/+5kHz +2.5/+4/+5kHz
Emissions (Conducted and Radiated) | -75 dBc -75 dBc
Audio Response | +|,-3dB +],-3dB
FM Hum and Noise (12.5 /25 kHz Channel) - -47 /-52 dB -47 /-52 dB
Audio Distortion (12.5 / 25 kHz Channel) | 1.00% 1.00%

NOTE 700 MHZ 800 MHZ
Frequency Range / Bandsplits - 762-776, 799-806 MHz 851-870 MHz
Channel Spacing - 12.5/20/25 kHz 12.5/20/25 kHz
Maximum Frequency Separation - Full Bandsplit Full Bandsplit
Audio Output Power at Rated - IW/3W IW/3W
Frequency Stability (-30 °C to +60 °C; +25 °C Ref.) | +1.0 ppm +1.0 ppm
Analog Sensitivity (12 dB SINAD) 2 0.25 pv 0.25 uv
Digital Sensitivity (1% BER) 3 0.375 uv 0.375 uv
Digital Sensitivity (5% BER) 3 0.24 pv 0.24 pv
Selectivity (12.5 / 25 kHz Channel) | -61.3/-75.2dB -61.3/-75.2dB
Intermodulation Rejection - 80/78 dB 80 dB
Spurious Rejection - 76.6 dB 76.6 dB
FM Hum and Noise (12.5 /25 kHz Channel) - -51/-55dB -51/-55dB
Audio Distortion - 1.00% 1.00%
@ 5
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IMPRES™ 2 BATTERIES

FOOTNOTE PART NO  CAPACITY AVAILABILITY

WIRELESS

LTE FOOTNOTE

HAZLOC rated,

UL Div | 4 PMNN4818  3650mAh Included
(TIA 4950-A)

Standard - PMNN4816  3200mAh Optional
High Capacity - PMNN4817  4400mAh Optional

ENCRYPTION

ADP, AES-256, DES, DES-XL, DES-OFB, DVP-XL,
Localized Algorithm

Supported Encryption
Algorithms

Encryption Algorithm 8
Capacity

1024 Keys, Programmable for 64 Common Key
References (CKR) , upgradable to 128 CKRs, or 16
Physical ldentifiers (PID)

Encryption Keys
per Radio

. . Local Key Loader and Over-the-Air
Encryption Keying

Rekeying (OTAR)

ECDHE_ECDSA_WITH_AES256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_256_GCM_
Cipher Suites SHA384
—FPSH40-2 tevet t—TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA——
TLS_RSA_WITH_AES_256_GCM_SHA384
SRTP_AEAD_AES_256_GCMI

LOCATION TRACKING

FOOTNOTE
Constellations - GPS, GLONASS and Galileo
Tracking Sensitivity - -159 dBm
Accuracy 5 <5m (95%)
Cold Start 5 <60 Seconds (95%)
Hot Start 5 <5 Seconds (95%)

Mode - Autonomous (Assisted Only)

Bands Supported -

2,4,12, 13, 14,17

Device Category - 4
Certifications 6 FirstNet®, Verizon®, Bell Mobility
WIFI

Standards ) 802.1 la/ b/g/n/ac

Supported

Frequency Range -

2400-2472, 5180-5825 MHz

Security - Supports WPA-2, WPA, WEP
Capacity - Up to 20 SSIDs
BLUETOOTH

Version - 5.0

Frequency Range -

2402 - 2480 MHz

Security -

128-bit AES-CCM Encryption

AUDIO

STANDARD UPGRADE
Audio Output Power at Rated I'w 3W
Audio Output Power at Max 3W 5W
Audio Response (EIA) +1,-3dB +1,-3dB
Speech Loudness at 12in (300 mm) 102 phon 105 Phon
Adaptive Adaptive Noise
Dual-sided ~ SuPpression
Operation Intensity
Adaptive Adaptive
Audio Features Equalization Windporting
Adaptive Noise Sensing
Gain Control  volyme Control
IMPBES Receiving Volume
Audio Leveling
6
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Environmental and Regulatory
w090

MIL-STD 810
MIL-STD 810C MIL-STD 810D MIL-STD 8I0E MIL-STD 8I0F MIL-STD 810G/H

Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat. Method Proc./Cat.
Low Pressure 500.1 [ 500.2 Il 500.3 I 500.4 I 500.5 Il
?eiﬁ?perature 501.1 L 501.2 /AL, WAL 501.3 /AL, I/AL 501.4 IIH:;'t"/ 501.5 /AL, WAL
Low Temperature 502.1 | 502.2 1/C3, ICI 502.3 I/C3, IICI 502.4 I/C3, ICI 502.5 1/C3, I/CI
S mperature 503.1 | 503.2 VAI, C3 503.3 VAI, C3 503.4 | 503.5 ic
Solar Radiation 505.1 Il 505.2 | 505.3 | 505.4 | 505.5 /A1
Rain 506.1 Il 506.2 Il 506.3 I 506.4 L 506.5 1,10
Humidity 507.1 Il 507.2 Il 507.3 Il 507.4 | Proc 507.5 Aggrg\//ated
Salt Fog 509.1 | 509.2 I 509.3 | 509.4 | Proc 509.5 | Proc
Blowing Dust 510.1 I 510.2 | 510.3 | 5104 | 5105 I
Blowing Sand | Proc | Proc 510.2 Il 510.3 I 5104 I 5105 I
Submersion 512.1 | 5122 [ 5123 I 5124 | 5125 [
Vibration 5142 VI, 5143 1710, 11/3 5144 1710, 11/3 5145 1124 514.6 124

Curve-W

Shock 516.2 [R1[% 516.3 LV, VI 5164 LV, VI 516.5 LV, VI 516.6 LV, VI
Shock (Drop) 5162 Il 516.3 \% 5164 1\ 5165 v 516.6 v

7
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ENVIRONMENTAL REGULATORY
MODEL
FOOTNOTE
NUYER FCC ID IC ID
Operating 6 -30 to +60 °C (-22 to
Temperature +140 °F) 7/800 MHZ H35UCT9PWSAN AZA489FT7147 109U-89FT7147
Storage 6 -40 to +85 °C (-40 to LMR 8K I0FID, 8K |0FIE, 8K 10FIW, | | KOF3E,
Temperature +185 °F) | 6KOF3E, 20KOFIE
Humidity - Per MIL-STD 810 Bluetooth IMI8GID, IMIFID, 2MIFID
ESD - IEC 61000-4-2 WiFi 12M9GID, 16M7DID, 17M9IDID, 36M2DID,
Dust Resistance _ IPex I7M5DID, 18M4DID, 36M8DID, 76MIDID
IPX8 (2 meters, 4 Band 2 (1850.7 - 1910 MHz), Modulation: *G7D,
) *DTW
Water Resistance ) hours) Band 4 (1710.7 - 1755 MHz), Modulation: *G7D,
(Submersion) MIL-STD Delta-T, LTE *D7W

512.X Procedure |

Band 12 (699.7 - 716 MHz), Modulation: *G7D, *D7W
Band 13: (777-787 MHz), Modulation *G7D, D7W
Band 14 (788 - 798 MHz), Modulation: *G7D, *D7W
Band 17 (704 - 716 MHz), Modulation: *G7D, *D7W

""Measured in the analog mode per TIA / EIA 603 under nominal conditions.
Selectivity reflects newer 2-tone test method as defined in revision D TIA603-D

issued in 2010.

*Measured conductively in analog mode per TIA / EIA 603 under nominal conditions.

* Measured conductively in digital mode per TIA / EIA IS 102.CAAA under nominal conditions.
*Listed by UL to the standards ANSI/TIA 4950-A and CAN/CSA C22.2 NO. 157-92 Classification Rating: Class |, Division |, Groups C, D; Class Il, Division |, Group E, F, G;
Class Ill, Hazardous (Classified) Locations. ANSI/ISA 12.12.01-2015 and CAN/CSA C22.2 No. 213-15; Class |, Division 2, Groups A, B, C, D; T3C
*Measured conductively with >6 satellites visible at a nominal -130 dBm signal strength. Specs provided are 95th percentile values.
¢LMR only. Front display, LTE, WiFi, Bluetooth and GPS not available when radio internal temperature is below -20 °C (-4 °F). HAZLOC rated, UL Div I, TIA 4950-A or Hi capacity
battery required for operation between -20 °C (-4 °F) and -30 °C (-22 °F). Batteries should be charged at 0 to +45 °C (+32 to +113 °F) and stored at +20 to +25 °C

(+68 to +77 °F)

All specifications shown are typical. Specifications are subject to change without notice.

To learn more, visit:

A MOTOROLA SOLUTIONS

Motorola Solutions, Inc. 500 West Monroe Street, Chicago, IL 60661 U.S.A. motorolasolutions.com

This device is only available in North America.

MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark
Holdings, LLC and are used under license. All other trademarks are the property of their respective owners. ©2025 Motorola Solutions, Inc.

All rights reserved. 04-2025 [EVO05]
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City of Fort Lauderdale

Attachment 45 - End-of-
Support/End-of-Life Product
List

RFP # 549
December 18, 2025

The design, technical, and price information furnished with this proposal is proprietary information of Motorola Solutions, Inc. (Motorola). Such information
is submitted with the restriction that it is to be used only for the evaluation of the proposal, and is not to be disclosed publicly or in any manner to anyone
other than those required to evaluate the proposal, without the express written permission of Motorola Solutions, Inc.

MOTOROLA, MOTO, MOTOROLA SOLUTIONS, and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings,
LLC and are used under license. All other trademarks are the property of their respective owners. © 2025 Motorola Solutions, Inc. All rights reserved.
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City of Fort Lauderdale December 18, 2025
Attachment 45 - End-of-Support/End-of-Life Product List RFP # 549
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City of Fort Lauderdale December 18, 2025
Attachment 45 - End-of-Support/End-of-Life Product List RFP # 549

Section 1

RFP Section 3.42.2.2 End-of-
Support/End-of-Life Product List

Lifecycle Roadmap

Motorola Solutions is committed to supporting the ASTRO 25 platform for an extended period of time.
To sustain the platform lifespan, Motorola Solutions makes ongoing investments to refresh the
underlying hardware and software components to address technology advancement and apply security
safeguards. Certain system components are expected to undergo more regular updates, while others
are expected to be available for an extended period from initial availability. A primary goal of technology
refresh is to maximize backwards compatibility thereby mitigating the need to replace the entire
platform.

Although there is no planned end of life date, the ASTRO 25 platform and subsystem components will
need to be maintained at the minimum supported version to ensure extended years of supportability
and serviceability.

Motorola Solutions has a regular release cycle for ASTRO A20YY.R platform system release software
that is typically released to market once a year. System software releases minimally include Software

Protection and Enhancements, and Migration and Upgrade Support. Motorola Solutions has a variable
release cadence for Optional Features, Standards and Regulatory, and Continuity of Supply based on
market need and technology refresh requirements.

A2021.1 A2022.1 / A2022.HS A2024.1 /| A2024.HS
January 13, 2021 Q4 2022 Q12024 +

MISSION CRITICAL SOLUTIONS MISSION CRITICAL SOLUTIONS* MISSION CRITICAL SOLUTIONS*
e Optional Features - See Feature Roadmap e Optional Features - See Feature Roadmap e Optional Features
FUTURE-READY PLATFORM FUTURE-READY PLATFORM* FUTURE-READY PLATFORM*
TSR T NI o A7.18 Upgrade Path o A2020.1/A2020.HS Upgrade Path o A2022 X Upgrade Path
AND e A2019.2 Upgrade Path * A2021.1 Upgrade Path e Mandatory Standards and Regulatory

CAPABILITIES o Mandatory Standards and Regulatory » Mandatory Standards and Regulatory o Monthly or Quarterly Patching
o Monthly or Quarterly Patching * Monthly or Quarterly Patching o Cyber IA BaseLine Assurance
e Cyber |A BaseLine Assurance » Cyber IA BaseLine Assurance e CAC/PIV Support (A2024.HS)

® 4 Years Standard Support from Release Date o 4 Years Standard Support from Release Date
o CAC/PIV Support (A2022.HS)

CORE PLATFORM CORE PLATFORM CORE PLATFORM*

e ESXi70 ¢ RHEL8X e Software Refresh

e  SLC 8000 Terminal Server o McAfee ENS for Linux 10.7.x e Hardware Refresh
e Python 3.x e Product Refresh

CONTINUITY SITE EQUIPMENT
OF SUPPLY » MCG 8000 (CCGW Replacement) * Not Delivered in every release, depending on product
* Juniper FW Replacement life cycle support requirements and market needs.
« ETI(IP PBX Server)
» VPS (Trunking GCM Replacement) D O e
e B B N S N I s s s oty !
RFP Section 3.42.2.2 End-of-Support/End-of-Life Product List 0 MOTOROLA SOLUTIONS

Use or disclosure of this proposal is subject to the restrictions on the cover page.
Motorola Solutions
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City of Fort Lauderdale

Attachment 45 - End-of-Support/End-of-Life Product List

December 18, 2025
RFP # 549

The table below shows the year Motorola Solutions released each item to the market. Currently, we
have no known cancellation date or notice of cancellation date for any of these components.

ProductProduct Introduced Cancellation

CSA Server DL 380 Gen 10
Seagate 4005 DAS

GTR 8000 Base Station
GCM 8000 Comparator
GCP 8000 Site Controller
APX NEXT Portable

APX NEXT XE Portable

APX N70 Portable
APX N50 Portable
APX N30 Portable
APX 1500 Mobile
APX 4500 Mobile
APX 6500 Mobile
APX 8500 Mobile

November 2019
November 2019
June 2013
June 2013
June 2013
October 2019
September 2020
December 2022
October 2022
October 2022
October 2019
October 2019
October 2019
December 2016

RFP Section 3.42.2.2 End-of-Support/End-of-Life Product List

Page 1-2

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Use or disclosure of this proposal is subject to the restrictions on the cover page.
Motorola Solutions

@ MOTOROLA SOLUTIONS
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@ MOTOROLA SOLUTIONS

City of Fort Lauderdale

Attachment 46 - CAP
Certification Documentation

RFP # 549
December 18, 2025

The design, technical, and price information furnished with this proposal is proprietary information of Motorola Solutions, Inc. (Motorola). Such information
is submitted with the restriction that it is to be used only for the evaluation of the proposal, and is not to be disclosed publicly or in any manner to anyone
other than those required to evaluate the proposal, without the express written permission of Motorola Solutions, Inc.

MOTOROLA, MOTO, MOTOROLA SOLUTIONS, and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings,
LLC and are used under license. All other trademarks are the property of their respective owners. © 2025 Motorola Solutions, Inc. All rights reserved.
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City of Fort Lauderdale December 18, 2025
Attachment 46 - CAP Certification Documentation RFP # 549
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City of Fort Lauderdale December 18, 2025
Attachment 46 - CAP Certification Documentation RFP # 549

Section 1

RFP Section 3.42.3.1 APCO P25
Related Specifications

CAP Certification documentation is provided on the following pages.

RFP Section 3.42.3 APCO P25 Related Specifications 0 MOTOROLA SOLUTIONS

Use or disclosure of this proposal is subject to the restrictions on the cover page.
Motorola Solutions
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PRODUCT UNDER TEST

CAP Approval 20240823

Product Info

Details

Model_Name:

APX 4500BN, APX 4500 CN

Hardware
Capability/Options:

Full Display; VHF (136-174MHz); UHF-R1 (380-470MHz); UHF-R2 (450-520MHz); 700MHz (764-776,
794-806 MHz); 800MHz (806-824, 851-870 MHz); 900MHz (896-902, 935-940 MHz)

Software Options:

P25 Conventional, P25 Trunked, P25 TDMA Trunked, AES-256 Encryption

TEST CASE RESULT

NOTATIONS AND DEFINITIONS (vendors may define additional notations/definitions)

Notation Test Case Result Definition

P (Pass) Test was passed and met stated requirements where listed

P1 Functionality requires product with DTMF keypad

P2 Functionality requires product with display capable of ID display

P3 Functionality requires DTMF microphone

P4 Functionality requires AES 256 encryption

P5 Interoperability verified with only one representative base station repeater

P6 Interoperability verified with only two representative base station repeaters

p7 Test was passed based on TIA-102.CABA-A (test cases 2.2.8.4.1 and 2.4.14.4.1) which allows a

subscriber to always unmute with SF7E NAC.

U (Unsupported)

Test examines functionality the Product Under Test does not support

Ul

37.5 millisecond slot times is not supported

u2 45 millisecond slot times is not supported

u3 Functionality is not supported by subscriber unit

m Functionality is not supported by the representative base station repeater tested with the subscriber
under test

Us Functionality is not supported by the representative subscriber unit tested with the subscriber under
test

E (Exception) DHS OIC Approved Test Case Exception
In accordance with the guidance given in TIA 102.CAAB-D §3.2.18, if the transmitter carrier output

E1 power rating is 6 watts or less, the mean frequency difference during t1 and t3, may be greater than
+12.5 kHz.

F (Fail) Test was failed and did not meet stated requirements where listed

Conventional Subscriber Performance (2018 CAB)

IT’ZS CAP Test Identification

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.1.1 — Conventional Subscriber Unit
Performance

Detailed Test Report Identification

[DTR-P25CAP-3580] DTR-P25CAP-3731, [DTR-P25CAP-3739] [DTR-P25CAP-3771]

The ‘test case’ number refers to the paragraph number for the test procedure found in the TIA-102.CAAA-E Digital
C4FM/CQPSK Transceiver Measurement Methods for FDMA .

Conventional Subscriber Unit Receiver Tests (2018 CAB)

Only display results for tested frequency band(s)

Test Case Test Case Description Requirement il? Uil A ) 800
Result Result Result Result Result
3.1.4 Reference Sensitivity — CAFM <-116 dBm P P P P P
3.1.4 Reference Sensitivity — Standard Simulcast <-116 dBm P P P P P
3.1.5 Faded Reference Sensitivity — C4AFM <-108 dBm P P P P P
3.1.5 Faded Reference Sensitivity — Standard Simulcast <-108 dBm P P P P P
3.1.6 Signal Delay Spread Capability — C4FM 250 ps P P P P P
3.1.6 Signal Delay Spread Capability — Standard Simulcast >80 ps P P P P P
3.1.7.1 |Adjacent Channel Rejection — C4FM >60dB P P P P P
3.1.7.1 |Adjacent Channel Rejection — Standard Simulcast >60dB P P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — C4FM >47dB P P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — Standard Simulcast >47dB P P P P P
3.1.8 Co-Channel Rejection <9dB P P P P P
3.19 Spurious Response Rejection > 80 dB Mobile P P P P P
270 dB Portable
3.1.10 [Intermodulation Rejection 275 dB Mobile P P P P P
- 270 dB Portable
3.1.11 Signal Displacement Bandwidth >1000 Hz P P P P P
3.1.17 Late Entry Unsquelch Delay: No Talk Group or Encryption <125 ms P P P P P
3.1.18 Receiver Throughput Delay <125 ms P P P P P
Conventional Subscriber Unit Transmitter Tests (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement 7 UL W= uy 800
Result Result Result Result Result
3.2.8 |Unwanted Emissions: Adjacent Channel Power Ratio* > 67 dB (non-700MHz) P P P P — r |
3.2.12 [Transmitter Attack Time <50ms P P P P p
3.2.12 |Encoder Attack Time <100 ms P P P P )
3.2.14 |Transmitter Throughput Delay <125 ms P P P P P
3.2.15 [Frequency Deviation for C4FM: High-Level Signal Deviation 2544 < fy, <3111 Hz P P P p P
3.2.15 [Frequency Deviation for C4FM: Low-Level Signal Deviation 848 < fy, <1037 Hz P P P p P
3.2.16 |Modulation Fidelity — CAFM <5% P P P P p
[t1=5ms] [t1=10ms] [t1=10ms] [t1=20ms] [t1=20ms]
3.2.18 [Transient Frequency Behavior: Time Interval [see t1 value in cell] |Af| <12.5 kHz p p p p p
. . . . [t2=20ms] [t2=25ms] [t2=25ms] [t2=50ms] [t2=50ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t2 value in cell] | Af| < 6.25 kHz p p p p P
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Transient Frequency Behavior: Time Interval [see t3 value in cell]

I 3.2.18

|Af| <12.5 kHz ‘

[t3=5ms]
P

[t3=10ms]
P

[t3=10ms]
P

[t3=10ms]
P

[t3=10ms]
P

*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.

Trunked Subscriber Performance - FDMA (2018 CAB)

P25 CAP Test Identification

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.1.2 — Trunked Subscriber Unit
Performance - FDMA

Detailed Test Report Identification

[DTR-P25CAP-3580] DTR-P25CAP-3731, [DTR-P25CAP-3739] [DTR-P25CAP-3771]

C4FM/CQPSK Transceiver Measurement Methods for FDMA .

The ‘test case’ number refers to the paragraph number for the test procedure found in the TIA-102.CAAA-E Digital

Trunked Subscriber Unit Receiver Tests - FDMA (2018 CAB)

Only display results for tested frequency band(s)

Test Case Test Case Description Requirement Wil? g WLl g 800
Result Result Result Result Result
3.4 |Reference Sensitivity — CAFM <-116 dBm P P P | P |
3.1.4 Reference Sensitivity — Standard Simulcast <-116 dBm P P P P P
3.1.5 Faded Reference Sensitivity — C4AFM <-108 dBm P P P P P
3.1.5 Faded Reference Sensitivity — Standard Simulcast <-108 dBm P P P P P
3.1.6 Signal Delay Spread Capability — C4FM 250 ps P P P P P
3.1.6 Signal Delay Spread Capability — Standard Simulcast > 80 pus P P P P P
3.1.7.1 |Adjacent Channel Rejection — C4FM >60dB P P P P P
3.1.7.1 |Adjacent Channel Rejection — Standard Simulcast 260dB P P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — C4FM >47dB P P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — Standard Simulcast 247 dB P P P P P
3.1.8 Co-Channel Rejection <9dB P P P P P
3.19 Spurious Response Rejection > 80 dB Mobile P P P P P
270 dB Portable
3.1.10 |Intermodulation Rejection 275 dB Mobile P P P P P
- > 70 dB Portable
3.1.11 |Signal Displacement Bandwidth > 1000 Hz P P P P P
Trunked Subscriber Unit Transmitter Tests - FDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement WL UL U] uy 800
Result Result Result Result Result
3.2.8 |Unwanted Emissions: Adjacent Channel Power Ratio* > 67 dB (non-700MHz) P P P P — r |
3.2.12 |Power Attack Time <50ms P P P P )
3.2.12 |Encoder Attack Time <100 ms P P P P )
3.2.14 |Transmitter Throughput Delay <125ms P P P P )
3.2.15 |Frequency Deviation for CAFM: High-Level Signal Deviation 2544 < fy, <3111 Hz P P P P P
3.2.15 |Frequency Deviation for CAFM: Low-Level Signal Deviation 848 < fye, < 1037 Hz P P P P P
3.2.16 |Modulation Fidelity — C4AFM <5% P P P P p
. . . . [t1=5ms] | [t1=10ms] | [t1=10ms] | [t1=20ms] | [t1=20ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t1 value in cell] |Af| < 12.5 kHz p p p p p
3.2.18 [Transient Frequency Behavior: Time Interval [see t2 value in cell] | Af| <6.25 kHz [tZ—iOms] [tZ—iSms] [tZ—iSms] [tZ—iOms] [tZ—SPOms]
3.2.18 [Transient Frequency Behavior: Time Interval [see t3 value in cell] | Af| <12.5 kHz [t3—§ms] [t3—2[l’0ms] [t3—1’0ms] [t3—1’0ms] [t3—2[l’0ms]
*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.
Trunked Subscriber Unit Trunked Tests - FDMA (2018 CAB)
Test Case Test Case Description Requirement Result
331 Trunked Control.ChanneI Slot Times - 37.5 ms Slot 2,00, €415 ms p
Encode Attack Time
331 Trunked Control Channel Slot Times - 37.5 ms Slot 0.00<t,, <415 ms p
RF Power Attack Time
Trunked Control Channel Slot Times - 37.5 ms Slot
331 ) <1.57ms P
RF Power Turn Off Time
331 Trunked Control.ChanneI Slot Times - 45 ms Slot 2,00 t,, < 11.65 ms P
Encode Attack Time
331 Trunked Control Channel Slot Times - 45 ms Slot 0.00 <, < 11.65 ms p
RF Power Attack Time
Trunked Control Channel Slot Times - 45 ms Slot
331 ) <1.57ms P
RF Power Turn Off Time
3.3.2 Trunked Request Time - 37.5 ms Slot <160 ms P
3.3.2 Trunked Request Time - 45 ms Slot <167.5ms P
Transmitter Time to Key on a Traffic Channel
3.35 Short Channel Form <150.0 ms P
RF Transmitter time to Key on a Working Channel
Transmitter Time to Key on a Traffic Channel
3.35 Short Channel Form <150.0 ms P
Encoder Transmit Time
Transmitter Time to Key on a Traffic Channel
3.35 Explicit Channel Form <171.1ms P
RF Transmitter Time to Key on a Working Channel
Transmitter Time to Key on a Traffic Channel
3.35 Explicit Channel Form <171.1ms P
Encoder Transmit Time
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Trunked Subscriber Performance - TDMA )
(leave test section empty for 2016 CAB)
(2018 CAB)
Test Identification
P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.1.3 - Trunked Subscriber Unit
Performance - TDMA
Detailed Test Report Identification
[DTR-P25CAP-3580] DTR-P25CAP-3731, [DTR-P25CAP-3739] [DTR-P25CAP-3771]
The ‘test case’ number refers to the paragraph number for the test procedure found in TIA-102.CCAA-B Two-Slot
Time Division Multiple Access Transceiver Measurement Methods for TDMA.
Trunked Subscriber Unit Receiver Tests - TDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement 7 UL W= o 200
Result Result Result Result Result
3.1.4 Reference Sensitivity - HDQPSK <-116 dBm P P P P P
3.1.5 Faded Reference Sensitivity - HDQPSK <-108 dBm P P P P P
3.1.6 Signal Delay Spread Capability - HDQPSK > 65 ps P P P P P
3.1.7.1 |Adjacent Channel Rejection - HDQPSK >60dB P P P P P
3.1.7.2 |Offset Adjacent Channel Rejection - HDQPSK >47dB P P P P P
3.1.8  |Co-Channel Rejection <9dB P P P P P
3.19 Spurious Response Rejection 2 80dB Mobile P P P P P
- > 70 dB Portable
3.1.10 [Intermodulation Rejection 275 dB Mobile P P P P P
- > 70 dB Portable
3.1.11 |Signal Displacement Bandwidth > 1000 Hz P P P P P
Trunked Subscriber Unit Transmitter Tests - TDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement Wil? g = g 800
Result Result Result Result Result
3.2.8 Unwanted Emissions: Adjacent Channel Power Ratio* > 65 dB (non-700MHz) P TfTT
3.2.12 Frequency Deviation H-CPM — High level Signal 2995 < f4e, <3310 Hz P P P P P
3.2.12 Frequency Deviation H-CPM — Low Level Signal 998 < fye, < 1104 Hz P P P P P
3.2.13 Modulation Fidelity <5% P P P P P
Not to exceed 10
3.2.14 |Symbol Rate Accuracy parts per million P P p p P
3.2.15 H-CPM Transmitter Logical Channel Peak Adjacent Channel Power Ratio >35dB P P P P P
3.2.16 |H-CPM Transmitter Logical Channel Off Slot Power <-57dBm P P P P P
3.2.17 H-CPM Transmitter Logical Channel Power Envelop
3.2.17 Max - On 4 dBc P P P P P
3.2.17 Slot Max 1dBc P P P P P
3.2.17 Slot Min -3 dBc P P P P P
3.2.17 Max - Off 4 dBc P P P P P
3.2.18 |H-CPM Transmitter Logical Channel Time Alignment 25 mlcrloes:conds or P P P P P
*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.
Conventional Subscriber Unit Interoperability - Direct Mode
(2018 CAB)
Test Identification
P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.3.1 - Conventional Subscriber Unit
Interoperability — Direct Mode
Representative Conventional Subscriber Unit Products tested with the Subscriber Unit for Conventional Interoperability
- Direct Mode
Subscriber Vendor Model Name Product No. Detailed Test Report #
Motorola Solutions APX8000 1 DTR-P25CAP081011-P1850004-DMO-A
EF Johnson Technologies [Viking VP900 2 DTR-P25CAP081010-18052403
Harris Corporation XL-200P 3 DTR-P25CAP081017-1180424M
The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.
Conventional Subscriber Unit Interoperability Tests - Direct Mode (201682017 CAB)
Test Case Description Product 1 | Product 2 | Product 3
Result Result Result
2.2.1** |Matching NAC Operation and SU Unaddressed Voice Call**
2.2.1.4.1 Test Case 1 — Unaddressed Voice Call P P P
2.2.2** |Matching NAC Operation and SU Routine Group Voice Call**
2.2.2.4.1 Test Case 1 — Routine Group Voice Call P P P
2.2.3** |Monitor Mode - SU Group Voice Call**
2.2.3.4.1 Test Case 1 — Receiving Group Call P P P
Accept Any NAC in Normal & Selective Squelch Mode — SU Group
2.2.8%* .
Voice Call**
Test Case 1 — Receiving Group Call with Receive NAC $F7E under Normal and
22841 Selective Squelch Modes P7 P7 P7
2.2.4 Emergency Call
2.2.4.4.1 Test Case 1 — Emergency Call P P P
2.25 Unit-to-Unit Voice Call
2.254.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
2.2.5.4.2 Test Case 2 — Initiate Unit-to-Unit Call from SU 5 P P P
2.2.6 Unit-to-Unit Voice Call — Receiving Units also in Monitor Mode
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2.2.6.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P

2.2.6.4.2 Test Case 2 — Initiate Unit-to-Unit Call from SU 5 P P P
2.2.7 Encryption

2.2.7.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
2.3.1 Call Alert

2.3.1.4.1 Test Case 1 — Call Alert (SU 1 to SU 5) P P U5

2.3.1.4.2 Test Case 2 — Call Alert (SU 5 to SU 1) P P U5
2.3.2 Radio Check

2.3.2.4.1 Test Case 1 — Radio Check (SU 1 to SU 5) U U U

2.3.2.4.2 Test Case 2 — Radio Check (SU 5 to SU 1) U U U
233 Message Update

2.3.3.4.1 Test Case 1 —Message Update (SU 1 to SU 5) U U U

2.3.3.4.2 Test Case 2 — Message Update (SU 5 to SU 1) U U U
2.3.4 Status Update

2.3.4.4.1 Test Case 1 — Status Update (SU 1 to SU 5) U U U

2.3.4.4.2 Test Case 2 — Status Update (SU 5 to SU 1) U U U
2.3.5 Status Query

2.3.5.4.1 Test Case 1 — Status Query (SU 1 to SU 5) U U U

2.3.5.4.2 Test Case 2 — Status Query (SU 5 to SU 1) U U U
2.3.6 Radio Unit Monitor

2.3.6.4.1 Test Case 1 — Radio Unit Monitor Initiated by SU 1 — Group Call U U U

2.3.6.4.2 Test Case 2 — Radio Unit Monitor Initiated by SU 5 — Group Call U U U

2.3.6.4.3 Test Case 3 — Radio Unit Monitor Initiated by SU 1 — Unit-to-Unit Call U U 7]

2.3.6.4.4 Test Case 4 — Radio Unit Monitor Initiated by SU 5 — Unit-to-Unit Call U U U

*% P25 CAP Minimum Feature Requirement - Test Case Result must be a Pass (P)
For further information: https://www.dhs.gov/sites/default/files/publications/P25-CAB-MIN-FEATURE_REQ_171113-508.pdf

Conventional Subscriber Unit Interoperability - Repeat Mode

(2017 cAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ - July 2017, Section 2.1.3.2 - Conventional Subscriber Unit
Interoperability — Repeat Mode

|Representative Conventional Base Station Repeater Products tested with the Subscriber Unit for Conventional Interoperability
- Repeat Mode

Base Station Repeater
Vendor

Model Name

Product No.

Detailed Test Report #

Motorola Solutions GTR 8000

DTR-P25CAP081011-P1850004-RMO-g

EF Johnson Technologies |4500 Repeater

DTR-P25CAP081010-18052402

Harris Corporation MASTR V

DTR-P25CAP081017-1180424M

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.

Conventional Subscriber Unit Interoperability Tests- Repeat Mode (2016&2017 CAB)

L Product 1 | Product 2 | Product 3
Test Case Description Result Result Result
2.4.1** |Matching NAC Operation and SU Unaddressed Voice Call **
24.14.1 Test Case 1 — Matching NAC operation — Unaddressed Voice Call P P P
2.4.2** |Matching NAC Operation — SU Routine Group Call Mode **
24.24.1 Test Case 1 — Matching NAC — SU Routine Group Call Mode P P P
2.4.3 Transmit NAC Independent of Receive NAC — SU Unaddressed Voice Call
24341 Test Case 1 —Independent NAC Operation — SU Unaddressed Voice Call P p P
2.4.4 Transmit NAC Independent of Receive NAC — SU Routine Group Call
2.4.4.4.1 Test Case 1 —Independent NAC Operation — SU Routine Group Call P P P
2.4.5 Any NAC ($F7F) Operation — SU Unaddressed Voice Call
2.4.5.4.1 Test Case 1 — NAC SF7F Operation — SU Unaddressed Voice Call P P P
2.4.6 Any NAC ($F7F) Operation — SU Routine Group Call
2.4.6.4.1 Test Case 1 — NAC SF7F Operation — SU Routine Group Call P P P
2.4.7 Any NAC (SF7E) Operation with Fixed Transmit NAC — SU Group Call
2.4.7.4.1 Test Case 1 — NAC SF7E Operation — SU Group Call P P P
2.4.8 Emergency Call
2.4.84.1 Test Case 1 — Emergency Call P P P
2.4.9** |Monitor Mode - SU Group Call **
2.49.4.1 Test Case 1 — Monitor Mode — Receiving Group Call P P P
2.4.10 |Unit-to-Unit Voice Call
2.4.10.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
Test Case 3 — Initiate Unit-to-Unit Call from SU 1, No Co-Channel Interference
2.4.10.4.3 .
Suppression P P P
2.4.11 Unit-to-Unit Voice Call Co-Channel Interference Suppression by FNE
24.11.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
2.4.12 |Unit-to-Unit Voice Call — Receiving Units Also in Monitor Mode
2.4.12.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
2.4.13 |Encryption
2.4.13.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
2.4.14 |Accept Any NAC in Normal and Selective Squelch Mode — SU Group Call
Test Case 1 — Receiving group Call with receive NAC SF7F under Normal and
2.4.144.1 Selective Squelch Modes P7 P7 P7
2.5.1 Call Alert
2.5.1.4.1 Test Case 1 — Initiate Call Alert Request from SU 1 P P U4
2.5.2 Radio Check
2.5.2.4.1 Test Case 1 — Initiate Radio Check from SU 1 U U U
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2.5.3 Message Update

2.5.3.4.1 Test Case 1 — Message Update Initiated by SU 1 U U U

2.53.43 Test Case 3 —SU 1 to Group Message Update U U U
2.5.4 Status Update

2.5.4.4.1 Test Case 1 — Status Update Initiated by SU 1 U U U

2.5.44.3 Test Case 3 —SU to Talk Group Status Update Initiated by SU 1 U U U
2.5.5 Status Query

2.5.5.4.1 Test Case 1 — Status Query Initiated by SU 1 U U U
2.5.6 Radio Unit Monitor

2.5.6.4.1 Test Case 1 — Radio Unit Monitor Initiated by SU 1 — Group Call U U 7]

2.5.6.4.3 Test Case 3 — Radio Unit Monitor Initiated by SU 1 — Unit-to-Unit Call U U U

* P25 CAP Minimum Feature Requirement - Test Case Result must be a Pass (P)
For further information: https://www.dhs.gov/sites/default/files/publications/P25-CAB-MIN-FEATURE_REQ_171113-508.pdf

Conventional Subscriber Unit Interoperability - FNE
Dispatch Monitoring Console - Repeat Mode (2017 CAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ —July 2017, Section 2.1.3.3 - Conventional Subscriber Unit
Interoperability - FNE Dispatch Monitoring Console - Repeat Mode

Representative Conventional Base Station Repeater Products tested with the Subscriber Unit for Conventional Interoperability - FNE
Dispatch Monitoring Console - Repeat Mode

Base Station Repeater

Model Name Product No. Detailed Test Report #
Vendor
Motorola Solutions GTR 8000 1 DTR-P25CAP081011-P1850004-DMC-Q
EF Johnson Technologies (4500 Repeater 2 DTR-P25CAP081010-18052402
Harris Corporation MASTR V 3 DTR-P25CAP081017-1180424M

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.

Conventional Subscriber Unit Interoperability Tests - FNE Dispatch Monitoring Console - Repeat Mode (2016&2017 CAB)

. Product 1 | Product 2 | Product 3

Test Case Description Result Result Result
2.6.1 Unaddressed Voice Call

2.6.1.4.1 Test Case 1 — Unaddressed Voice Call P P P
2.6.2 Routine Group Call

2.6.2.4.1 Test Case 1 — Routine Group Call P P P
2.6.3 Emergency Call

2.6.3.4.1 Test Case 1 —Emergency Call from SU P P P

2.6.3.4.2 Test Case 2 — Emergency Call from DMC U4 U4 P
2.6.4 All Call (System-Wide Call)

2.6.4.4.1 Initiate System-Wide Call to Collection of Talk Groups P P U4
2.6.5 Unit-to-Unit Voice Call

2.6.54.1 Test Case 1 — Initiate Unit-to-Unit Call from DMC P P P

2.6.54.2 Test Case 2 — Initiate Unit-to-Unit Call from SU 1 P P P
2.6.6 Encryption

2.6.6.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
2.7.1 Emergency Alarm to Dispatch and/or other Monitoring Console

2.7.14.1 Test Case 1 — Emergency Alarm P P P
2.7.2 Call Alert

2.7.24.1 Test Case 1 — Initiate Call Alert Request from DMC P P U4

2.7.24.2 Test Case 2 — Initiate Call Alert Request from SU 1 P P U4
273 Radio Check

2.73.4.1 Test Case 1 — Initiate Radio Check from DMC P U4 U4
2.74 Radio Unit Inhibit

2.7.44.1 Test Case 1 — Radio Unit Inhibit from DMC P U4 U4
2.7.5 Radio Unit Uninhibit

2.7.54.1 Test Case 1 — Radio Unit Uninhibit from DMC P U4 U4
2.7.6 Message Update

2.7.6.4.1 Test Case 1 — Message Update from DMC U U4 U4

2.7.6.4.2 Test Case 2 — DMC to Group Message Update U U u4

2.7.6.4.3 Test Case 3 —SU 1 to DMC Message Update U U U

2.7.6.44 Test Case 4 —SU 1 to Group Message Update P U U4
2.7.7 Status Update

2.7.7.4.1 Test Case 1 — Status Update from SU 1 to DMC U U U

2.7.7.4.2 Test Case 2 — Talk Group Status Update Initiated by SU 1 P U U4
2.7.8 Status Query

2.7.8.4.1 Test Case 1 — Status Query Initiated by DMC P U U4
2.7.9 Radio Unit Monitor

2.7.9.4.1 Test Case 1 — Radio Unit Monitor Initiated by DMC — Group Call P U U4

2.7.9.4.2 Test Case 2 — Radio Unit Monitor Initiated by DMC — Unit-to-Unit Call U U U4

Trunked Subscriber Unit Interoperability - FDMA
(2017 CAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ —July 2017, Section 2.1.3.4 - Trunked Subscriber Unit

Il_nteroperability — FDMA (Phase 1)

|Representative Trunked Base Station Repeater Products tested with the Subscriber Unit for Trunked Interoperability - FDMA
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Base Station Repeater

Model Name Product No. Detailed Test Report #
Vendor
Motorola Solutions GTR 8000 1 DTR-P25CAP081011-P1850004-FDMA-|
EF Johnson Technologies 4500 Repeater 2 DTR-P25CAP081010-09111601; DTR-P
Harris Corporation MASTR V 3 DTR-P25CAP081017-1180424M; DTR-H

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-102.CABC-C

Interoperability Testing for Voice Operation in Trunked Systems

Trunked Subscriber Unit Interoperability Tests - FDMA (2016&2017 CAB)

***7ast case included in the 2017 Test Requirements CAB. Leave test case result empty if submitting under the 2016 Test Requirements CAB.
Product1 | Productl | Product1 Product 2 Product 2 Product2 | Product3 | Product3 | Product3
Test Case Description Result Result Result Result Result Result Result Result Result
Home Inter-SYS | Inter-WACN Home Inter-SYS [ Inter-WACN Home Inter-SYS [ Inter-WACN
Roaming Roaming Roaming Roaming Roaming Roaming

2.2.1 Full Registration

22141 Test Case 1 - Valid Registration P P P P U4 U4 P P U4

2.2.1.4.2 Test Case 2 — Denied or Refused Registration P P P P U4 U4 P P U4

2.2.143 Test Case 3 — Unverified Registration P P P P (Y] [} P P U4
2.2.2 Group Voice Call

2.2.2.4.1 Test Case 1 — Group Call Granted P P P P (] (] P P U4

2.2.2.4.2 Test Case 2 — Group Call Denied P P P P U4 U4 P P U4

2.2.2.43 Test Case 3 — Group Call Request Queued P P P P U4 U4 P P [z

2.22.4.4 *** Test Case 4 — Group Call Interrupt ¥** P P P ) P U4
223 Unit-to-Unit Voice Call

2.23.4.1 Test Case 1 — Unit-to-Unit Call with Target Availability Check P [z U4 P U4 U4 P P U4

2.2.3.4.2 | Test Case 2 - Unit-to-Unit Call with Target Availability Check- Denied by Target p va va P u4 u4 p p va

Test Case 3 — Unit-to-Unit Call Queued with Target Availability Check — Traffic
2.2.3.4.3 Channel Assignment After Target Availability Check P U4 U4 P U4 U4 P P [z
Test Case 4 — Unit-to-Unit Call Queued with Target Availability Check — Traffic

22344 Channel Assignment Before Target Availability Check U4 U4 U4 U4 U4 U4 U4 U4 U4

2.2.3.45 Test Case 5 — Unit-to-Unit Call without Target Availability Check U4 U4 U4 U4 U4 U4 P P [z

2.2.3.46 Test Case 6 — Unit-to-Unit Call Queued without Target Availability Check U4 U4 U4 U4 U4 U4 P P [z

2.2.3.4.7 Test Case 7 — Unit-to-Unit Call Denied P [ Z U4 P U4 U4 P P [z
224 Broadcast Voice Call

22441 Test Case 1 - Broadcast Voice Call P P P P U4 U4 P P U4
2.2.5 |Affiliation

2.2.5.4.1 Test Case 1 - Radio Permitted to Affiliate with New Group P P P P U4 U4 P P U4

2.2.5.4.2 Test Case 2 — Radio Denied Affiliation to New Group P P P P U4 U4 P P [z
2.2.6 Group Call

2.2.6.4.1 Test Case 1 — Collection of Talk Groups Receive Call P P P P U4 U4 P P U4
2.2.7 Emergency Alarm

22741 Test Case 1 — Emergency Alarm P P P P U4 U4 P P U4
2.2.8 Emergency Group Call

2.2.84.1 Test Case 1 - Emergency Call P P P P U4 U4 P P U4
2.2.10 |Encryption

2.2.10.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P P U4 U4 P P [z
2.2.11 Intra-Location Registration Area

2.211.4.1 Test Case 1 - Idle Radio P P P P U4 U4 P P U4
2.2.13 Deregistration ***

2.2.13.4.1 Test Case 1 — Deregistration P P P P P P P P U4
2.2.14 |System Call ***

2.2.14.4.1 Test Case 1 — System Call U4 U4 U4 P P P U4 U4 U4
2.2.15 [Call Alert ¥**

2.215.4.1 Test Case 1 — Call Alert P U4 U4 P P P P P U4
2.2.16 _[Short M il

2.2.16.4.1 Test Case 1 - Short Message u u u4 U4 U4 U4 U U U4
2.2.17 Status Query *okk

2.2.17.41 Test Case 1 — Status Query U4 U4 U4 U4 U4 U4 U4 U4 U4
2.2.18 |Status Update ***

2.2.18.4.1 Test Case 1 —Status Update P U4 u4 P P P P P U4
2.2.19 |Radio Unit Monitoring ***

2.2.19.4.1 Test Case 1 — Individual Non-Silent U U U U4 U4 U4 U4 U4 U4

2.2.19.4.2 Test Case 2 — Individual Silent U U U U4 U4 U4 U4 U4 U4

2.2.19.43 Test Case 3 — Group Non-Silent P U4 U4 U4 U4 U4 U4 U4 U4

2.2.19.44 Test Case 4 — Group Silent P U4 U4 U4 U4 U4 U4 U4 U4
2.2.20 |Radio Unit Disable/Re-Enable ***

2.2.20.4.1 Test Case 1 — Radio Unit Disable P U4 (] P P P P P U4

2.2.20.4.2 Test Case 2 — Radio Unit Re-Enable P [ Z U4 P P P P P [z
2.2.21 |Radio Check ***

2.2.21.4.1 Test Case 1 — Radio Check Successful P U4 U4 P P P U4 U4 U4

*%** Test case included in the 2017 Test Requirements CAB. Leave test case result empty if submitting under the 2016 Test Requirements CAB.

Trunked Subscriber Unit Interoperability - TDMA
(2017 CAB)

CAB Test

Section Identification

P25-CAB-
|Interoperability - TDMA (Phase 2)

CAI_TEST_REQ —July 2017, Section 2.1.3.5 - Trunked Subscriber Unit

(leave test section empty for 2016 CAB)

- TDMA

Representative Trunked Base Station Repeater Products tested with the Subscriber Unit for Trunked Interoperability

Base Station Repeater

Vendor Model Name

Product No.

Detailed Test Report #
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Motorola Solutions | GTR 8000 1 DTR-P25CAP081011-P1850004-TDMA
EF Johnson Technologies 4500 Repeater 2 DTR-P25CAP081010-18111101
Harris Corporation MASTR V 3 DTR-P25CAP081017-1180424M
The ‘test case’ number refers to the test suite paragraph number and test case number inTIA-102.CABC-C
Interoperability Testing for Voice Operation in Trunked Systems
Trunked Subscriber Unit Interoperability Tests - TDMA (2017 CAB)
Product1 | Productl | Product1 Product 2 Product 2 Product2 | Product3 | Product3 | Product3
Test Case Description Result  [Result Inter| Result Inter- Result Result Result Result Result Result
Home SYS WACN Home Inter-SYS [ Inter-WACN Home Inter-SYS [ Inter-WACN
Roaming Roaming Roaming Roaming Roaming Roaming
2.2.1 Full Registration
2.2.14.1 Test Case 1 - Valid Registration P P P P P P P P U4
2.2.2 Group Voice Call
2.2.2.4.1 Test Case 1 — Group Call Granted P P P P P P P P U4
2.2.2.43 Test Case 3 — Group Call Request Queued P P P P P P P P U4
2.2.2.4.4 Test Case 4 — Group Call Interrupt P P P P P P P P U4
223 Unit-to-Unit Voice Call
2.2.3.4.1 Test Case 1 — Unit-to-Unit Call with Target Availability Check P P P P P P P P U4
Test Case 3 — Unit-to-Unit Call Queued with Target Availability Check — Traffic
2.2.3.4.3 Channel Assignment After Target Availability Check P U4 U4 P P P P P [z
Test Case 4 — Unit-to-Unit Call Queued with Target Availability Check — Traffic
2.2.344 Channel Assignment Before Target Availability Check U4 U4 U4 U4 U4 U4 U4 U4 [z
2.2.3.4.5 Test Case 5 — Unit-to-Unit Call without Target Availability Check U4 U4 U4 U4 U4 U4 U [ U4
2.2.3.46 Test Case 6 — Unit-to-Unit Call Queued without Target Availability Check U4 [z U4 U4 U4 U4 U ] [z
224 Broadcast Voice Call
22441 Test Case 1 — Broadcast Voice Call P P P P P P P P U4
2.2.6 Group Call
2.2.6.4.1 Test Case 1 — Collection of Talk Groups Receive Calll P P P P P P P P U4
2.2.8 Emergency Group Call
2.2.8.4.1 Test Case 1 - Emergency Call P P P P P P P P U4
2.2.10 |Encryption
2.2.10.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P P P P P P U4
2.2.14 |System Call
2.2.14.4.1 Test Case 1 — System Call U4 U4 U4 P U4 U4 U4 U4 U4
2.2.19 |Radio Unit Monitoring
2.2.19.4.1 Test Case 1 - Individual Non-Silent U U U U4 U4 U4 U4 U4 U4
2.2.19.4.2 Test Case 2 — Individual Silent U U U U4 U4 U4 U4 U4 U4
2.2.19.43 Test Case 3 — Group Non-Silent| P P U U4 U4 U4 U4 U4 U4
2.2.19.44 Test Case 4 — Group Silent P P U U4 U4 U4 U4 U4 U4
2.2.26 |Transmitting Subscriber Forced Preemption
2.2.26.4.1 Test Case 1 — TDMA SU Forced Audio Preemption U U U U4 U4 U4 U4 U4 U4
2.2.26.4.2 Test Case 2 — TDMA SU Forced Emergency Call Ruthless Preemption P P P U4 U4 U4 P P U4
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PRODUCT UNDER TEST

CAP Approval 20240823

Product Info

Details

Model_Name:

APX 6500Li, APX 6500BN

Hardware
Capability/Options:

Full Display; VHF (136-174MHz); UHF-R1 (380-470MHz); UHF-R2 (450-520MHz); 700MHz (764-
776MHz); 800MHz (851-870MHz), 900 MHz.

Software Options:

P25 Conventional, P25 Trunked, P25 TDMA Trunked, AES-256 Encryption

TEST CASE RESULT

NOTATIONS AND DEFINITIONS (vendors may define additional notations/definitions)

Notation Test Case Result Definition

P (Pass) Test was passed and met stated requirements where listed

P1 Functionality requires product with DTMF keypad

P2 Functionality requires product with display capable of ID display

P3 Functionality requires DTMF microphone

P4 Functionality requires AES 256 encryption

P5 Interoperability verified with only one representative base station repeater

P6 Interoperability verified with only two representative base station repeaters

p7 Test was passed based on TIA-102.CABA-A (test cases 2.2.8.4.1 and 2.4.14.4.1) which allows a

subscriber to always unmute with SF7E NAC.

U (Unsupported)

Test examines functionality the Product Under Test does not support

Ul

37.5 millisecond slot times is not supported

u2 45 millisecond slot times is not supported

u3 Functionality is not supported by subscriber unit

m Functionality is not supported by the representative base station repeater tested with the subscriber
under test

Us Functionality is not supported by the representative subscriber unit tested with the subscriber under
test

E (Exception) DHS OIC Approved Test Case Exception
In accordance with the guidance given in TIA 102.CAAB-D §3.2.18, if the transmitter carrier output

E1 power rating is 6 watts or less, the mean frequency difference during t1 and t3, may be greater than
+12.5 kHz.

F (Fail) Test was failed and did not meet stated requirements where listed

Conventional Subscriber Performance (2018 CAB)

IT’ZS CAP Test Identification

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.1.1 — Conventional Subscriber Unit
Performance

Detailed Test Report Identification

[DTR-P25CAP-3591][DTR-P25CAP-3674 (700-800MHz)] [DTR-P25CAP-3771]

The ‘test case’ number refers to the paragraph number for the test procedure found in the TIA-102.CAAA-E Digital
C4FM/CQPSK Transceiver Measurement Methods for FDMA .

Conventional Subscriber Unit Receiver Tests (2018 CAB)

Only display results for tested frequency band(s)

Test Case Test Case Description Requirement il? Uil A ) 800
Result Result Result Result Result
3.1.4 Reference Sensitivity — CAFM <-116 dBm P P P P P
3.1.4 Reference Sensitivity — Standard Simulcast <-116 dBm P P P P P
3.1.5 Faded Reference Sensitivity — C4AFM <-108 dBm P P P P P
3.1.5 Faded Reference Sensitivity — Standard Simulcast <-108 dBm P P P P P
3.1.6 Signal Delay Spread Capability — C4FM 250 ps P P P P P
3.1.6 Signal Delay Spread Capability — Standard Simulcast >80 ps P P P P P
3.1.7.1 |Adjacent Channel Rejection — C4FM >60dB P P P P P
3.1.7.1 |Adjacent Channel Rejection — Standard Simulcast >60dB P P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — C4FM >47dB P P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — Standard Simulcast >47dB P P P P P
3.1.8 Co-Channel Rejection <9dB P P P P P
3.19 Spurious Response Rejection > 80 dB Mobile P P P P P
270 dB Portable
3.1.10 [Intermodulation Rejection 275 dB Mobile P P P P P
- 270 dB Portable
3.1.11 Signal Displacement Bandwidth >1000 Hz P P P P P
3.1.17 Late Entry Unsquelch Delay: No Talk Group or Encryption <125 ms P P P P P
3.1.18 Receiver Throughput Delay <125 ms P P P P P
Conventional Subscriber Unit Transmitter Tests (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement 7 UL W= uy 800
Result Result Result Result Result
3.2.8 |Unwanted Emissions: Adjacent Channel Power Ratio* > 67 dB (non-700MHz) P P P P — r |
3.2.12 [Transmitter Attack Time <50ms P P P P p
3.2.12 |Encoder Attack Time <100 ms P P P P )
3.2.14 |Transmitter Throughput Delay <125 ms P P P P P
3.2.15 [Frequency Deviation for C4FM: High-Level Signal Deviation 2544 < f4., <3111 Hz P P p p p
3.2.15 [Frequency Deviation for C4FM: Low-Level Signal Deviation 848 < fye, <1037 Hz P P p p p
3.2.16 |Modulation Fidelity — CAFM <5% P P P P p
[t1=5ms] [t1=10ms] [t1=10ms] [t1=20ms] [t1=20ms]
3.2.18 [Transient Frequency Behavior: Time Interval [see t1 value in cell] |Af| <12.5 kHz p p p p p
. . . . [t2=20ms] [t2=25ms] [t2=25ms] [t2=50ms] [t2=50ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t2 value in cell] | Af| < 6.25 kHz p p p p P
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Transient Frequency Behavior: Time Interval [see t3 value in cell]

I 3.2.18

|Af| <12.5 kHz ‘

[t3=5ms]
P

[t3=10ms]
P

[t3=10ms]
P

[t3=10ms]
P

[t3=10ms]
P

*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.

Trunked Subscriber Performance - FDMA (2018 CAB)

P25 CAP Test Identification

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.1.2 — Trunked Subscriber Unit
Performance - FDMA

Detailed Test Report Identification

[DTR-P25CAP-3591][DTR-P25CAP-3674 (700-800MHz)] [DTR-P25CAP-3771]

C4FM/CQPSK Transceiver Measurement Methods for FDMA .

The ‘test case’ number refers to the paragraph number for the test procedure found in the TIA-102.CAAA-E Digital

Trunked Subscriber Unit Receiver Tests - FDMA (2018 CAB)

Only display results for tested frequency band(s)

Test Case Test Case Description Requirement Wil? g WLl g 800
Result Result Result Result Result
3.4 |Reference Sensitivity — CAFM <-116 dBm P P P | P |
3.1.4 Reference Sensitivity — Standard Simulcast <-116 dBm P P P P P
3.1.5 Faded Reference Sensitivity — C4AFM <-108 dBm P P P P P
3.1.5 Faded Reference Sensitivity — Standard Simulcast <-108 dBm P P P P P
3.1.6 Signal Delay Spread Capability — C4FM 250 ps P P P P P
3.1.6 Signal Delay Spread Capability — Standard Simulcast > 80 pus P P P P P
3.1.7.1 |Adjacent Channel Rejection — C4FM >60dB P P P P P
3.1.7.1 |Adjacent Channel Rejection — Standard Simulcast 260dB P P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — C4FM >47dB P P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — Standard Simulcast 247 dB P P P P P
3.1.8 Co-Channel Rejection <9dB P P P P P
3.19 Spurious Response Rejection > 80 dB Mobile P P P P P
270 dB Portable
3.1.10 |Intermodulation Rejection 275 dB Mobile P P P P P
- > 70 dB Portable
3.1.11 |Signal Displacement Bandwidth > 1000 Hz P P P P P
Trunked Subscriber Unit Transmitter Tests - FDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement WL UL U] uy 800
Result Result Result Result Result
3.2.8 |Unwanted Emissions: Adjacent Channel Power Ratio* > 67 dB (non-700MHz) P P P P — r |
3.2.12 |Power Attack Time <50ms P P P P )
3.2.12 |Encoder Attack Time <100 ms P P P P )
3.2.14 |Transmitter Throughput Delay <125ms P P P P )
3.2.15 |Frequency Deviation for CAFM: High-Level Signal Deviation 2544 < fy, <3111 Hz P P P P P
3.2.15 |Frequency Deviation for CAFM: Low-Level Signal Deviation 848 < fye, < 1037 Hz P P P P P
3.2.16 |Modulation Fidelity — C4AFM <5% P P P P p
. . . . [t1=5ms] | [t1=10ms] | [t1=10ms] | [t1=20ms] | [t1=20ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t1 value in cell] |Af| < 12.5 kHz p p p p p
3.2.18 [Transient Frequency Behavior: Time Interval [see t2 value in cell] | Af| <6.25 kHz [tZ—iOms] [tZ—iSms] [tZ—iSms] [tZ—iOms] [tZ—SPOms]
3.2.18 [Transient Frequency Behavior: Time Interval [see t3 value in cell] | Af| <12.5 kHz [t3—§ms] [t3—2[l’0ms] [t3—1’0ms] [t3—1’0ms] [t3—2[l’0ms]
*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.
Trunked Subscriber Unit Trunked Tests - FDMA (2018 CAB)
Test Case Test Case Description Requirement Result
331 Trunked Control.ChanneI Slot Times - 37.5 ms Slot 2,00, €415 ms p
Encode Attack Time
331 Trunked Control Channel Slot Times - 37.5 ms Slot 0.00<t,, <415 ms p
RF Power Attack Time
Trunked Control Channel Slot Times - 37.5 ms Slot
331 ) <1.57ms P
RF Power Turn Off Time
331 Trunked Control.ChanneI Slot Times - 45 ms Slot 2,00 t,, < 11.65 ms P
Encode Attack Time
331 Trunked Control Channel Slot Times - 45 ms Slot 0.00 <, < 11.65 ms p
RF Power Attack Time
Trunked Control Channel Slot Times - 45 ms Slot
331 ) <1.57ms P
RF Power Turn Off Time
3.3.2 Trunked Request Time - 37.5 ms Slot <160 ms P
3.3.2 Trunked Request Time - 45 ms Slot <167.5ms P
Transmitter Time to Key on a Traffic Channel
3.35 Short Channel Form <150.0 ms P
RF Transmitter time to Key on a Working Channel
Transmitter Time to Key on a Traffic Channel
3.35 Short Channel Form <150.0 ms P
Encoder Transmit Time
Transmitter Time to Key on a Traffic Channel
3.35 Explicit Channel Form <171.1ms P
RF Transmitter Time to Key on a Working Channel
Transmitter Time to Key on a Traffic Channel
3.35 Explicit Channel Form <171.1ms P
Encoder Transmit Time
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Trunked Subscriber Performance - TDMA )
(leave test section empty for 2016 CAB)
(2018 CAB)
Test Identification
P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.1.3 - Trunked Subscriber Unit
Performance - TDMA
Detailed Test Report Identification
[DTR-P25CAP-3591][DTR-P25CAP-3674 (700-800MHz)] [DTR-P25CAP-3771]
The ‘test case’ number refers to the paragraph number for the test procedure found in TIA-102.CCAA-B Two-Slot
Time Division Multiple Access Transceiver Measurement Methods for TDMA.
Trunked Subscriber Unit Receiver Tests - TDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement I? bl DHEH 700 800
Result Result Result Result Result
3.1.4 Reference Sensitivity - HDQPSK <-116 dBm P P P P P
3.1.5 Faded Reference Sensitivity - HDQPSK <-108 dBm P P P P P
3.1.6 Signal Delay Spread Capability - HDQPSK > 65 ps P P P P P
3.1.7.1 |Adjacent Channel Rejection - HDQPSK >60dB P P P P P
3.1.7.2 |Offset Adjacent Channel Rejection - HDQPSK >47dB P P P P P
3.1.8  |Co-Channel Rejection <9dB P P P P P
3.19 Spurious Response Rejection 2 80dB Mobile P P P P P
- > 70 dB Portable
3.1.10 [Intermodulation Rejection 275 dB Mobile P P P P P
- > 70 dB Portable
3.1.11 |Signal Displacement Bandwidth > 1000 Hz P P P P P
Trunked Subscriber Unit Transmitter Tests - TDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement Wil? g = g 800
Result Result Result Result Result
3.2.8 Unwanted Emissions: Adjacent Channel Power Ratio* > 65 dB (non-700MHz) P TfTT
3.2.12 Frequency Deviation H-CPM — High level Signal 2995 < f4e, <3310 Hz P P P P P
3.2.12 Frequency Deviation H-CPM — Low Level Signal 998 < fye, < 1104 Hz P P P P P
3.2.13 Modulation Fidelity <5% P P P P P
Not to exceed 10
3.2.14 |Symbol Rate Accuracy parts per million P P p p P
3.2.15 H-CPM Transmitter Logical Channel Peak Adjacent Channel Power Ratio >35dB P P P P P
3.2.16 |H-CPM Transmitter Logical Channel Off Slot Power <-57dBm P P P P P
3.2.17 H-CPM Transmitter Logical Channel Power Envelop
3.2.17 Max - On 4 dBc P P P P P
3.2.17 Slot Max 1dBc P P P P P
3.2.17 Slot Min -3 dBc P P P P P
3.2.17 Max - Off 4 dBc P P P P P
3.2.18 |H-CPM Transmitter Logical Channel Time Alignment 25 mlcrloes:conds or P P P P P
*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.
Conventional Subscriber Unit Interoperability - Direct Mode
(2018 CAB)
Test Identification
P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.3.1 - Conventional Subscriber Unit
Interoperability — Direct Mode
Representative Conventional Subscriber Unit Products tested with the Subscriber Unit for Conventional Interoperability
- Direct Mode
Subscriber Vendor Model Name Product No. Detailed Test Report #
Motorola Solutions APX8000 1 DTR-P25CAP081011-P1850004-DMO-A
EF Johnson Technologies [Viking VP900 2 DTR-P25CAP081010-18052403
Harris Corporation XL-200P 3 DTR-P25CAP081017-1180424M
The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.
Conventional Subscriber Unit Interoperability Tests - Direct Mode (201682017 CAB)
Test Case Description Product 1 | Product 2 | Product 3
Result Result Result
2.2.1** |Matching NAC Operation and SU Unaddressed Voice Call**
2.2.1.4.1 Test Case 1 — Unaddressed Voice Call P P P
2.2.2** |Matching NAC Operation and SU Routine Group Voice Call**
2.2.2.4.1 Test Case 1 — Routine Group Voice Call P P P
2.2.3** |Monitor Mode - SU Group Voice Call**
2.2.3.4.1 Test Case 1 — Receiving Group Call P P P
Accept Any NAC in Normal & Selective Squelch Mode — SU Group
2.2.8%* .
Voice Call**
Test Case 1 — Receiving Group Call with Receive NAC $F7E under Normal and
22841 Selective Squelch Modes P7 P7 P7
2.2.4 Emergency Call
2.2.4.4.1 Test Case 1 — Emergency Call P P P
2.25 Unit-to-Unit Voice Call
2.254.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
2.2.5.4.2 Test Case 2 — Initiate Unit-to-Unit Call from SU 5 P P P
2.2.6 Unit-to-Unit Voice Call — Receiving Units also in Monitor Mode
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2.2.6.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P

2.2.6.4.2 Test Case 2 — Initiate Unit-to-Unit Call from SU 5 P P P
2.2.7 Encryption

2.2.7.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
2.3.1 Call Alert

2.3.1.4.1 Test Case 1 — Call Alert (SU 1 to SU 5) P P U5

2.3.1.4.2 Test Case 2 — Call Alert (SU 5 to SU 1) P P U5
2.3.2 Radio Check

2.3.2.4.1 Test Case 1 — Radio Check (SU 1 to SU 5) U U U

2.3.2.4.2 Test Case 2 — Radio Check (SU 5 to SU 1) U U U
233 Message Update

2.3.3.4.1 Test Case 1 —Message Update (SU 1 to SU 5) U U U

2.3.3.4.2 Test Case 2 — Message Update (SU 5 to SU 1) U U U
2.3.4 Status Update

2.3.4.4.1 Test Case 1 — Status Update (SU 1 to SU 5) U U U

2.3.4.4.2 Test Case 2 — Status Update (SU 5 to SU 1) U U U
2.3.5 Status Query

2.3.5.4.1 Test Case 1 — Status Query (SU 1 to SU 5) U U U

2.3.5.4.2 Test Case 2 — Status Query (SU 5 to SU 1) U U U
2.3.6 Radio Unit Monitor

2.3.6.4.1 Test Case 1 — Radio Unit Monitor Initiated by SU 1 — Group Call U U U

2.3.6.4.2 Test Case 2 — Radio Unit Monitor Initiated by SU 5 — Group Call U U U

2.3.6.4.3 Test Case 3 — Radio Unit Monitor Initiated by SU 1 — Unit-to-Unit Call U U 7]

2.3.6.4.4 Test Case 4 — Radio Unit Monitor Initiated by SU 5 — Unit-to-Unit Call U U U

*% P25 CAP Minimum Feature Requirement - Test Case Result must be a Pass (P)
For further information: https://www.dhs.gov/sites/default/files/publications/P25-CAB-MIN-FEATURE_REQ_171113-508.pdf

Conventional Subscriber Unit Interoperability - Repeat Mode

(2017 cAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ - July 2017, Section 2.1.3.2 - Conventional Subscriber Unit
Interoperability — Repeat Mode

|Representative Conventional Base Station Repeater Products tested with the Subscriber Unit for Conventional Interoperability
- Repeat Mode

Base Station Repeater
Vendor

Model Name

Product No.

Detailed Test Report #

Motorola Solutions GTR 8000

DTR-P25CAP081011-P1850004-RMO-g

EF Johnson Technologies |4500 Repeater

DTR-P25CAP081010-18052402

Harris Corporation MASTR V

DTR-P25CAP081017-1180424M

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.

Conventional Subscriber Unit Interoperability Tests- Repeat Mode (2016&2017 CAB)

L Product 1 | Product 2 | Product 3
Test Case Description Result Result Result
2.4.1** |Matching NAC Operation and SU Unaddressed Voice Call **
24.14.1 Test Case 1 — Matching NAC operation — Unaddressed Voice Call P P P
2.4.2** |Matching NAC Operation — SU Routine Group Call Mode **
24.24.1 Test Case 1 — Matching NAC — SU Routine Group Call Mode P P P
2.4.3 Transmit NAC Independent of Receive NAC — SU Unaddressed Voice Call
24341 Test Case 1 —Independent NAC Operation — SU Unaddressed Voice Call P p P
2.4.4 Transmit NAC Independent of Receive NAC — SU Routine Group Call
2.4.4.4.1 Test Case 1 —Independent NAC Operation — SU Routine Group Call P P P
2.4.5 Any NAC ($F7F) Operation — SU Unaddressed Voice Call
2.4.5.4.1 Test Case 1 — NAC SF7F Operation — SU Unaddressed Voice Call P P P
2.4.6 Any NAC ($F7F) Operation — SU Routine Group Call
2.4.6.4.1 Test Case 1 — NAC SF7F Operation — SU Routine Group Call P P P
2.4.7 Any NAC (SF7E) Operation with Fixed Transmit NAC — SU Group Call
2.4.7.4.1 Test Case 1 — NAC SF7E Operation — SU Group Call P P P
2.4.8 Emergency Call
2.4.84.1 Test Case 1 — Emergency Call P P P
2.4.9** |Monitor Mode - SU Group Call **
2.49.4.1 Test Case 1 — Monitor Mode — Receiving Group Call P P P
2.4.10 |Unit-to-Unit Voice Call
2.4.10.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
Test Case 3 — Initiate Unit-to-Unit Call from SU 1, No Co-Channel Interference
2.4.10.4.3 .
Suppression P P P
2.4.11 Unit-to-Unit Voice Call Co-Channel Interference Suppression by FNE
24.11.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
2.4.12 |Unit-to-Unit Voice Call — Receiving Units Also in Monitor Mode
2.4.12.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
2.4.13 |Encryption
2.4.13.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
2.4.14 |Accept Any NAC in Normal and Selective Squelch Mode — SU Group Call
Test Case 1 — Receiving group Call with receive NAC SF7F under Normal and
2.4.144.1 Selective Squelch Modes P7 P7 P7
2.5.1 Call Alert
2.5.1.4.1 Test Case 1 — Initiate Call Alert Request from SU 1 P P U4
2.5.2 Radio Check
2.5.2.4.1 Test Case 1 — Initiate Radio Check from SU 1 U U U
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2.5.3 Message Update

2.5.3.4.1 Test Case 1 — Message Update Initiated by SU 1 U U U

2.53.43 Test Case 3 —SU 1 to Group Message Update U U U
2.5.4 Status Update

2.5.4.4.1 Test Case 1 — Status Update Initiated by SU 1 U U U

2.5.44.3 Test Case 3 —SU to Talk Group Status Update Initiated by SU 1 U U U
2.5.5 Status Query

2.5.5.4.1 Test Case 1 — Status Query Initiated by SU 1 U U U
2.5.6 Radio Unit Monitor

2.5.6.4.1 Test Case 1 — Radio Unit Monitor Initiated by SU 1 — Group Call U U 7]

2.5.6.4.3 Test Case 3 — Radio Unit Monitor Initiated by SU 1 — Unit-to-Unit Call U U U

* P25 CAP Minimum Feature Requirement - Test Case Result must be a Pass (P)
For further information: https://www.dhs.gov/sites/default/files/publications/P25-CAB-MIN-FEATURE_REQ_171113-508.pdf

Conventional Subscriber Unit Interoperability - FNE
Dispatch Monitoring Console - Repeat Mode (2017 CAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ —July 2017, Section 2.1.3.3 - Conventional Subscriber Unit
Interoperability - FNE Dispatch Monitoring Console - Repeat Mode

Representative Conventional Base Station Repeater Products tested with the Subscriber Unit for Conventional Interoperability - FNE
Dispatch Monitoring Console - Repeat Mode

Base Station Repeater

Model Name Product No. Detailed Test Report #
Vendor
Motorola Solutions GTR 8000 1 DTR-P25CAP081011-P1850004-DMC-Q
EF Johnson Technologies (4500 Repeater 2 DTR-P25CAP081010-18052402
Harris Corporation MASTR V 3 DTR-P25CAP081017-1180424M

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.

Conventional Subscriber Unit Interoperability Tests - FNE Dispatch Monitoring Console - Repeat Mode (2016&2017 CAB)

. Product 1 | Product 2 | Product 3

Test Case Description Result Result Result
2.6.1 Unaddressed Voice Call

2.6.1.4.1 Test Case 1 — Unaddressed Voice Call P P P
2.6.2 Routine Group Call

2.6.2.4.1 Test Case 1 — Routine Group Call P P P
2.6.3 Emergency Call

2.6.3.4.1 Test Case 1 —Emergency Call from SU P P P

2.6.3.4.2 Test Case 2 — Emergency Call from DMC U4 U4 P
2.6.4 All Call (System-Wide Call)

2.6.4.4.1 Initiate System-Wide Call to Collection of Talk Groups P P U4
2.6.5 Unit-to-Unit Voice Call

2.6.54.1 Test Case 1 — Initiate Unit-to-Unit Call from DMC P P P

2.6.54.2 Test Case 2 — Initiate Unit-to-Unit Call from SU 1 P P P
2.6.6 Encryption

2.6.6.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
2.7.1 Emergency Alarm to Dispatch and/or other Monitoring Console

2.7.14.1 Test Case 1 — Emergency Alarm P P P
2.7.2 Call Alert

2.7.24.1 Test Case 1 — Initiate Call Alert Request from DMC P P U4

2.7.24.2 Test Case 2 — Initiate Call Alert Request from SU 1 P P U4
273 Radio Check

2.73.4.1 Test Case 1 — Initiate Radio Check from DMC P U4 U4
2.74 Radio Unit Inhibit

2.7.44.1 Test Case 1 — Radio Unit Inhibit from DMC P U4 U4
2.7.5 Radio Unit Uninhibit

2.7.54.1 Test Case 1 — Radio Unit Uninhibit from DMC P U4 U4
2.7.6 Message Update

2.7.6.4.1 Test Case 1 — Message Update from DMC U U4 U4

2.7.6.4.2 Test Case 2 — DMC to Group Message Update U U u4

2.7.6.4.3 Test Case 3 —SU 1 to DMC Message Update U U U

2.7.6.44 Test Case 4 —SU 1 to Group Message Update P U U4
2.7.7 Status Update

2.7.7.4.1 Test Case 1 — Status Update from SU 1 to DMC U U U

2.7.7.4.2 Test Case 2 — Talk Group Status Update Initiated by SU 1 P U U4
2.7.8 Status Query

2.7.8.4.1 Test Case 1 — Status Query Initiated by DMC P U U4
2.7.9 Radio Unit Monitor

2.7.9.4.1 Test Case 1 — Radio Unit Monitor Initiated by DMC — Group Call P U U4

2.7.9.4.2 Test Case 2 — Radio Unit Monitor Initiated by DMC — Unit-to-Unit Call U U U4

Trunked Subscriber Unit Interoperability - FDMA
(2017 CAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ —July 2017, Section 2.1.3.4 - Trunked Subscriber Unit

Il_nteroperability — FDMA (Phase 1)

|Representative Trunked Base Station Repeater Products tested with the Subscriber Unit for Trunked Interoperability - FDMA

CAM #26-0710
Exhibit 4B
Page 102 of 298



Base Station Repeater

Model Name Product No. Detailed Test Report #
Vendor
Motorola Solutions GTR 8000 1 DTR-P25CAP081011-P1850004-FDMA-|
EF Johnson Technologies 4500 Repeater 2 DTR-P25CAP081010-09111601; DTR-P
Harris Corporation MASTR V 3 DTR-P25CAP081017-1180424M; DTR-H

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-102.CABC-C

Interoperability Testing for Voice Operation in Trunked Systems

Trunked Subscriber Unit Interoperability Tests - FDMA (2016&2017 CAB)

***7ast case included in the 2017 Test Requirements CAB. Leave test case result empty if submitting under the 2016 Test Requirements CAB.
Product1 | Productl | Product1 Product 2 Product 2 Product2 | Product3 | Product3 | Product3
Test Case Description Result Result Result Result Result Result Result Result Result
Home Inter-SYS | Inter-WACN Home Inter-SYS [ Inter-WACN Home Inter-SYS [ Inter-WACN
Roaming Roaming Roaming Roaming Roaming Roaming

2.2.1 Full Registration

22141 Test Case 1 - Valid Registration P P P P U4 U4 P P U4

2.2.1.4.2 Test Case 2 — Denied or Refused Registration P P P P U4 U4 P P U4

2.2.143 Test Case 3 — Unverified Registration P P P P (Y] [} P P U4
2.2.2 Group Voice Call

2.2.2.4.1 Test Case 1 — Group Call Granted P P P P (] (] P P U4

2.2.2.4.2 Test Case 2 — Group Call Denied P P P P U4 U4 P P U4

2.2.2.43 Test Case 3 — Group Call Request Queued P P P P U4 U4 P P [z

2.22.4.4 *** Test Case 4 — Group Call Interrupt ¥** P P P ) P U4
223 Unit-to-Unit Voice Call

2.23.4.1 Test Case 1 — Unit-to-Unit Call with Target Availability Check P [z U4 P U4 U4 P P U4

2.2.3.4.2 | Test Case 2 - Unit-to-Unit Call with Target Availability Check- Denied by Target p va va P u4 u4 p p va

Test Case 3 — Unit-to-Unit Call Queued with Target Availability Check — Traffic
2.2.3.4.3 Channel Assignment After Target Availability Check P U4 U4 P U4 U4 P P [z
Test Case 4 — Unit-to-Unit Call Queued with Target Availability Check — Traffic

22344 Channel Assignment Before Target Availability Check U4 U4 U4 U4 U4 U4 U4 U4 U4

2.2.3.45 Test Case 5 — Unit-to-Unit Call without Target Availability Check U4 U4 U4 U4 U4 U4 P P [z

2.2.3.46 Test Case 6 — Unit-to-Unit Call Queued without Target Availability Check U4 U4 U4 U4 U4 U4 P P [z

2.2.3.4.7 Test Case 7 — Unit-to-Unit Call Denied P [ Z U4 P U4 U4 P P [z
224 Broadcast Voice Call

22441 Test Case 1 - Broadcast Voice Call P P P P U4 U4 P P U4
2.2.5 |Affiliation

2.2.5.4.1 Test Case 1 - Radio Permitted to Affiliate with New Group P P P P U4 U4 P P U4

2.2.5.4.2 Test Case 2 — Radio Denied Affiliation to New Group P P P P U4 U4 P P [z
2.2.6 Group Call

2.2.6.4.1 Test Case 1 — Collection of Talk Groups Receive Call P P P P U4 U4 P P U4
2.2.7 Emergency Alarm

22741 Test Case 1 — Emergency Alarm P P P P U4 U4 P P U4
2.2.8 Emergency Group Call

2.2.84.1 Test Case 1 - Emergency Call P P P P U4 U4 P P U4
2.2.10 |Encryption

2.2.10.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P P U4 U4 P P [z
2.2.11 Intra-Location Registration Area

2.211.4.1 Test Case 1 - Idle Radio P P P P U4 U4 P P U4
2.2.13 Deregistration ***

2.2.13.4.1 Test Case 1 — Deregistration P P P P P P P P U4
2.2.14 |System Call ***

2.2.14.4.1 Test Case 1 — System Call U4 U4 U4 P P P U4 U4 U4
2.2.15 [Call Alert ¥**

2.215.4.1 Test Case 1 — Call Alert P U4 U4 P P P P P U4
2.2.16 _[Short M il

2.2.16.4.1 Test Case 1 - Short Message u u u4 U4 U4 U4 U U U4
2.2.17 Status Query *okk

2.2.17.41 Test Case 1 — Status Query U4 U4 U4 U4 U4 U4 U4 U4 U4
2.2.18 |Status Update ***

2.2.18.4.1 Test Case 1 —Status Update P U4 u4 P P P P P U4
2.2.19 |Radio Unit Monitoring ***

2.2.19.4.1 Test Case 1 — Individual Non-Silent U U U U4 U4 U4 U4 U4 U4

2.2.19.4.2 Test Case 2 — Individual Silent U U U U4 U4 U4 U4 U4 U4

2.2.19.43 Test Case 3 — Group Non-Silent P U4 U4 U4 U4 U4 U4 U4 U4

2.2.19.44 Test Case 4 — Group Silent P U4 U4 U4 U4 U4 U4 U4 U4
2.2.20 |Radio Unit Disable/Re-Enable ***

2.2.20.4.1 Test Case 1 — Radio Unit Disable P U4 (] P P P P P U4

2.2.20.4.2 Test Case 2 — Radio Unit Re-Enable P [ Z U4 P P P P P [z
2.2.21 |Radio Check ***

2.2.21.4.1 Test Case 1 — Radio Check Successful P U4 U4 P P P U4 U4 U4

*%** Test case included in the 2017 Test Requirements CAB. Leave test case result empty if submitting under the 2016 Test Requirements CAB.

Trunked Subscriber Unit Interoperability - TDMA
(2017 CAB)

CAB Test

Section Identification

P25-CAB-
|Interoperability - TDMA (Phase 2)

CAI_TEST_REQ —July 2017, Section 2.1.3.5 - Trunked Subscriber Unit

(leave test section empty for 2016 CAB)

- TDMA

Representative Trunked Base Station Repeater Products tested with the Subscriber Unit for Trunked Interoperability

Base Station Repeater

Vendor Model Name

Product No.

Detailed Test Report #
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Motorola Solutions | GTR 8000 1 DTR-P25CAP081011-P1850004-TDMA
EF Johnson Technologies 4500 Repeater 2 DTR-P25CAP081010-18111101
Harris Corporation MASTR V 3 DTR-P25CAP081017-1180424M
The ‘test case’ number refers to the test suite paragraph number and test case number inTIA-102.CABC-C
Interoperability Testing for Voice Operation in Trunked Systems
Trunked Subscriber Unit Interoperability Tests - TDMA (2017 CAB)
Product1 | Productl | Product1 Product 2 Product 2 Product2 | Product3 | Product3 | Product3
Test Case Description Result  [Result Inter| Result Inter- Result Result Result Result Result Result
Home SYS WACN Home Inter-SYS [ Inter-WACN Home Inter-SYS [ Inter-WACN
Roaming Roaming Roaming Roaming Roaming Roaming
2.2.1 Full Registration
2.2.14.1 Test Case 1 - Valid Registration P P P P P P P P U4
2.2.2 Group Voice Call
2.2.2.4.1 Test Case 1 — Group Call Granted P P P P P P P P U4
2.2.2.43 Test Case 3 — Group Call Request Queued P P P P P P P P U4
2.2.2.4.4 Test Case 4 — Group Call Interrupt P P P P P P P P U4
223 Unit-to-Unit Voice Call
2.2.3.4.1 Test Case 1 — Unit-to-Unit Call with Target Availability Check P P P P P P P P U4
Test Case 3 — Unit-to-Unit Call Queued with Target Availability Check — Traffic
2.2.3.4.3 Channel Assignment After Target Availability Check P U4 U4 P P P P P [z
Test Case 4 — Unit-to-Unit Call Queued with Target Availability Check — Traffic
2.2.344 Channel Assignment Before Target Availability Check U4 U4 U4 U4 U4 U4 U4 U4 [z
2.2.3.4.5 Test Case 5 — Unit-to-Unit Call without Target Availability Check U4 U4 U4 U4 U4 U4 U [ U4
2.2.3.46 Test Case 6 — Unit-to-Unit Call Queued without Target Availability Check U4 [z U4 U4 U4 U4 U ] [z
224 Broadcast Voice Call
22441 Test Case 1 — Broadcast Voice Call P P P P P P P P U4
2.2.6 Group Call
2.2.6.4.1 Test Case 1 — Collection of Talk Groups Receive Calll P P P P P P P P U4
2.2.8 Emergency Group Call
2.2.8.4.1 Test Case 1 - Emergency Call P P P P P P P P U4
2.2.10 |Encryption
2.2.10.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P P P P P P U4
2.2.14 |System Call
2.2.14.4.1 Test Case 1 — System Call U4 U4 U4 P U4 U4 U4 U4 U4
2.2.19 |Radio Unit Monitoring
2.2.19.4.1 Test Case 1 - Individual Non-Silent U U U U4 U4 U4 U4 U4 U4
2.2.19.4.2 Test Case 2 — Individual Silent U U U U4 U4 U4 U4 U4 U4
2.2.19.43 Test Case 3 — Group Non-Silent| P P U U4 U4 U4 U4 U4 U4
2.2.19.44 Test Case 4 — Group Silent P P U U4 U4 U4 U4 U4 U4
2.2.26 |Transmitting Subscriber Forced Preemption
2.2.26.4.1 Test Case 1 — TDMA SU Forced Audio Preemption U U U U4 U4 U4 U4 U4 U4
2.2.26.4.2 Test Case 2 — TDMA SU Forced Emergency Call Ruthless Preemption P P P U4 U4 U4 P P U4
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PRODUCT UNDER TEST

CAP Approval 20240823

Product Info

Details

Model_Name:

APX N50

Hardware
Capability/Options:

700/800 MHz bandsplit (762-776, 792-806, 806-825, 851-870 MHz), UHF-R1 (380-470MHz); UHF-R2
(450-520MHz)

Software Options:

P25 Conventional, P25 Trunked, P25 TDMA Trunked, AES-256 Encryption

TEST CASE RESULT

NOTATIONS AND DEFINITIONS (vendors may define additional notations/definitions)

Notation

Test Case Result Definition

P (Pass) Test was passed and met stated requirements where listed

P1 Functionality requires product with DTMF keypad

P2 Functionality requires product with display capable of ID display

P3 Functionality requires DTMF microphone

P4 Functionality requires AES 256 encryption

P5 Interoperability verified with only one representative base station repeater

P Interoperability verified with only two representative base station repeaters

p7 Test was passed based on TIA-102.CABA-A (test cases 2.2.8.4.1 and 2.4.14.4.1) which allows a

subscriber to always unmute with SF7E NAC.

U (Unsupported)

Test examines functionality the Product Under Test does not support

U1l 37.5 millisecond slot times is not supported

u2 45 millisecond slot times is not supported

u3 Functionality is not supported by subscriber unit

m Functionality is not supported by the representative base station repeater tested with the subscriber
under test

Us Functionality is not supported by the representative subscriber unit tested with the subscriber under
test

E (Exception) DHS OIC Approved Test Case Exception
In accordance with the guidance given in TIA 102.CAAB-D §3.2.18, if the transmitter carrier output

E1 power rating is 6 watts or less, the mean frequency difference during t1 and t3, may be greater than
+12.5 kHz.

F (Fail) Test was failed and did not meet stated requirements where listed

I_ Conventional Subscriber Performance (2018 CAB)
P25 CAP Test Identification

Performance

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.1.1 — Conventional Subscriber Unit

Detailed Test Report Identification

DTR-P25CAP-3770, DTR-P25CAP-3848

The ‘test case’ number refers to the paragraph number for the test procedure found in the TIA-102.CAAA-E Digital
C4FM/CQPSK Transceiver Measurement Methods for FDMA .

Conventional Subscriber Unit Receiver Tests (2018 CAB)

Only display results for tested frequency band(s)

Test Case Test Case Description Requirement il? Uil i) g0 S00
Result Result Result Result Result
3.1.4 Reference Sensitivity — CAFM <-116 dBm N/A P P P P
3.1.4 Reference Sensitivity — Standard Simulcast <-116 dBm N/A P P P P
3.15 Faded Reference Sensitivity — C4FM <-108 dBm N/A P P P P
3.1.5 Faded Reference Sensitivity — Standard Simulcast <-108 dBm N/A P P P P
3.1.6 Signal Delay Spread Capability — C4FM 250 ps N/A P P P P
3.1.6 Signal Delay Spread Capability — Standard Simulcast >80 ps N/A P P P P
3.1.7.1 |Adjacent Channel Rejection — C4FM >60dB N/A P P P P
3.1.7.1 |Adjacent Channel Rejection — Standard Simulcast >60dB N/A P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — C4FM 247 dB N/A P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — Standard Simulcast 247 dB N/A P P P P
3.1.8 Co-Channel Rejection <9dB N/A P P P P
3.1.9 Spurious Response Rejection 2 80 dB Mobile N/A P P P P
270 dB Portable
3.1.10 [Intermodulation Rejection 275 dB Mobile N/A P P P P
- 270 dB Portable
3.1.11 [Signal Displacement Bandwidth > 1000 Hz N/A P P P P
3.1.17 Late Entry Unsquelch Delay: No Talk Group or Encryption <125 ms N/A P P P P
3.1.18 [Receiver Throughput Delay <125 ms N/A P P P P
Conventional Subscriber Unit Transmitter Tests (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement 7 UL Ui w 800
Result Result Result Result Result
3.2.8 Unwanted Emissions: Adjacent Channel Power Ratio* > 67 dB (non-700MHz) N/A —r 1 r, | P, | P |
3.2.12 |Transmitter Attack Time <50ms N/A P P P P
3.2.12 Encoder Attack Time <100 ms N/A P P P P
3.2.14 |Transmitter Throughput Delay <125 ms N/A P P P P
3.2.15 [Frequency Deviation for C4FM: High-Level Signal Deviation 2544 < f4., <3111 Hz WA P P P p
3.2.15 |Frequency Deviation for C4AFM: Low-Level Signal Deviation 848 < fye, < 1037 Hz WA P P P p
3.2.16 _|Modulation Fidelity — C4FM <5% N/A P P P P
: . ) . [t1=10ms] | [t1=10ms] [t1=20ms] | [t1=20ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t1 value in cell] | Af| <12.5 kHz N/A p p P P
CAM #26-0710

Exhibit 4B
Page 105 of 298



T N F Behavior: Ti | | 2 value i I AF| <6.25 kH [t2=25ms] [t2=25ms] [t2=50ms] [t2=50ms]
3.2.18 ransient Frequency Behavior: Time Interval [see t2 value in cell] |Af| < 6. z N/A P P p P

: . ) . [t3=10ms] | [t3=10ms] [t3=10ms] | [t3=10ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t3 value in cell] |Af| <12.5 kHz N/A p p P P

*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.

I_ Trunked Subscriber Performance - FDMA (2018 CAB)
P25 CAP Test Identification

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.1.2 — Trunked Subscriber Unit
Performance - FDMA

Detailed Test Report Identification

DTR-P25CAP-3770, DTR-P25CAP-3848

The ‘test case’ number refers to the paragraph number for the test procedure found in the TIA-102.CAAA-E Digital

C4FM/CQPSK Transceiver Measurement Methods for FDMA .

Trunked Subscriber Unit Receiver Tests - FDMA (2018 CAB)

Only display results for tested frequency band(s)

Test Case Test Case Description Requirement WL UL Ui 700 800
Result Result Result Result Result
3.14 Reference Sensitivity — C4AFM <-116 dBm N/A P P P P
3.1.4 Reference Sensitivity — Standard Simulcast <-116 dBm N/A P P P P
3.15 Faded Reference Sensitivity — C4FM <-108 dBm N/A P P P P
3.1.5 Faded Reference Sensitivity — Standard Simulcast <-108 dBm N/A P P P P
3.1.6 Signal Delay Spread Capability — C4FM 250 ps N/A P P P P
3.1.6 Signal Delay Spread Capability — Standard Simulcast >80 ps N/A P P P P
3.1.7.1 |Adjacent Channel Rejection — C4FM >60dB N/A P P P P
3.1.7.1 |Adjacent Channel Rejection — Standard Simulcast >60dB N/A P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — C4FM >47dB N/A P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — Standard Simulcast 247 dB N/A P P P P
3.1.8 Co-Channel Rejection <9dB N/A P P P P
3.1.9 Spurious Response Rejection 2 80dB Mobile P P
270 dB Portable N/A P P
3.1.10 [Intermodulation Rejection 275 dB Mobile P P
o > 70 dB Portable N/A P P
3.1.11 Signal Displacement Bandwidth 21000 Hz N/A P P P P
Trunked Subscriber Unit Transmitter Tests - FDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement 7 Uil Ui Y £
Result Result Result Result Result
3.2.8 Unwanted Emissions: Adjacent Channel Power Ratio* 267 dB (non-700MHz) N/A —r 1 r, | P, | P |
3.2.12 Power Attack Time <50ms N/A P P P P
3.2.12 |Encoder Attack Time <100 ms N/A P P P P
3.2.14 |Transmitter Throughput Delay <125 ms N/A P P P P
3.2.15 |Frequency Deviation for C4FM: High-Level Signal Deviation 2544 < fy, <3111 Hz N/A P P P P
3.2.15 |Frequency Deviation for CAFM: Low-Level Signal Deviation 848 < fye, < 1037 Hz N/A P P P P
3.2.16 _|Modulation Fidelity — C4FM <5% N/A P P P P
. - . [t1=10ms] | [t1=10ms] [ [t1=20ms] |[t1=20ms]
3.2.18 [Transient Frequency Behavior: Time Interval [see t1 value in cell] | Af| <12.5 kHz
N/A P P P P
3.2.18 [Transient Frequency Behavior: Time Interval [see t2 value in cell] | Af| <6.25 kHz (r2=25ms] (2=25ms] | [t2=50ms] | [t2=50ms]
N/A P P P P
3.2.18 [Transient Frequency Behavior: Time Interval [see t3 value in cell] | Af| <12.5 kHz (t3=10ms] (t3=toms] | [t3=10ms] | [t3=10ms]
N/A P P P P
*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.
Trunked Subscriber Unit Trunked Tests - FDMA (2018 CAB)
Test Case Test Case Description Requirement Result
331 Trunked Control.ChanneI Slot Times - 37.5 ms Slot 2,00ty <415 ms P
Encode Attack Time
331 Trunked Control Channel Slot Times - 37.5 ms Slot 0.00 %ty <415 ms P
RF Power Attack Time
Trunked Control Channel Slot Times - 37.5 ms Slot
331 ) <1.57ms P
RF Power Turn Off Time
331 Trunked Control.ChanneI Slot Times - 45 ms Slot 2,00 %ty < 11.65 ms P
Encode Attack Time
331 Trunked Control Channel Slot Times - 45 ms Slot 0.00% t;, < 11.65 ms P
RF Power Attack Time
Trunked Control Channel Slot Times - 45 ms Slot
331 ) <1.57ms P
RF Power Turn Off Time
3.3.2 Trunked Request Time - 37.5 ms Slot <160 ms P
3.3.2 Trunked Request Time - 45 ms Slot <167.5 ms P
Transmitter Time to Key on a Traffic Channel
3.35 Short Channel Form <150.0 ms P
RF Transmitter time to Key on a Working Channel
Transmitter Time to Key on a Traffic Channel
3.35 Short Channel Form <150.0 ms P
Encoder Transmit Time
Transmitter Time to Key on a Traffic Channel
3.35 Explicit Channel Form <171.1ms P
RF Transmitter Time to Key on a Working Channel
Transmitter Time to Key on a Traffic Channel
3.35 Explicit Channel Form <171.1ms P
Encoder Transmit Time
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Trunked Subscriber Performance - TDMA
(2018 CAB)

Test Identification

P25-CAB-CAI_TEST_REQ —October 2018, Section 2.1.1.3 - Trunked Subscriber Unit
Performance - TDMA

Detailed Test Report Identification

DTR-P25CAP-3770, DTR-P25CAP-3848

(leave test section empty for 2016 CAB)

Time Division Multiple Access Transceiver Measurement Methods for TDMA.

The ‘test case’ number refers to the paragraph number for the test procedure found in TIA-102.CCAA-B Two-Slot

Trunked Subscriber Unit Receiver Tests - TDMA (2018 CAB)

Only display results for tested frequency band(s)

Conventional Subscriber Unit Interoperability - Direct Mode
(2018 CAB)

Test Identification

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.3.1 - Conventional Subscriber Unit
Interoperability — Direct Mode

|Representative Conventional Subscriber Unit Products tested with the Subscriber
- Direct Mode

Unit for Conventional Interoperability

Subscriber Vendor Model Name Product No. Detailed Test Report #

Motorola Solutions APX8000 1 DTR-P25CAP081011-P1850004-DMO-|
EF Johnson Technologies |Viking VP900 2 DTR-P25CAP081010-18052403

Harris Corporation XL-200P 3 DTR-P25CAP081017-1180424M

102.CABA Interoperability Testing for Voice Operation in Conventional Systems.

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-

Conventional Subscriber Unit Interoperability Tests - Direct Mode (2016&2017 CAB)

N Product 1 | Product 2 | Product 3
Test Case Description po—_— Result po—_—
2.2.1** |Matching NAC Operation and SU Unaddressed Voice Call**
22141 Test Case 1 — Unaddressed Voice Call P P P
2.2.2** |Matching NAC Operation and SU Routine Group Voice Call**
2.2.24.1 Test Case 1 — Routine Group Voice Call P P P
2.2.3** |Monitor Mode — SU Group Voice Call**
2.2.3.4.1 Test Case 1 — Receiving Group Call P P P
Accept Any NAC in Normal & Selective Squelch Mode — SU Group
2.2.8%* .
Voice Call**
Test Case 1 — Receiving Group Call with Receive NAC $F7E under Normal and
2.2.84.1 Selective Squelch Modes P7 P7 P7
2.2.4 Emergency Call
2.2.4.4.1 Test Case 1 - Emergency Call P P P
225 Unit-to-Unit Voice Call

Test Case Test Case Description Requirement Wil? g Ui Zeo 800
Result Result Result Result Result
3.14 Reference Sensitivity - HDQPSK <-116 dBm N/A P P P P
3.15 Faded Reference Sensitivity - HDQPSK <-108 dBm N/A P P P P
3.1.6 Signal Delay Spread Capability - HDQPSK > 65 ps N/A P P P P
3.1.7.1 |Adjacent Channel Rejection - HDQPSK >60dB N/A P P P P
3.1.7.2 |Offset Adjacent Channel Rejection - HDQPSK >47dB N/A P P P P
3.1.8 Co-Channel Rejection <9dB N/A P P P P
3.19 Spurious Response Rejection 2 80 dB Mobile N/A P P P P
>70 dB Portable
3.1.10 [|Intermodulation Rejection 275 dB Mobile N/A P P P P
>70 dB Portable
3.1.11 [Signal Displacement Bandwidth >1000 Hz N/A P P P P
Trunked Subscriber Unit Transmitter Tests - TDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement 7 UL Ui w 500
Result Result Result Result Result
3.2.8 Unwanted Emissions: Adjacent Channel Power Ratio* 2 65 dB (non-700MHz) N/A —r 1 r, | P | P |
3.2.12 |Frequency Deviation H-CPM — High level Signal 2995 < fyo, <3310 Hz N/A P P P P
3.2.12 [Frequency Deviation H-CPM — Low Level Signal 998 < fye, < 1104 Hz N/A P P P P
3.2.13 Modulation Fidelity <5% N/A P P P P
3.2.14 |Symbol Rate Accuracy Not to exceed 10 N/A
- parts per million P P P P
3.2.15 |H-CPM Transmitter Logical Channel Peak Adjacent Channel Power Ratio >35dB N/A P P P P
3.2.16 |H-CPM Transmitter Logical Channel Off Slot Power <-57dBm N/A P P P P
3.2.17 |H-CPM Transmitter Logical Channel Power Envelop
3.2.17 Max - On 4 dBc N/A P P P P
3.2.17 Slot Max 1dBc N/A P P P P
3.2.17 Slot Min -3dBc N/A P P P P
3.2.17 Max - Off| 4 dBc N/A P P P P
. . X . 425 microseconds or
3.2.18 [H-CPM Transmitter Logical Channel Time Alignment less N/A P P P P
*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.
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2.25.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P

2.2.5.4.2 Test Case 2 — Initiate Unit-to-Unit Call from SU 5 P P P
2.2.6 Unit-to-Unit Voice Call — Receiving Units also in Monitor Mode

2.2.6.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P

2.2.6.4.2 Test Case 2 — Initiate Unit-to-Unit Call from SU 5 P P P
2.2.7 Encryption

2.2.7.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
2.3.1 Call Alert

2.3.1.4.1 Test Case 1 — Call Alert (SU 1 to SU 5) P P us

2.3.1.4.2 Test Case 2 — Call Alert (SU 5 to SU 1) P P us
2.3.2 Radio Check

2.3.2.4.1 Test Case 1 — Radio Check (SU 1 to SU 5) U U U

2.3.2.4.2 Test Case 2 — Radio Check (SU 5 to SU 1) U U U
233 Message Update

2.3.3.4.1 Test Case 1 —Message Update (SU 1 to SU 5) U U U

2.3.3.4.2 Test Case 2 — Message Update (SU 5 to SU 1) U U U
2.3.4 Status Update

2.3.4.4.1 Test Case 1 — Status Update (SU 1 to SU 5) U U U

2.3.4.4.2 Test Case 2 — Status Update (SU 5 to SU 1) U U U
2.3.5 Status Query

2.3.5.4.1 Test Case 1 — Status Query (SU 1 to SU 5) U U U

2.3.5.4.2 Test Case 2 — Status Query (SU 5 to SU 1) U U U
2.3.6 Radio Unit Monitor

2.3.6.4.1 Test Case 1 — Radio Unit Monitor Initiated by SU 1 — Group Call U U 7]

2.3.6.4.2 Test Case 2 — Radio Unit Monitor Initiated by SU 5 — Group Call U U U

2.3.6.4.3 Test Case 3 — Radio Unit Monitor Initiated by SU 1 — Unit-to-Unit Call U U 7]

2.3.6.4.4 Test Case 4 — Radio Unit Monitor Initiated by SU 5 — Unit-to-Unit Call U U U

*% P25 CAP Minimum Feature Requirement - Test Case Result must be a Pass (P)
For further information: https://www.dhs.gov/sites/default/files/publications/P25-CAB-MIN-FEATURE_REQ_171113-508.pdf

Conventional Subscriber Unit Interoperability - Repeat Mode

(2017 cAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ - July 2017, Section 2.1.3.2 - Conventional Subscriber Unit
Interoperability — Repeat Mode

|Representative Conventional Base Station Repeater Products tested with the Subscriber Unit for Conventional Interoperability
- Repeat Mode

Base Station Repeater
Vendor

Model Name

Product No.

Detailed Test Report #

Motorola Solutions GTR 8000

DTR-P25CAP081011-P1850004-RMO-

EF Johnson Technologies |4500 Repeater

DTR-P2

5CAP081010-18052402

Harris Corporation MASTR V

DTR-P25CAP081017-1180424M

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.

Conventional Subscriber Unit Interoperability Tests- Repeat Mode (2016&2017 CAB)

L Product 1 | Product 2 | Product 3
Test Case Description Result Result Result
2.4.1** |Matching NAC Operation and SU Unaddressed Voice Call **
24.14.1 Test Case 1 — Matching NAC operation — Unaddressed Voice Call P P P
2.4.2** |Matching NAC Operation — SU Routine Group Call Mode **
2.4.24.1 Test Case 1 — Matching NAC — SU Routine Group Call Mode P P P
2.4.3 Transmit NAC Independent of Receive NAC — SU Unaddressed Voice Call
24341 Test Case 1 —Independent NAC Operation — SU Unaddressed Voice Call P p P
2.4.4 Transmit NAC Independent of Receive NAC — SU Routine Group Call
2.4.4.4.1 Test Case 1 —Independent NAC Operation — SU Routine Group Call P P P
2.4.5 Any NAC ($F7F) Operation — SU Unaddressed Voice Call
2.4.5.4.1 Test Case 1 — NAC SF7F Operation — SU Unaddressed Voice Call P P P
2.4.6 Any NAC ($F7F) Operation — SU Routine Group Call
2.4.6.4.1 Test Case 1 — NAC SF7F Operation — SU Routine Group Call P P P
2.4.7 Any NAC (SF7E) Operation with Fixed Transmit NAC — SU Group Call
2.4.7.4.1 Test Case 1 — NAC SF7E Operation — SU Group Call P P P
2.4.8 Emergency Call
2.4.84.1 Test Case 1 — Emergency Call P P P
2.4.9** |Monitor Mode — SU Group Call **
2.4.9.4.1 Test Case 1 — Monitor Mode — Receiving Group Call P P P
2.4.10 |Unit-to-Unit Voice Call
2.4.10.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
Test Case 3 — Initiate Unit-to-Unit Call from SU 1, No Co-Channel Interference
2.4.10.4.3 .
Suppression P P P
2.4.11 Unit-to-Unit Voice Call Co-Channel Interference Suppression by FNE
24.11.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
2.4.12 |Unit-to-Unit Voice Call — Receiving Units Also in Monitor Mode
2.4.12.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
2.4.13 |Encryption
2.4.13.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
2.4.14 |Accept Any NAC in Normal and Selective Squelch Mode — SU Group Call
Test Case 1 — Receiving group Call with receive NAC SF7F under Normal and
2.4.144.1 Selective Squelch Modes P7 P7 P7
2.5.1 Call Alert
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2.5.1.4.1 Test Case 1 — Initiate Call Alert Request from SU 1 P P U4
2.5.2 Radio Check

2.5.2.4.1 Test Case 1 — Initiate Radio Check from SU 1 U U 7]
2.5.3 Message Update

2.5.3.4.1 Test Case 1 — Message Update Initiated by SU 1 U U U

2.53.43 Test Case 3 —SU 1 to Group Message Update U U U
2.5.4 Status Update

2.5.4.4.1 Test Case 1 — Status Update Initiated by SU 1 U U U

2.5.44.3 Test Case 3 —SU to Talk Group Status Update Initiated by SU 1 U U U
2.5.5 Status Query

2.5.5.4.1 Test Case 1 — Status Query Initiated by SU 1 U U U
2.5.6 Radio Unit Monitor

2.5.6.4.1 Test Case 1 — Radio Unit Monitor Initiated by SU 1 — Group Call U U 7]

2.5.6.4.3 Test Case 3 — Radio Unit Monitor Initiated by SU 1 — Unit-to-Unit Call U U U

* P25 CAP Minimum Feature Requirement - Test Case Result must be a Pass (P)
For further information: https://www.dhs.gov/sites/default/files/publications/P25-CAB-MIN-FEATURE_REQ_171113-508.pdf

Conventional Subscriber Unit Interoperability - FNE
Dispatch Monitoring Console - Repeat Mode (2017 CAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ - July 2017, Section 2.1.3.3 - Conventional Subscriber Unit
Interoperability - FNE Dispatch Monitoring Console - Repeat Mode

Representative Conventional Base Station Repeater Products tested with the Subscriber Unit for Conventional Interoperability - FNE
Dispatch Monitoring Console - Repeat Mode

Base Station Repeater
Vendor

Model Name

Product No.

Detailed Test Report #

Motorola Solutions GTR 8000

DTR-P2

5CAP081011-P1850004-DMC-

EF Johnson Technologies |4500 Repeater

DTR-P2

5CAP081010-18052402

Harris Corporation MASTR V

DTR-P2

5CAP081017-1180424M

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.

Conventional Subscriber Unit Interoperability Tests - FNE Dispatch Monitoring Console - Repeat Mode (2016&2017 CAB)

. Product 1 | Product 2 | Product 3

Test Case Description Result Result Result
2.6.1 Unaddressed Voice Call

2.6.1.4.1 Test Case 1 — Unaddressed Voice Call P P P
2.6.2 Routine Group Call

2.6.2.4.1 Test Case 1 — Routine Group Call P P P
2.6.3 Emergency Call

2.6.3.4.1 Test Case 1 —Emergency Call from SU P P P

2.6.3.4.2 Test Case 2 — Emergency Call from DMC U4 U4 P
2.6.4 All Call (System-Wide Call)

2.6.4.4.1 Initiate System-Wide Call to Collection of Talk Groups P P U4
2.6.5 Unit-to-Unit Voice Call

2.6.54.1 Test Case 1 — Initiate Unit-to-Unit Call from DMC P P P

2.6.54.2 Test Case 2 — Initiate Unit-to-Unit Call from SU 1 P P P
2.6.6 Encryption

2.6.6.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
2.7.1 Emergency Alarm to Dispatch and/or other Monitoring Console

2.7.14.1 Test Case 1 — Emergency Alarm P P P
2.7.2 Call Alert

2.7.24.1 Test Case 1 — Initiate Call Alert Request from DMC P P U4

2.7.24.2 Test Case 2 — Initiate Call Alert Request from SU 1 P P U4
273 Radio Check

2.73.4.1 Test Case 1 — Initiate Radio Check from DMC P U4 U4
2.74 Radio Unit Inhibit

2.7.44.1 Test Case 1 — Radio Unit Inhibit from DMC P U4 U4
2.7.5 Radio Unit Uninhibit

2.7.54.1 Test Case 1 — Radio Unit Uninhibit from DMC P U4 U4
2.7.6 Message Update

2.7.6.4.1 Test Case 1 — Message Update from DMC U U4 U4

2.7.6.4.2 Test Case 2 — DMC to Group Message Update U U u4

2.7.6.4.3 Test Case 3 —SU 1 to DMC Message Update U U U

2.7.6.44 Test Case 4 —SU 1 to Group Message Update P U U4
2.7.7 Status Update

2.7.7.4.1 Test Case 1 — Status Update from SU 1 to DMC U U U

2.7.7.4.2 Test Case 2 — Talk Group Status Update Initiated by SU 1 P U U4
2.7.8 Status Query

2.7.8.4.1 Test Case 1 — Status Query Initiated by DMC P U U4
2.7.9 Radio Unit Monitor

2.7.9.4.1 Test Case 1 — Radio Unit Monitor Initiated by DMC — Group Call P U U4

2.7.9.4.2 Test Case 2 — Radio Unit Monitor Initiated by DMC — Unit-to-Unit Call U U U4

Trunked Subscriber Unit Interoperability - FDMA
(2017 CAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ —July 2017, Section 2.1.3.4 - Trunked Subscriber Unit

Il_nteroperability — FDMA (Phase 1)
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Representative Trunked Base Station Repeater Products tested with the Subscriber Unit for Trunked Interoperability - FDMA

Base Station Repeater

Model Name Product No. Detailed Test Report #
Vendor
Motorola Solutions  |GTR 8000 1 DTR-P25CAP081011-P1850004-FDMA]
EF Johnson Technologies 4500 Repeater 2 DTR-P25CAP081010-09111601; DTR-H}
Harris Corporation MASTR V 3 DTR-P25CAP081017-1180424M; DTR-|

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-102.CABC-C
Interoperability Testing for Voice Operation in Trunked Systems

Trunked Subscriber Unit Interoperability Tests - FDMA (2016&2017 CAB)

***7ast case included in the 2017 Test Requirements CAB. Leave test case result empty if submitting under the 2016 Test Requirements CAB.
Product1 | Productl | Productl | Product2 Product 2 Product2 | Product3 | Product3 | Product3
Test Case Description Result Result Result Result Result Result Result Result Result
Home Inter-SYS | Inter-WACN Home Inter-SYS | Inter-WACN Home Inter-SYS | Inter-WACN
Roaming Roaming Roaming Roaming Roaming Roaming

2.2.1 Full Registration

22141 Test Case 1 - Valid Registration P P P P U4 U4 P P [}

2.2.1.4.2 Test Case 2 — Denied or Refused Registration P P P P [Z] U4 P P U4

2.2.143 Test Case 3 — Unverified Registration P P P P U4 U4 P P U4
2.2.2 Group Voice Call

2.2.2.4.1 Test Case 1 — Group Call Granted P P P P U4 U4 P P U4

2.2.2.4.2 Test Case 2 — Group Call Denied P P P P U4 U4 P P U4

2.2.2.43 Test Case 3 — Group Call Request Queued P P P P U4 U4 P P U4

2.22.4.4 *** Test Case 4 — Group Call Interrupt ¥** P P P P ) U4
223 Unit-to-Unit Voice Call

2.23.4.1 Test Case 1 — Unit-to-Unit Call with Target Availability Check P [z U4 P [z U4 P P [

2.2.3.4.2 | Test Case 2 - Unit-to-Unit Call with Target Availability Check- Denied by Target p va va P v4 v4 p p v

Test Case 3 — Unit-to-Unit Call Queued with Target Availability Check — Traffic
22343 Channel Assignment After Target Availability Check P U4 U4 P U4 U4 P P u4
Test Case 4 — Unit-to-Unit Call Queued with Target Availability Check — Traffic

22344 Channel Assignment Before Target Availability Check U4 U4 U4 U4 U4 U4 U4 U4 U4

2.2.3.45 Test Case 5 — Unit-to-Unit Call without Target Availability Check U4 U4 U4 U4 U4 U4 P P U4

2.2.3.4.6 Test Case 6 — Unit-to-Unit Call Queued without Target Availability Check U4 U4 U4 [z U4 U4 P P U4

2.23.4.7 Test Case 7 — Unit-to-Unit Call Denied P [ Z U4 P U4 U4 P P U4
224 Broadcast Voice Call

22441 Test Case 1 - Broadcast Voice Call P P P P [Z] U4 P P U4
2.2.5 |Affiliation

2.25.4.1 Test Case 1 - Radio Permitted to Affiliate with New Group P P P P U4 U4 P P U4

2.2.5.4.2 Test Case 2 — Radio Denied Affiliation to New Group P P P P U4 U4 P P U4
2.2.6 Group Call

2.2.6.4.1 Test Case 1 — Collection of Talk Groups Receive Call P P P P U4 U4 P P U4
2.2.7 Emergency Alarm

22741 Test Case 1 - Emergency Alarm P P P P [Z] U4 P P U4
2.2.8 Emergency Group Call

2.2.84.1 Test Case 1 - Emergency Call P P P P [Z] U4 P P U4
2.2.10 |Encryption

2.2.10.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P P U4 U4 P P U4
2.2.11 Intra-Location Registration Area

2.211.4.1 Test Case 1 - Idle Radio P P P P U4 U4 P P U4
2.2.13 Deregistration ***

2.2.13.4.1 Test Case 1 — Deregistration P P P P P P P P U4
2.2.14 |System Call ***

2.2.14.4.1 Test Case 1 — System Call U4 U4 U4 P P P U4 U4 U4
2.2.15 [Call Alert ¥**

2.215.4.1 Test Case 1 — Call Alert P U4 U4 P P P P P U4
2.2.16 _[Short M *xx

2.2.16.4.1 Test Case 1 - Short Message u u u4 [Z] [Z] U4 U U (]
2.2.17 Status Query *kk

2.2.17.41 Test Case 1 — Status Query U4 U4 U4 U4 U4 U4 U4 U4 U4
2.2.18 |Status Update ***

2.2.18.4.1 Test Case 1 —Status Update P U4 u4 P P P P P (]
2.2.19 |Radio Unit Monitoring ***

2.2.19.4.1 Test Case 1 — Individual Non-Silent U U U U4 U4 U4 U4 U4 U4

2.2.19.4.2 Test Case 2 — Individual Silent U U U U4 U4 U4 U4 U4 U4

2.2.19.43 Test Case 3 — Group Non-Silent P U4 U4 U4 U4 U4 U4 U4 U4

2.2.19.44 Test Case 4 — Group Silent P U4 U4 U4 U4 U4 U4 U4 U4
2.2.20 |Radio Unit Disable/Re-Enable ***

2.2.20.4.1 Test Case 1 — Radio Unit Disable P U4 U4 P P P P P U4

2.2.20.4.2 Test Case 2 — Radio Unit Re-Enable P [ Z U4 P P P P P U4
2.2.21 |Radio Check ***

2.2.21.4.1 Test Case 1 — Radio Check Successful P U4 U4 P P P U4 U4 U4

*%** Test case included in the 2017 Test Requirements CAB. Leave test case result empty if submitting under the 2016 Test Requirements CAB.

Trunked Subscriber Unit Interoperability - TDMA
(2017 CAB)

ICAB Test Section Identification

P25-CAB-CAI_TEST_REQ —July 2017, Section 2.1.3.5 - Trunked Subscriber Unit
|Interoperability - TDMA (Phase 2)

(leave test section empty for 2016 CAB)

- TDMA

Representative Trunked Base Station Repeater Products tested with the Subscriber Unit for Trunked Interoperability

CAM #26-0710
Exhibit 4B
Page 110 of 298




Base Station Repeater
Vendor

Model Name

Product No.

Detailed Test Report #

Motorola Solutions GTR 8000

DTR-P25CAP081011-P1850004-TDMA]

EF Johnson Technologies 4500 Repeater

DTR-P25CAP081010-18111101

Harris Corporation MASTR V.

DTR-P25CAP081017-1180424M

The ‘test case’ number refers to the test suite paragraph number and test case number inTIA-102.CABC-C
Interoperability Testing for Voice Operation in Trunked Systems

Trunked Subscriber Unit Interoperability Tests - TDMA (2017 CAB)

Product1 | Productl | Productl | Product2 Product 2 Product2 | Product3 | Product3 | Product3
Test Case Description Result [Result Inter| Result Inter- Result Result Result Result Result Result
Home SYS WACN Home Inter-SYS | Inter-WACN Home Inter-SYS | Inter-WACN
Roaming Roaming Roaming Roaming Roaming Roaming

2.2.1 Full Registration

22141 Test Case 1 - Valid Registration P P P P P P P P (]
2.2.2 Group Voice Call

2.2.2.4.1 Test Case 1 - Group Call Granted P P P P P P P P u4

2.2.2.43 Test Case 3 — Group Call Request Queued P P P P P P P P U4

2.2.2.44 Test Case 4 — Group Call Interrupt P P P P P P P P U4
223 Unit-to-Unit Voice Call

2.2.3.4.1 Test Case 1 — Unit-to-Unit Call with Target Availability Check P P P P P P P P U4

Test Case 3 — Unit-to-Unit Call Queued with Target Availability Check — Traffic
22343 Channel Assignment After Target Availability Check P U4 U4 P P P P P U4
Test Case 4 — Unit-to-Unit Call Queued with Target Availability Check — Traffic

2.2.344 Channel Assignment Before Target Availability Check U4 [z U4 [z [z [z U4 U4 U4

2.2.3.4.5 Test Case 5 — Unit-to-Unit Call without Target Availability Check U4 U4 U4 U4 U4 U4 U U [

2.2.3.46 Test Case 6 — Unit-to-Unit Call Queued without Target Availability Check U4 U4 U4 U4 [z U4 ] U U4
224 Broadcast Voice Call

22441 Test Case 1 - Broadcast Voice Call P P P P P P P P U4
2.2.6 Group Call

2.2.6.4.1 Test Case 1 — Collection of Talk Groups Receive Calll P P P P P P P P U4
2.2.8 Emergency Group Call

2.2.84.1 Test Case 1 - Emergency Call P P P P P P P P u4
2.2.10 |Encryption

2.2.10.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P P P P P P U4
2.2.14 |System Call

2.2.14.4.1 Test Case 1 — System Call U4 U4 U4 P U4 U4 U4 U4 U4
2.2.19 |Radio Unit Monitoring

2.2.19.4.1 Test Case 1 - Individual Non-Silent U U U U4 U4 U4 U4 U4 U4

2.2.19.4.2 Test Case 2 — Individual Silent U U U U4 U4 U4 U4 U4 U4

2.2.19.43 Test Case 3 — Group Non-Silent| P P U U4 U4 U4 U4 U4 U4

2.2.19.44 Test Case 4 — Group Silent P P U U4 U4 U4 U4 U4 U4
2.2.26 _ |Transmitting Subscriber Forced Preemption

2.2.26.4.1 Test Case 1 — TDMA SU Forced Audio Preemption u u U U4 [Z] U4 U4 U4 U4

2.2.26.4.2 Test Case 2 — TDMA SU Forced Emergency Call Ruthless Preemption P P P U4 U4 U4 P P U4
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PRODUCT UNDER TEST CAP Approval 20240823

Product Info Details
Model_Name: APX N70
Hardware 700/800 MHz bandsplit (762-776, 792-806, 806-825, 851-870 MHz) UHF-R1 (380-470MHz); UHF-R2
Capability/Options: (450-520MHz)
Software Options: P25 Conventional, P25 Trunked, P25 TDMA Trunked, AES-256 Encryption

TEST CASE RESULT NOTATIONS AND DEFINITIONS (vendors may define additional notations/definit

ions)

Notation Test Case Result Definition

P (Pass) Test was passed and met stated requirements where listed

P1 Functionality requires product with DTMF keypad

P2 Functionality requires product with display capable of ID display

P3 Functionality requires DTMF microphone

P4 Functionality requires AES 256 encryption

P5 Interoperability verified with only one representative base station repeater
P Interoperability verified with only two representative base station repeaters

Test was passed based on TIA-102.CABA-A (test cases 2.2.8.4.1 and 2.4.14.4.1) which allows a

P7 subscriber to always unmute with SF7E NAC.

U (Unsupported) Test examines functionality the Product Under Test does not support

U1l 37.5 millisecond slot times is not supported

u2 45 millisecond slot times is not supported

u3 Functionality is not supported by subscriber unit

va Functionality is not supported by the representative base station repeater tested with the
subscriber under test

Us Functionality is not supported by the representative subscriber unit tested with the subscriber
under test

E (Exception) DHS OIC Approved Test Case Exception
In accordance with the guidance given in TIA 102.CAAB-D §3.2.18, if the transmitter carrier output

E1 power rating is 6 watts or less, the mean frequency difference during t1 and t3, may be greater
than +12.5 kHz.

F (Fail) Test was failed and did not meet stated requirements where listed

I_ Conventional Subscriber Performance (2018 CAB)
P25 CAP Test Identification

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.1.1 — Conventional Subscriber Unit
Performance
Detailed Test Report Identification

[DTR-P25CAP-3772], (DTR-P25CAP-3851), (DTR-P25CAP-3871)

The ‘test case’ number refers to the paragraph number for the test procedure found in the TIA-102.CAAA-E
Digital C4FM/CQPSK Transceiver Measurement Methods for FDMA .

Conventional Subscriber Unit Receiver Tests (2018 CAB)

Only display results for tested frequency band(s)

Test Case Test Case Description Requirement Gl WIS UGIA ) CED
Result Result Result Result Result
3.14 Reference Sensitivity — C4AFM <-116 dBm N/A P P P P
3.14 Reference Sensitivity — Standard Simulcast <-116 dBm N/A P P P P
3.1.5 Faded Reference Sensitivity — C4AFM <-108 dBm N/A P P P P
3.1.5 Faded Reference Sensitivity — Standard Simulcast <-108 dBm N/A P P P P
3.1.6 Signal Delay Spread Capability — C4FM 250 ps N/A P P P P
3.1.6 Signal Delay Spread Capability — Standard Simulcast >80 us N/A P P P P
3.1.7.1 |Adjacent Channel Rejection — C4FM 260 dB N/A P P P P
3.1.7.1 [Adjacent Channel Rejection — Standard Simulcast 260 dB N/A P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — C4FM >47 dB N/A P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — Standard Simulcast > 47 dB N/A P P P P
3.1.8 Co-Channel Rejection <9dB N/A P P P P
3.1.9 Spurious Response Rejection 280 dB Mobile N/A P P P P
- > 70 dB Portable
3.1.10 |Intermodulation Rejection 275 dB Mobile N/A P P P P
o > 70 dB Portable
3.1.11 |Signal Displacement Bandwidth 21000 Hz N/A P P P P
3.1.17 |Late Entry Unsquelch Delay: No Talk Group or Encryption <125ms N/A P P P P
3.1.18 |Receiver Throughput Delay <125 ms N/A P P P P
Conventional Subscriber Unit Transmitter Tests (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement Wl? S W) “w 200
Result Result Result Result Result
3.2.8 Unwanted Emissions: Adjacent Channel Power Ratio* 267 dB (non-700MHz) N/A P P P P
3.2.12 |Transmitter Attack Time <50 ms N/A P P P P
3.2.12 |Encoder Attack Time <100 ms N/A P P P P
3.2.14 |Transmitter Throughput Delay <125 ms N/A P P P P
3.2.15 |Frequency Deviation for CAFM: High-Level Signal Deviation 2544 < fy, <3111 Hz /A P P P P
3.2.15 |Frequency Deviation for CAFM: Low-Level Signal Deviation 848 < fye, < 1037 Hz A » » p p
3.2.16 |Modulation Fidelity — CAFM <5% N/A P P P P
) . ) K [t1=10ms] | [t1=10ms] [t1=20ms] | [t1=20ms]
3.2.18 |[Transient Frequency Behavior: Time Interval [see t1 value in cell] | Af| <12.5 kHz
N/A P P P P
. . . . [t2=25ms] | [t2=25ms] [t2=50ms] | [t2=50ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t2 value in cell] | Af| <6.25 kHz
N/A P P P P
. . ) R [t3=10ms] | [t3=10ms] [t3=10ms] | [t3=10ms]
3.2.18 |[Transient Frequency Behavior: Time Interval [see t3 value in cell] | Af| £12.5 kHz N/A p p p p

*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.
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I_ Trunked Subscriber Performance - FDMA (2018 CAB)
P25 CAP Test Identification

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.1.2 — Trunked Subscriber Unit
Performance - FDMA

Detailed Test Report Identification

[DTR-P25CAP-3772], (DTR-P25CAP-3851), (DTR-P25CAP-3871)

Digital C4FM/CQPSK Transceiver Measurement Methods for FDMA .

The ‘test case’ number refers to the paragraph number for the test procedure found in the TIA-102.CAAA-E

Trunked Subscriber Unit Receiver Tests - FDMA (2018 CAB)

Only display results for tested frequency band(s)

Test Case Test Case Description Requirement Wl? S W) Uy E00)
Result Result Result Result Result
3.1.4_ |Reference Sensitivity — CAFM <-116 dBm NA | P P — » | P |
3.14 Reference Sensitivity — Standard Simulcast <-116 dBm N/A P P P P
3.1.5 Faded Reference Sensitivity — C4AFM <-108 dBm N/A P P P P
3.1.5 Faded Reference Sensitivity — Standard Simulcast <-108 dBm N/A P P P P
3.1.6 Signal Delay Spread Capability — C4FM 250 ps N/A P P P P
3.1.6 Signal Delay Spread Capability — Standard Simulcast >80 us N/A P P P P
3.1.7.1 |Adjacent Channel Rejection — CAFM > 60 dB N/A P P P P
3.1.7.1 |Adjacent Channel Rejection — Standard Simulcast > 60 dB N/A P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — C4FM >47 dB N/A P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — Standard Simulcast >47 dB N/A P P P P
3.1.8 Co-Channel Rejection <9dB N/A P P P P
3.19 Spurious Response Rejection 2 80 dB Mobile N/A P P P P
- > 70 dB Portable
3.1.10 |Intermodulation Rejection 275 dB Mobile N/A P P P P
- 270 dB Portable
3.1.11 |Signal Displacement Bandwidth 21000 Hz N/A P P P P
Trunked Subscriber Unit Transmitter Tests - FDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement Wil S DUEH Uy E00)
Result Result Result Result Result
3.2.8 Unwanted Emissions: Adjacent Channel Power Ratio* > 67 dB (non-700MHz) N/A P P P P
3.2.12 |Power Attack Time <50 ms N/A P P P P
3.2.12 |Encoder Attack Time <100 ms N/A P P P P
3.2.14 |Transmitter Throughput Delay <125 ms N/A P P P P
3.2.15 |Frequency Deviation for CAFM: High-Level Signal Deviation 2544 < fy., <3111 Hz N/A P P P P
3.2.15 |Frequency Deviation for CAFM: Low-Level Signal Deviation 848 < fye, < 1037 Hz N/A P P P P
3.2.16 |Modulation Fidelity — CAFM <5% N/A P P P P
. . " . [t1=10ms] [t1=10ms] [t1=20ms] [[t1=20ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t1 value in cell] | Af| <12.5 kHz
N/A P P P P
3.2.18 |Transient Frequency Behavior: Time Interval [see t2 value in cell] | Af| <6.25 kHz [£2=25ms] (£2=25ms] (t2=50ms] | [t2=50ms]
N/A P P P P
. . " . [t3=10ms] [t3=10ms] [t3=10ms] [[t3=10ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t3 value in cell] | Af| <12.5 kHz N/A p p p p

Trunked Subscriber Unit Trunked Tests - FDMA (2018 CAB)

*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.

Encoder Transmit Time

Test Case Test Case Description Requirement Result

331 Trunked Controllchannel Slot Times - 37.5 ms Slot 2,00t <415 ms »
Encode Attack Time

331 Trunked Control Channel Slot Times - 37.5 ms Slot 0.00< tyo < 4.15 ms p
RF Power Attack Time
Trunked Control Channel Slot Times - 37.5 ms Slot

331 . <1.57ms P
RF Power Turn Off Time

331 Trunked ControlIChanneI Slot Times - 45 ms Slot 2,00 €ty < 11.65 ms p
Encode Attack Time

331 Trunked Control C.hannel Slot Times - 45 ms Slot 0.00 <ty < 11.65 ms »
RF Power Attack Time

331 Trunked Control Channel Slot Times - 45 ms Slot <157ms p

" RF Power Turn Off Time T

3.3.2 Trunked Request Time - 37.5 ms Slot <160 ms P

3.3.2 Trunked Request Time - 45 ms Slot <167.5ms P
Transmitter Time to Key on a Traffic Channel

335 Short Channel Form <150.0 ms P
RF Transmitter time to Key on a Working Channel
Transmitter Time to Key on a Traffic Channel

335 Short Channel Form <150.0 ms P
Encoder Transmit Time
Transmitter Time to Key on a Traffic Channel

335 Explicit Channel Form <171.1ms P
RF Transmitter Time to Key on a Working Channel
Transmitter Time to Key on a Traffic Channel

3.35 Explicit Channel Form <171.1ms P

Trunked Subscriber Performance - TDMA
(2018 CAB)

Test Identification

P25-CAB-CAI_TEST_REQ —Oct9ber 2018, Section 2.1.1.3 - Trunked Subscriber Unit
Performance - TDMA

Detailed Test Report Identification

[DTR-P25CAP-3772], (DTR-P25CAP-3851), (DTR-P25CAP-3871)

(leave test section empty for 2016 CAB)
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The ‘test case’ number refers to the paragraph number for the test procedure found in TIA-102.CCAA-B Two-Slot
Time Division Multiple Access Transceiver Measurement Methods for TDMA.

Trunked Subscriber Unit Receiver Tests - TDMA (2018 CAB)

Only display results for tested frequency band(s)

Conventional Subscriber Unit Interoperability - Direct Mode

(2018 CAB)

Test Identification

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.3.1 - Conventional Subscriber Unit
Interoperability — Direct Mode

Representative Conventional Subscriber Unit Products tested with the Subscriber

Unit for Conventional Interoperability

- Direct Mode
Subscriber Vendor Model Name Product No. Detailed Test Report #
Motorola Solutions APX8000 1 DTR-P25CAP081011-P1850004-DMO
EF Johnson Technologies |Viking VP900 2 DTR-P25CAP081010-18052403
Harris Corporation XL-200P 3 DTR-P25CAP081017-1180424M

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.

Conventional Subscriber Unit Interoperability Tests - Direct Mode (2016&2017 CAB)

Test Case Description Product 1 | Product 2| Product 3
Result Result Result

2.2.1** |Matching NAC Operation and SU Unaddressed Voice Call**

22141 Test Case 1 — Unaddressed Voice Call P P P

2.2.2** |Matching NAC Operation and SU Routine Group Voice Call**

2.2.2.4.1 Test Case 1 — Routine Group Voice Call P P P

2.2.3** |Monitor Mode — SU Group Voice Call**

2.234.1 Test Case 1 — Receiving Group Call P P P

Accept Any NAC in Normal & Selective Squelch Mode — SU Group
2.2.8%* .
Voice Call**
Test Case 1 — Receiving Group Call with Receive NAC $F7E under Normal and

22841 Selective Squelch Modes P7 P7 P7
2.2.4 Emergency Call

2.2.4.4.1 Test Case 1 — Emergency Call P P P
225 Unit-to-Unit Voice Call

2.254.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P

2.254.2 Test Case 2 — Initiate Unit-to-Unit Call from SU 5 P P P
2.2.6 Unit-to-Unit Voice Call — Receiving Units also in Monitor Mode

2.264.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P

2.26.4.2 Test Case 2 — Initiate Unit-to-Unit Call from SU 5 P P P
2.2.7 Encryption

2.2.7.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
23.1 Call Alert

2.3.1.4.1 Test Case 1 — Call Alert (SU 1 to SU 5) P P us

2.3.1.4.2 Test Case 2 — Call Alert (SU 5to SU 1) P P us
23.2 Radio Check

2.3.2.4.1 Test Case 1— Radio Check (SU 1 to SU 5) U U U

2.3.2.4.2 Test Case 2 — Radio Check (SU 5 to SU 1) U U U
2.3.3 Message Update

2.3.3.4.1 Test Case 1 — Message Update (SU 1 to SU 5) U U U

2.3.3.4.2 Test Case 2 — Message Update (SU 5 to SU 1) U U U

Test Case Test Case Description Requirement Wil S DUEH Uy 800
Result Result Result Result Result
3.1.4 _|Reference Sensitivity - HDQPSK <-116 dBm NnA | P | P | P | P |
3.1.5 Faded Reference Sensitivity - HDQPSK <-108 dBm N/A P P P P
3.1.6 Signal Delay Spread Capability - HDQPSK > 65 us N/A P P P P
3.1.7.1 |Adjacent Channel Rejection - HDQPSK >60dB N/A P P P P
3.1.7.2 |Offset Adjacent Channel Rejection - HDQPSK > 47 dB N/A P P P P
3.1.8 Co-Channel Rejection <9dB N/A P P P P
3.1.9 Spurious Response Rejection 280 dB Mobile N/A P P P P
- > 70 dB Portable
3.1.10 |Intermodulation Rejection 275 dB Mobile N/A P P P P
- 270 dB Portable
3.1.11 Signal Displacement Bandwidth 21000 Hz N/A P P P
Trunked Subscriber Unit Transmitter Tests - TDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement Wil S DUEH Uy 800
Result Result Result Result Result
3.2.8 Unwanted Emissions: Adjacent Channel Power Ratio* 2 65 dB (non-700MHz) N/A P P P P
3.2.12 [Frequency Deviation H-CPM — High level Signal 2995 < fye, < 3310 Hz N/A P P P P
3.2.12 [Frequency Deviation H-CPM — Low Level Signal 998 < fye, < 1104 Hz N/A P P P P
3.2.13  [Modulation Fidelity <5% N/A P P P P
Not to exceed 10
3.2.14 |Symbol Rate Accuracy parts per million N/A p p » »
3.2.15 |H-CPM Transmitter Logical Channel Peak Adjacent Channel Power Ratio 235dB N/A P P P P
3.2.16 |H-CPM Transmitter Logical Channel Off Slot Power <-57dBm N/A P P P P
3.2.17 |H-CPM Transmitter Logical Channel Power Envelop
3.2.17 Max - On 4 dBc N/A P P P P
3.2.17 Slot Max 1dBc N/A P P P P
3.2.17 Slot Min -3 dBc N/A P P P P
3.2.17 Max - Off 4 dBc N/A P P p P
3.2.18 [H-CPM Transmitter Logical Channel Time Alignment 25 mlcrlzssesconds or N/A P P P P
*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.
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234 Status Update
2.3.4.4.1 Test Case 1 — Status Update (SU 1 to SU 5) U U U
2.3.4.4.2 Test Case 2 — Status Update (SU 5 to SU 1) U U U
2.3.5 Status Query
2.3.5.4.1 Test Case 1 — Status Query (SU 1 to SU 5) U U U
2.3.5.4.2 Test Case 2 — Status Query (SU 5 to SU 1) U U U
2.3.6 Radio Unit
2.3.6.4.1 Test Case 1 — Radio Unit Monitor Initiated by SU 1 — Group Call U U U
2.3.6.4.2 Test Case 2 — Radio Unit Monitor Initiated by SU 5 — Group Call U U U
2.3.6.4.3 Test Case 3 — Radio Unit Monitor Initiated by SU 1 — Unit-to-Unit Call U U U
2.3.6.4.4 Test Case 4 — Radio Unit Monitor Initiated by SU 5 — Unit-to-Unit Call U U U

** p25 CAP Minimum Feature Requirement - Test Case Result must be a Pass (P)
For further information: https://www.dhs.gov/sites/default/files/publications/P25-CAB-MIN-FEATURE_REQ_171113-508.pdf

Conventional Subscriber Unit Interoperability - Repeat Mode
(2017 CAB)

CAB Test Section Identification
P25-CAB-CAI_TEST_REQ - July 2017, Section 2.1.3.2 - Conventional Subscriber Unit
Interoperability — Repeat Mode

[Representative Conventional Base Station Repeater Products tested with the Subscriber Unit for Conventional Interoperability
- Repeat Mode

Base Station Repeater Model Name Product No. Detailed Test Report #
Vendor
Motorola Solutions GTR 8000 1 DTR-P25CAP081011-P1850004-RMO.
EF Johnson Technologies [4500 Repeater 2 DTR-P25CAP081010-18052402
Harris Corporation MASTR V 3 DTR-P25CAP081017-1180424M

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.

Conventional Subscriber Unit Interoperability Tests- Repeat Mode (2016&2017 CAB)

L Product 1 | Product 2| Product 3
Test Case Description i i i
2.4.1** |Matching NAC Operation and SU Unaddressed Voice Call **
2.4.1.4.1 Test Case 1 — Matching NAC operation — Unaddressed Voice Call P P P
2.4.2** |Matching NAC Operation — SU Routine Group Call Mode **
2.4.2.4.1 Test Case 1 — Matching NAC — SU Routine Group Call Mode P P P
2.4.3 Transmit NAC Independent of Receive NAC — SU Unaddressed Voice Call
2.4.3.4.1 Test Case 1 — Independent NAC Operation — SU Unaddressed Voice Call p p p
2.4.4 Transmit NAC Ind jent of Receive NAC — SU Routine Group Call
2.4.4.4.1 Test Case 1 — Independent NAC Operation — SU Routine Group Call P P P
2.4.5 Any NAC ($F7F) Operation — SU Unaddressed Voice Call
2.4.5.4.1 Test Case 1 — NAC $F7F Operation — SU Unaddressed Voice Call P P P
2.4.6 Any NAC ($F7F) Operation — SU Routine Group Call
2.4.6.4.1 Test Case 1 — NAC $F7F Operation — SU Routine Group Call P P P
2.4.7 Any NAC ($SF7E) Operation with Fixed Transmit NAC — SU Group Call
2.4.7.4.1 Test Case 1 — NAC $F7E Operation — SU Group Call P P P
2.4.8 Emergency Call
2.4.8.4.1 Test Case 1 — Emergency Call P P P
2.4.9** |[Monitor Mode — SU Group Call **
2.49.4.1 Test Case 1 — Monitor Mode — Receiving Group Call P P P
2.4.10 _|Unit-to-Unit Voice Call
2.4.10.4.1 Test Case 1 - Initiate Unit-to-Unit Call from SU 1 P P P
Test Case 3 — Initiate Unit-to-Unit Call from SU 1, No Co-Channel Interference
2.4.104.3 .
Suppression P P P
2.4.11 |Unit-to-Unit Voice Call Co-Channel Interference Suppression by FNE
2.4.11.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
2.4.12 |Unit-to-Unit Voice Call — Receiving Units Also in Monitor Mode
2.4.12.4.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
2.4.13 |Encryption
2.4.13.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
2.4.14 |Accept Any NAC in Normal and Selective Squelch Mode — SU Group Call
Test Case 1 — Receiving group Call with receive NAC SF7F under Normal and
24.14.4.1 Selective Squelch Modes P7 P7 P7
2.5.1 |[Call Alert
2.5.1.4.1 Test Case 1 — Initiate Call Alert Request from SU 1 P P U4
2.5.2 Radio Check
2.5.2.4.1 Test Case 1 — Initiate Radio Check from SU 1 U U U
2.5.3 Update
2.5.3.4.1 Test Case 1 — Message Update Initiated by SU 1 U U U
2.53.43 Test Case 3 —SU 1 to Group Message Update U U U
2.5.4 Status Update
2.5.4.4.1 Test Case 1 — Status Update Initiated by SU 1 U U U
2.5.4.43 Test Case 3 — SU to Talk Group Status Update Initiated by SU 1 U U U
2.5.5 Status Query
2.5.54.1 Test Case 1 — Status Query Initiated by SU 1 U U U
2.5.6 Radio Unit
2.5.6.4.1 Test Case 1 — Radio Unit Monitor Initiated by SU 1 — Group Call U U U
2.56.4.3 Test Case 3 — Radio Unit Monitor Initiated by SU 1 — Unit-to-Unit Call U U U
** p25 CAP Minimum Feature Requirement - Test Case Result must be a Pass (P)
For further information: https://www.dhs.gov/sites/default/files/publications/P25-CAB-MIN-FEATURE_REQ_171113-508.pdf
Conventional Subscriber Unit Interoperability - FNE
Dispatch Monitoring Console - Repeat Mode (2017 CAB)
CAB Test Section Identification
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P25-CAB-CAI_TEST_REQ —July 2017, Section 2.1.3.3 - Conventional Subscriber Unit
Interoperability - FNE Dispatch Monitoring Console - Repeat Mode

|Representative Conventional Base Station Repeater Products tested with the Subscriber Unit for Conventional Interoperability - FNE
Dispatch Monitoring Console - Repeat Mode

Base Station Repeater Model Name Product No. Detailed Test Report #
Vendor
Motorola Solutions GTR 8000 1 DTR-P25CAP081011-P1850004-DMC-
EF Johnson Technologies (4500 Repeater 2 DTR-P25CAP081010-18052402
Harris Corporation MASTR V 3 DTR-P25CAP081017-1180424M

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.

Conventional Subscriber Unit Interoperability Tests - FNE Dispatch Monitoring Console - Repeat Mode (2016&2017 CAB)

- Description Product 1 | Product 2| Product 3
Result Result Result
2.6.1 Unaddressed Voice Call
2.6.14.1 Test Case 1 — Unaddressed Voice Call P P P
2.6.2 Routine Group Call
2.6.2.4.1 Test Case 1 — Routine Group Call P P P
2.6.3 Emergency Call
2.6.3.4.1 Test Case 1 — Emergency Call from SU P P P
2.6.3.4.2 Test Case 2 — Emergency Call from DMC U4 U4 P
2.6.4 All Call (System-Wide Call)
Initiate System-Wide Call to Collection of Talk Groups P P U4
Unit-to-Unit Voice Call
Test Case 1 - Initiate Unit-to-Unit Call from DMC P P P
Test Case 2 — Initiate Unit-to-Unit Call from SU 1 P P P
Encryption
Test Case 1 — Call Privacy for Encrypted Call P P P
Emergency Alarm to Dispatch and/or other Monitoring Console
Test Case 1 — Emergency Alarm P P P
Call Alert
Test Case 1 — Initiate Call Alert Request from DMC P P U4
Test Case 2 — Initiate Call Alert Request from SU 1 P P U4
Radio Check
Test Case 1 — Initiate Radio Check from DMC P U4 U4
Radio Unit Inhibit
Test Case 1 — Radio Unit Inhibit from DMC P U4 U4
Radio Unit Uninhibit
Test Case 1 — Radio Unit Uninhibit from DMC P U4 U4
Message Update
Test Case 1 — Message Update from DMC U U4 U4
Test Case 2 — DMC to Group Message Update U U U4
Test Case 3 - SU 1 to DMC Message Update U U U
Test Case 4 —SU 1 to Group Message Update P U U4
Status Update
Test Case 1 — Status Update from SU 1 to DMC U U U
Test Case 2 — Talk Group Status Update Initiated by SU 1 P U U4
Status Query
Test Case 1 — Status Query Initiated by DMC P U U4
Radio Unit Monitor
Test Case 1 — Radio Unit Monitor Initiated by DMC — Group Call P U U4
Test Case 2 — Radio Unit Monitor Initiated by DMC — Unit-to-Unit Call [ [ U4

Trunked Subscriber Unit Interoperability - FDMA

(2017 CAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ - July 2017, Section 2.1.3.4 - Trunked Subscriber Unit
|Interoperability - FDMA (Phase 1)

Representative Trunked Base Station Repeater Products tested with the Subscriber Unit for Trunked Interoperability - FDMA

Base Station Repeater Model Name Product No. Detailed Test Report #
Vendor
Motorola Solutions GTR 8000 1 DTR-P25CAP081011-P1850004-FDMA
EF Johnson Technologies 4500 Repeater 2 DTR-P25CAP081010-09111601; DTR-|
Harris Corporation MASTR V 3 DTR-P25CAP081017-1180424M; DTR

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-102.CABC-C
Interoperability Testing for Voice Operation in Trunked Systems

Trunked Subscriber Unit Interoperability Tests - FDMA (2016&2017 CAB)

***Tost case included in the 2017 Test Requirements CAB. Leave test case result empty if submitting under the 2016 Test Requirements CAB.
Product1 | Product1 [ Productl | Product2 | Product2 Product2 | Product3 | Product3 [ Product3
Test Case Description Result Result Result Result Result Result Result Result Result
Home Inter-SYS | Inter-WACN Home Inter-SYS | Inter-WACN Home Inter-SYS | Inter-WACN
Roaming Roaming Roaming Roaming Roaming Roaming
2.2.1 Full Registration
2.2.1.4.1 Test Case 1 - Valid Registration P P P P U4 U4 P P u4
2.2.1.4.2 Test Case 2 — Denied or Refused Registration P P P P U4 U4 P P u4
2.2.143 Test Case 3 — Unverified Registration P P P P U4 U4 P P u4
2.2.2 Group Voice Call
2.2.2.4.1 Test Case 1 — Group Call Granted P P P P U4 U4 P P U4
. Test Case 2 — Group Call Denied P P P P U4 U4 P P U4
2.2.2.43 Test Case 3 — Group Call Request Queued P P P P U4 U4 P P U4
2.2.2.4.4 *** Test Case 4 — Group Call Interrupt *** P P P P P U4
223 Unit-to-Unit Voice Call
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2.234.1 Test Case 1 — Unit-to-Unit Call with Target Availability Check P U4 U4 P U4 U4 P P U4
Test Case 2 - Unit-to-Unit Call with Target Availability Check- Denied by
22342 Target| P U4 U4 P U4 U4 P P U4
Test Case 3 — Unit-to-Unit Call Queued with Target Availability Check — Traffic|
2.2.34.3 Channel Assignment After Target Availability Check| P U4 U4 P U4 U4 P P U4
Test Case 4 — Unit-to-Unit Call Queued with Target Availability Check — Traffic
22344 Channel Assignment Before Target Availability Check U4 U4 V] V] V] U4 [ [ U4
2.2.3.4.5 Test Case 5 — Unit-to-Unit Call without Target Availability Check| U4 U4 U4 U4 U4 U4 P P U4
2.2.3.4.6 Test Case 6 — Unit-to-Unit Call Queued without Target Availability Check| U4 U4 U4 U4 U4 U4 P P U4
2.2.3.4.7 Test Case 7 — Unit-to-Unit Call Denied P U4 U4 P U4 U4 P P U4
224 Broadcast Voice Call
2.2.4.4.1 Test Case 1 — Broadcast Voice Call P P P P U4 U4 P P U4
225 Affiliation
2.2.5.4.1 Test Case 1 — Radio Permitted to Affiliate with New Group P P P P U4 U4 P P U4
2.2.5.4.2 Test Case 2 — Radio Denied Affiliation to New Group P P P P U4 U4 P P U4
2.2.6 Announcement Group Call
2.2.6.4.1 Test Case 1 — Collection of Talk Groups Receive Call P P P P U4 U4 P P U4
2.2.7 Emergency Alarm
2.2.7.4.1 Test Case 1 — Emergency Alarm P P P P U4 U4 P P U4
2.2.8 Emergency Group Call
2.2.8.4.1 Test Case 1 — Emergency Call P P P P U4 U4 P P U4
2.2.10 |Encryption
2.2.10.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P P U4 U4 P P U4
2.2.11 |Intra-Location Registration Area Roaming
2.2.11.4.1 Test Case 1 — Idle Radio P P P P U4 U4 P P U4
2.2.13 |Deregistration ***
2.2.13.4.1 Test Case 1— Deregistration P P P P P P P P U4
2.2.14 [System Call ¥**
2.2.14.4.1 Test Case 1 — System Call U4 U4 U4 P P P U4 U4 U4
2.2.15 |call Alert ***
2.2.15.4.1 Test Case 1 — Call Alert P U4 U4 P P P P P U4
2.2.16 |Short o
2.2.16.4.1 Test Case 1 — Short Message U U U4 U4 U4 U4 U U U4
2.2.17 [Status Query ***
2.2.17.4.1 Test Case 1 — Status Query| U4 U4 U4 U4 U4 U4 U4 U4 U4
2.2.18 [Status Update ***
2.2.18.4.1 Test Case 1 — Status Update| P U4 U4 P P P P P U4
2.2.19 [Radio Unit ing ***
2.2.19.4.1 Test Case 1 — Individual Non-Silent| U U U U4 U4 U4 U4 U4 U4
2.2.19.4.2 Test Case 2 — Individual Silent| U U U U4 U4 U4 U4 U4 U4
2.2.19.4.3 Test Case 3 — Group Non-Silent| P U4 U4 U4 U4 U4 U4 U4 U4
2.2.19.4.4 Test Case 4 — Group Silent| P U4 U4 U4 U4 U4 U4 U4 U4
2.2.20 |Radio Unit Disable/Re-Enable ***
2.2.20.4.1 Test Case 1 - Radio Unit Disable P U4 U4 P P P P P U4
2.2.20.4.2 Test Case 2 — Radio Unit Re-Enable| P U4 U4 P P P P P U4
2.2.21 |Radio Check ***
| 2.2.21.4.1 Test Case 1 — Radio Check Successful P U4 U4 P P P U4 U4 U4
*%* Test case included in the 2017 Test Requirements CAB. Leave test case result empty if submitting under the 2016 Test Requirements CAB.
Trunked Subscriber Unit Interoperability - TDMA )
(leave test section empty for 2016 CAB)
(2017 CAB)
CAB Test Section Identification
P25-CAB-CAI_TEST_REQ —July 2017, Section 2.1.3.5 - Trunked Subscriber Unit
llnﬁroperability — TDMA (Phase 2)
|Representative Trunked Base Station Repeater Products tested with the Subscriber Unit for Trunked Interoperability
- TDMA
Base Station Repeater Model Name Product No. Detailed Test Report #
Vendor
Motorola Solutions GTR 8000 1 DTR-P25CAP081011-P1850004-TDM.
EF Johnson Technologies (4500 Repeater 2 DTR-P25CAP081010-18111101
Harris Corporation MASTR V 3 DTR-P25CAP081017-1180424M
The ‘test case’ number refers to the test suite paragraph number and test case number inTIA-102.CABC-C
Interoperability Testing for Voice Operation in Trunked Systems
Trunked Subscriber Unit Interoperability Tests - TDMA (2017 CAB)
Product1 | Product1 | Productl | Product2 Product 2 Product2 | Product3 | Product3 | Product3
Test Case Description Result | Result Inter| Result Inter-|  Result Result Result Result Result Result
Home SYS WACN Home Inter-SYS Inter-WACN Home Inter-SYS [ Inter-WACN
Roaming Roaming Roaming Roaming Roaming Roaming
2.2.1 Full Registration
2.2.1.4.1 Test Case 1 — Valid Registration P P P P P P P P u4
2.2.2 Group Voice Call
2.2.2.4.1 Test Case 1 — Group Call Granted P P P P P P P P u4
2.2.2.43 Test Case 3 — Group Call Request Queued P P P P P P P P u4
2.2.2.4.4 Test Case 4 — Group Call Interrupt| P P P P P P P P u4
2.2.3 Unit-to-Unit Voice Call
2.2.34.1 Test Case 1 — Unit-to-Unit Call with Target Availability Check P P P P P P P P U4
Test Case 3 — Unit-to-Unit Call Queued with Target Availability Check —
22343 Traffic Channel Assignment After Target Availability Check P U4 U4 P P P P P U4
Test Case 4 — Unit-to-Unit Call Queued with Target Availability Check — Traffic|
2.2.3.44 Channel Assignment Before Target Availability Check U4 U4 U4 U4 U4 U4 U4 U4 U4
2.2.3.45 Test Case 5 — Unit-to-Unit Call without Target Availability Check U4 U4 U4 U4 U4 U4 U U U4
2.2.3.4.6 Test Case 6 — Unit-to-Unit Call Queued without Target Availability Check U4 U4 (] U4 U4 U4 U U U4
2.2.4 _ |Broadcast Voice Call
2.2.4.4.1 Test Case 1 — Broadcast Voice Call P P P P P P P P U4
2.2.6 Group Call
2.2.6.4.1 Test Case 1 — Collection of Talk Groups Receive Ca||| P P P P P P P P U4
2.2.8 Emergency Group Call
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2.2.84.1 Test Case 1 — Emergency CaII| P P P P P P P P U4
2.2.10 [Encryption

2.2.104.1 Test Case 1 — Call Privacy for Encrypted Ca||| P P P P P P P P U4
2.2.14 [System Call

2.2.14.4.1 Test Case 1 — System Call U4 U4 U4 P U4 U4 U4 U4 U4
2.2.19 |Radio Unit itoring

2.2.19.4.1 Test Case 1 — Individual Non-Silent| U U U U4 U4 U4 U4 U4 U4

2.2.19.4.2 Test Case 2 — Individual Silent| U U U U4 U4 U4 U4 U4 U4

2.2.19.4.3 Test Case 3 — Group Non-Silent P P U U4 U4 U4 U4 U4 U4

2.2.19.4.4 Test Case 4 — Group Silent| P P U U4 U4 U4 U4 U4 U4
2.2.26 |Transmitting Subscriber Forced Preemption

2.2.26.4.1 Test Case 1 — TDMA SU Forced Audio Preemption U U U U4 U4 U4 U4 U4 U4

2.2.26.4.2 Test Ca_se 2 — TDMA SU Forced Emergency Ca_H Ruthless Preemption P P P U4 U4 U4 P P U4

CAM #26-0710

Exhibit 4B

Page 118 of 298



PRODUCT UNDER TEST

CAP Approval 20240823

Product Info

Details

Model_Name:

APX NEXT, APX NEXT XE, APX NEXTi (International), APX NEXT XN

Hardware
Capability/Options:

Full Touch Display; Full Touch Display Keypad; VHF (136-174MHz); UHF-R1 (380-470MHz); UHF-R2
(450-520MHz); 700MHz (762-776, 792-806 MHz); 800MHz (806-825, 851-870 MHz)

Software Options:

P25 Conventional, P25 Trunked, P25 TDMA Trunked, AES-256 Encryption

TEST CASE RESULT NOTATIONS AND DEFINITIONS (vendors may define additional notations/definitions)

Notation Test Case Result Definition

P (Pass) Test was passed and met stated requirements where listed

P1 Functionality requires product with DTMF keypad

P2 Functionality requires product with display capable of ID display

P3 Functionality requires DTMF microphone

P4 Functionality requires AES 256 encryption

P5 Interoperability verified with only one representative base station repeater

P6 Interoperability verified with only two representative base station repeaters

p7 Test was passed based on TIA-102.CABA-A (test cases 2.2.8.4.1 and 2.4.14.4.1) which allows a

subscriber to always unmute with SF7E NAC.

U (Unsupported)

Test examines functionality the Product Under Test does not support

Ul

37.5 millisecond slot times is not supported

U2 45 millisecond slot times is not supported

U3 Functionality is not supported by subscriber unit

ua Functionality is not supported by the representative base station repeater tested with the
subscriber under test

Us Functionality is not supported by the representative subscriber unit tested with the subscriber
under test

E (Exception) DHS OIC Approved Test Case Exception
In accordance with the guidance given in TIA 102.CAAB-D §3.2.18, if the transmitter carrier output

E1l power rating is 6 watts or less, the mean frequency difference during t1 and t3, may be greater than
+12.5 kHz.

F (Fail) Test was failed and did not meet stated requirements where listed

| Conventional Subscriber Performance (2018 CAB)

P25 CAP Test Identification

Performance

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.1.1 — Conventional Subscriber Unit

[Detailed Test Report Identification

[DTR-P25CAP-3590, DTR-P25CAP-3850 (VHF, UHF, 700-800MHz)]

The ‘test case’ number refers to the paragraph number for the test procedure found in the TIA-102.CAAA-E Digital
C4FM/CQPSK Transceiver Measurement Methods for FDMA .

Conventional Subscriber Unit Receiver Tests (2018 CAB)

Only display results for tested frequency band(s)

Test Case Test Case Description Requirement VHE UHF-L UHF-H 800

Result Result Result Result
3.1.4 Reference Sensitivity — CAFM <-116 dBm P P P P
3.1.4 Reference Sensitivity — Standard Simulcast <-116 dBm P P P p
3.1.5 Faded Reference Sensitivity — C4AFM <-108 dBm P P P P
3.1.5 Faded Reference Sensitivity — Standard Simulcast <-108 dBm P P P P
3.1.6 Signal Delay Spread Capability — C4FM > 50 ps P P P P
3.1.6 Signal Delay Spread Capability — Standard Simulcast >80 ps P P P P
3.1.7.1 |Adjacent Channel Rejection — C4AFM >60dB P P P P
3.1.7.1 |Adjacent Channel Rejection — Standard Simulcast >60dB P P p p
3.1.7.2 |Offset Adjacent Channel Rejection — CAFM >47 dB P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — Standard Simulcast >47dB P P P P
3.1.8 Co-Channel Rejection <9dB P P p P
3.1.9 Spurious Response Rejection 280 dB Mobile P P P p

> 70 dB Portable
3.1.10 |Intermodulation Rejection 275 dB Mobile P P P P
- > 70 dB Portable

3.1.11 |Signal Displacement Bandwidth > 1000 Hz P P p p
3.1.17 |Late Entry Unsquelch Delay: No Talk Group or Encryption <125ms P P P P
3.1.18 Receiver Throughput Delay <125ms P P P P

Conventional Subscriber Unit Transmitter Tests (2018 CAB) Only display results for tested frequency band(s)

Test Case Test Case Description Requirement VHEF UHF-L UHF-H 800

Result Result Result Result
3.2.8 Unwanted Emissions: Adjacent Channel Power Ratio* > 67 dB (non-700MHz) P P P P
3.2.12 Transmitter Attack Time <50ms P P P P
3.2.12 |Encoder Attack Time <100 ms P P P P
3.2.14 |Transmitter Throughput Delay <125ms P P P P
3.2.15 |Frequency Deviation for C4FM: High-Level Signal Deviation 2544 < f4e, <3111 Hz P P p p
3.2.15 |Frequency Deviation for C4FM: Low-Level Signal Deviation 848 < fye, <1037 Hz P P » s
3.2.16 |Modulation Fidelity — C4AFM <5% ) ) P P
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. N N . [t1=5ms] [t1=10ms] [t1=10ms] [t1=20ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t1 value in cell] | Af| <12.5 kHz p p p p

. N N . [t2=20ms] [t2=25ms] [t2=25ms] [t2=50ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t2 value in cell] | Af| < 6.25 kHz p p p p

. N N . [t3=5ms] [t3=10ms] [t3=10ms] [t3=10ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t3 value in cell] |Af| <12.5 kHz p p p p

*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.

| Trunked Subscriber Performance - FDMA (2018 CAB)

P25 CAP Test Identification

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.1.2 — Trunked Subscriber Unit
Performance - FDMA

[Detailed Test Report Identification

[DTR-P25CAP-3590, DTR-P25CAP-3850 (VHF, UHF, 700-800MHz)]

C4FM/CQPSK Transceiver Measurement Methods for FDMA .

The ‘test case’ number refers to the paragraph number for the test procedure found in the TIA-102.CAAA-E Digital

Trunked Subscriber Unit Receiver Tests - FDMA (2018 CAB)

Only display results for tested frequency band(s)

Test Case Test Case Description Requirement G? GBI WA 800
Result Result Result Result
3.1.4 Reference Sensitivity — CAFM <-116 dBm P P P P
3.1.4 Reference Sensitivity — Standard Simulcast <-116 dBm P P P P
3.1.5 Faded Reference Sensitivity — C4AFM <-108 dBm P P P P
3.1.5 Faded Reference Sensitivity — Standard Simulcast <-108 dBm P P P P
3.1.6 Signal Delay Spread Capability — C4FM >50 us P P P P
3.1.6 Signal Delay Spread Capability — Standard Simulcast >80 ps P P P P
3.1.7.1 |Adjacent Channel Rejection — CAFM > 60 dB P P P P
3.1.7.1 |Adjacent Channel Rejection — Standard Simulcast > 60 dB P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — CAFM >47 dB P P P P
3.1.7.2 |Offset Adjacent Channel Rejection — Standard Simulcast >47dB P P P P
3.1.8 Co-Channel Rejection <9dB P P P P
3.1.9 Spurious Response Rejection 2 80 dB Mobile P P P P
- > 70 dB Portable
3.1.10 |Intermodulation Rejection 275 dB Mobile P P P P
- > 70 dB Portable
3.1.11 |Signal Displacement Bandwidth > 1000 Hz P P P
Trunked Subscriber Unit Transmitter Tests - FDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement G? GBI WA 800
Result Result Result Result
3.2.8 Unwanted Emissions: Adjacent Channel Power Ratio* > 67 dB (non-700MHz) P P P P
3.2.12 Power Attack Time <50 ms P P P P
3.2.12 Encoder Attack Time <100 ms P P P P
3.2.14 |Transmitter Throughput Delay <125 ms P P P P
3.2.15 |Frequency Deviation for C4FM: High-Level Signal Deviation 2544 < f4e, <3111 Hz P P P P
3.2.15 |Frequency Deviation for C4FM: Low-Level Signal Deviation 848 < fge, < 1037 Hz P P P P
3.2.16 |Modulation Fidelity — C4AFM <5% ) ) P P
3.2.18 |Transient Frequency Behavior: Time Interval [see t1 value in cell] | Af| £12.5 kHz [tl—sms] [tl—][;Oms] [tl—iOms] [tl—iOms]
. . . X [t2=20ms] | [t2=25ms] [t2=25ms] [t2=50ms]
3.2.18 |Transient Frequency Behavior: Time Interval [see t2 value in cell] | Af| < 6.25 kHz P P p P
3.2.18 |Transient Frequency Behavior: Time Interval [see t3 value in cell] | Af| £12.5 kHz [t3—sms] [t3—][;0ms] [t3—}:0ms] [t3—}:0ms]
*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.
Trunked Subscriber Unit Trunked Tests - FDMA (2018 CAB)
Test Case Test Case Description Requirement Result
331 Trunked ControI_ChanneI Slot Times - 37.5 ms Slot 2.00 <t €4.15 ms P
Encode Attack Time
3.3.1 Trunked Control Channel Slot Times - 37.5 ms Slot 0.00< t,, €4.15ms P
RF Power Attack Time
Trunked Control Channel Slot Times - 37.5 ms Slot
331 . <1.57ms P
RF Power Turn Off Time
3.3.1 Trunked ControI.ChanneI Slot Times - 45 ms Slot 2.00 <t < 11.65 ms P
Encode Attack Time
331 Trunked Control C_hannel Slot Times - 45 ms Slot 0.00 €ty € 1165 ms P
RF Power Attack Time
3.3.1 Trunked Control Channel Slot Times - 45 ms Slot <157 ms P
" RF Power Turn Off Time -
3.3.2 Trunked Request Time - 37.5 ms Slot <160 ms P
3.3.2 Trunked Request Time - 45 ms Slot <167.5ms P
Transmitter Time to Key on a Traffic Channel
3.35 Short Channel Form <150.0 ms P
RF Transmitter time to Key on a Working Channel
Transmitter Time to Key on a Traffic Channel
335 Short Channel Form <150.0 ms P
Encoder Transmit Time
Transmitter Time to Key on a Traffic Channel
3.3.5 Explicit Channel Form <1711 ms P
RF Transmitter Time to Key on a Working Channel
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Transmitter Time to Key on a Traffic Channel
Explicit Channel Form
Encoder Transmit Time

335

<171.1ms

Conventional Subscriber Unit Interoperability - Direct Mode
(2018 CAB)

Test Identification

P25-CAB-CAI_TEST_REQ — October 2018, Section 2.1.3.1 - Conventional Subscriber Unit
Interoperability — Direct Mode

Trunked Subscriber Performance - TDMA )
(leave test section empty for 2016 CAB)
(2018 CAB)
Test Identification
P25-CAB-CAI_TEST_REQ —October 2018, Section 2.1.1.3 - Trunked Subscriber Unit
Performance - TDMA
[Detailed Test Report Identification
[DTR-P25CAP-3590, DTR-P25CAP-3850 (VHF, UHF, 700-800MHz)]
The ‘test case’ number refers to the paragraph number for the test procedure found in TIA-102.CCAA-B Two-Slot
Time Division Multiple Access Transceiver Measurement Methods for TDMA.
Trunked Subscriber Unit Receiver Tests - TDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement G? GBI WA 800
Result Result Result Result
3.1.4 Reference Sensitivity - HDQPSK <-116 dBm P P P P
3.1.5 Faded Reference Sensitivity - HDQPSK <-108 dBm P P P P
3.1.6 Signal Delay Spread Capability - HDQPSK > 65 us P P P P
3.1.7.1 |Adjacent Channel Rejection - HDQPSK >60dB P P P P
3.1.7.2 |Offset Adjacent Channel Rejection - HDQPSK >47 dB P P P P
3.1.8 Co-Channel Rejection <9dB P P P P
3.1.9 Spurious Response Rejection 2 80 dB Mobile P P P P
> 70 dB Portable
3.1.10 |Intermodulation Rejection 275 dB Mobile P P P P
o > 70 dB Portable
3.1.11 |Signal Displacement Bandwidth >1000 Hz P P P
Trunked Subscriber Unit Transmitter Tests - TDMA (2018 CAB) Only display results for tested frequency band(s)
Test Case Test Case Description Requirement G? GBI WA 800
Result Result Result Result
3.2.8 Unwanted Emissions: Adjacent Channel Power Ratio* > 65 dB (non-700MHz) P P P P
3.2.12 |Frequency Deviation H-CPM — High level Signal 2995 < fye, < 3310 Hz P P P P
3.2.12 |Frequency Deviation H-CPM — Low Level Signal 998 < fgey < 1104 Hz P P P P
3.2.13 |Modulation Fidelity <5% P ) P P
3.2.14 |Symbol Rate Accuracy Not to exceed 10 P
parts per million P P P
3.2.15 |H-CPM Transmitter Logical Channel Peak Adjacent Channel Power Ratio >35dB P P P P
3.2.16 |H-CPM Transmitter Logical Channel Off Slot Power <-57dBm P P P P
3.2.17 |H-CPM Transmitter Logical Channel Power Envelop
3.2.17 Max - On 4 dBc P P P P
3.2.17 Slot Max 1dBc P P P P
3.2.17 Slot Min -3 dBc P P P P
3.2.17 Max - Off 4 dBc P P P P
3.2.18 |H-CPM Transmitter Logical Channel Time Alignment 25 mlcrlc:;conds or P P P P
*700MHz Adjacent Channel Power Ratio test is passed based on test results submitted for FCC equipment authorization.

|Representative Conventional Subscriber Unit Products tested with the Subscriber
- Direct Mode

Unit for Conventional Interoperability

Subscriber Vendor Model Name Abbrev. Detailed Test Report #
Motorola Solutions APX8000 MSI APX8000 DTR-P25CAP081011-P1850004-DMO-APX8K
EF Johnson Technologies | Viking VP900 EFJ VP900 DTR-P25CAP081010-18052403 [
L3Harris Corporation XL-200P L3Harris DTR-P25CAP081017-1180424M |
The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.
Conventional Subscriber Unit Interoperability Tests - Direct Mode (2016&2017 CAB)

Test C: Description MSI L3Harris

est Case > APX8000 | EFJ VP900| XL-200P

2.2.1** [Matching NAC Operation and SU Unaddressed Voice Call**

22141 Test Case 1 — Unaddressed Voice Call P P P

2.2.2** |Matching NAC Operation and SU Routine Group Voice Call**

2.2.24.1 Test Case 1 — Routine Group Voice Call P P P

2.2.3** [Monitor Mode — SU Group Voice Call**

2.2.3.4.1 Test Case 1 — Receiving Group Call P P P
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Accept Any NAC in Normal & Selective Squelch Mode — SU Group
2.2.8%* .
Voice Call**
Test Case 1 — Receiving Group Call with Receive NAC $F7E under Normal and
Selective Squelch Modes P7 P7 P7
Emergency Call
Test Case 1 - Emergency Call P P P
Unit-to-Unit Voice Call
Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
Test Case 2 — Initiate Unit-to-Unit Call from SU 5 P P P
Unit-to-Unit Voice Call — Receiving Units also in Monitor Mode
Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
Test Case 2 — Initiate Unit-to-Unit Call from SU 5 P P P
Encryption
7.4, Test Case 1 — Call Privacy for Encrypted Call P P P
2.3.1 Call Alert
Test Case 1 — Call Alert (SU 1 to SU 5) P P U5
Test Case 2 — Call Alert (SU 5 to SU 1) P P U5
Radio Check
Test Case 1 — Radio Check (SU 1 to SU 5) U U U
Test Case 2 — Radio Check (SU 5 to SU 1) U U U
Message Update
Test Case 1 — Message Update (SU 1 to SU 5) U U U
X Test Case 2 — Message Update (SU 5 to SU 1) U U U
2.3.4 Status Update
2.3.4.4.1 Test Case 1 — Status Update (SU 1 to SU 5) U U U
2.3.4.4.2 Test Case 2 — Status Update (SU 5 to SU 1) U U U
2.3.5 Status Query
2.3.5.4.1 Test Case 1 — Status Query (SU 1 to SU 5) U U U
2.3.5.4.2 Test Case 2 — Status Query (SU 5 to SU 1) U U U
2.3.6 Radio Unit Monitor
Test Case 1 — Radio Unit Monitor Initiated by SU 1 — Group Call U U U
Test Case 2 — Radio Unit Monitor Initiated by SU 5 — Group Call U U U
. Test Case 3 — Radio Unit Monitor Initiated by SU 1 — Unit-to-Unit Call U U U
2.3.6.4.4 Test Case 4 — Radio Unit Monitor Initiated by SU 5 — Unit-to-Unit Call U U U

** P25 CAP Minimum Feature Requirement - Test Case Result must be a Pass (P)

For further information: https://www.dhs.gov/sites/default/files/publications/P25-CAB-MIN-FEATURE_REQ_171113-508.pdf

Conventional Subscriber Unit Interoperability - Repeat Mode

(2017 CAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ - July 2017, Section 2.1.3.2 - Conventional Subscriber Unit
Interoperability — Repeat Mode

|Representative Conventional Base Station Repeater Products tested with the Sub
- Repeat Mode

scriber Unit for Conventional Interoperability

Base Station Repeater

Model Name Abbrev. Detailed Test Report #
Vendor
Motorola Solutions GTR 8000 MSI GTR 8000 DTR-P25CAP081011-P1850004-RMO-GTR8K
EF Johnson Technologies |4500 Repeater EFJ 4500 DTR-P25CAP081010-18052402
Harris Corporation MASTR V L3Harris MASTRV  |DTR-P25CAP081017-1180424M |

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-
102.CABA Interoperability Testing for Voice Operation in Conventional Systems.

Conventional Subscriber Unit Interoperability Tests- Repeat Mode (201682017 CAB)

Test Case Description MSI GTR L3Harris
8000 EFJ 4500 | MASTRV
2.4.1** |Matching NAC Operation and SU Unaddressed Voice Call **
2.4.1.4.1 Test Case 1 — Matching NAC operation — Unaddressed Voice Call P P P
2.4.2** [Matching NAC Operation — SU Routine Group Call Mode **
2.4.2.4.1 Test Case 1 — Matching NAC — SU Routine Group Call Mode P P P
243 Transmit NAC Independent of Receive NAC — SU Unaddressed Voice Call
24341 Test Case 1 - Independent NAC Operation — SU Unaddressed Voice Call P p P
244 Transmit NAC Independent of Receive NAC — SU Routine Group Call
2.4.4.4.1 Test Case 1 — Independent NAC Operation — SU Routine Group Call P P P
2.4.5 Any NAC ($F7F) Operation — SU Unaddressed Voice Call
2.4.5.4.1 Test Case 1 — NAC SF7F Operation — SU Unaddressed Voice Call P P P
2.4.6 Any NAC ($F7F) Operation — SU Routine Group Call
2.4.6.4.1 Test Case 1 — NAC SF7F Operation — SU Routine Group Call P P P
2.4.7 Any NAC ($F7E) Operation with Fixed Transmit NAC — SU Group Call
2.4.7.4.1 Test Case 1 — NAC SF7E Operation — SU Group Call P P P
Emergency Call
Test Case 1 - Emergency Call P P P
Monitor Mode — SU Group Call **
Test Case 1 — Monitor Mode — Receiving Group Call P P P
Unit-to-Unit Voice Call
2.4.104.1 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
Test Case 3 — Initiate Unit-to-Unit Call from SU 1, No Co-Channel Interference
2.4.104.3 .
Suppression P P P
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2.4.11 |Unit-to-Unit Voice Call Co-Channel Interference Suppression by FNE

241141 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
2.4.12 |Unit-to-Unit Voice Call — Receiving Units Also in Monitor Mode

241241 Test Case 1 — Initiate Unit-to-Unit Call from SU 1 P P P
2.4.13 |Encryption

2.4.13.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
2.4.14 |Accept Any NAC in Normal and Selective Squelch Mode - SU Group Call

241441 Test Case 1 — Receiving group Call with receive NAC SF7F under Normal and

Selective Squelch Modes P7 P7 P7

2.5.1 Call Alert

2.5.1.4.1 Test Case 1 — Initiate Call Alert Request from SU 1 P P U4
2.5.2 Radio Check

2.5.2.4.1 Test Case 1 — Initiate Radio Check from SU 1 U U U
2.5.3 Message Update

2.53.4.1 Test Case 1 — Message Update Initiated by SU 1 U U U

2.5.3.4.3 Test Case 3 —SU 1 to Group Message Update U U U
2.5.4 Status Update

2.5.4.4.1 Test Case 1 — Status Update Initiated by SU 1 U U U

2.5.4.4.3 Test Case 3 — SU to Talk Group Status Update Initiated by SU 1 U U U
2.5.5 Status Query

2.5.5.4.1 Test Case 1 — Status Query Initiated by SU 1 U U U
2.5.6 Radio Unit Monitor

2.5.6.4.1 Test Case 1 — Radio Unit Monitor Initiated by SU 1 — Group Call U U U

2.5.6.4.3 Test Case 3 — Radio Unit Monitor Initiated by SU 1 — Unit-to-Unit Call U U U

** P25 CAP Minimum Feature Requirement - Test Case Result must be a Pass (P)

For further information: https://www.dhs.gov/sites/default/files/publications/P25-CAB-MIN-FEATURE_REQ_171113-508.pdf

Conventional Subscriber Unit Interoperability - FNE

Dispatch Monitoring Console - Repeat Mode (2017 CAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ - July 2017, Section 2.1.3.3 - Conventional Subscriber Unit

Interoperability - FNE Dispatch Monitoring Console - Repeat Mode

Representative Conventional Base Station Repeater Products tested with the Sub:

Dispatch Monitoring Console - Repeat Mode

scriber Unit for Conventional Interoperability - FNE

Base Station Repeater Model Name Abbrev Detailed Test Report #
Vendor
Motorola Solutions GTR 8000 MSI GTR 8000 DTR-P25CAP081011-P1850004-DMC-GTR8K
EF Johnson Technologies |4500 Repeater EFJ 4500 DTR-P25CAP081010-18052402
Harris Corporation MASTR V L3Harris MASTR V. |DTR-P25CAP081017-1180424M |

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-

102.CABA Interoperability Testing for Voice Operation in Conventional Systems.

Conventional Subscriber Unit Interoperability Tests - FNE Dispatch Monitoring Console - Repeat Mode (2016&2017 CAB)

Test Case Description LR (ELEmD
8000 EFJ 4500 | MASTRV

2.6.1 Unaddressed Voice Call

26.14.1 Test Case 1 - Unaddressed Voice Call P P P
2.6.2 Routine Group Call

2.6.2.4.1 Test Case 1 — Routine Group Call P P P
2.6.3 Emergency Call

2.6.3.4.1 Test Case 1— Emergency Call from SU P P P

2.6.3.4.2 Test Case 2 — Emergency Call from DMC U4 [z P
2.6.4 All Call (System-Wide Call)

2.6.4.4.1 Initiate System-Wide Call to Collection of Talk Groups P P U4
2.6.5 Unit-to-Unit Voice Call

2.6.54.1 Test Case 1 - Initiate Unit-to-Unit Call from DMC P P P

2.6.54.2 Test Case 2 — Initiate Unit-to-Unit Call from SU 1 P P P
2.6.6 Encryption

2.6.6.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P
2.7.1 Emergency Alarm to Dispatch and/or other Monitoring Console

2.7.1.4.1 Test Case 1 — Emergency Alarm P P P
2.7.2 Call Alert

2.7.2.4.1 Test Case 1 — Initiate Call Alert Request from DMC P P U4

2.7.2.4.2 Test Case 2 — Initiate Call Alert Request from SU 1 P P U4
2.7.3 Radio Check

27341 Test Case 1 - Initiate Radio Check from DMC P U4 [z
2.7.4 Radio Unit Inhibit

27441 Test Case 1 — Radio Unit Inhibit from DMC P U4 [z
2.7.5 Radio Unit Uninhibit

2.754.1 Test Case 1 — Radio Unit Uninhibit from DMC P U4 [z
2.7.6 Message Update

2.7.6.4.1 Test Case 1 — Message Update from DMC U U4 U4

2.7.6.4.2 Test Case 2 — DMC to Group Message Update U U U4

2.7.6.4.3 Test Case 3 —SU 1 to DMC Message Update U U U

2.7.6.4.4 Test Case 4 — SU 1 to Group Message Update P U U4
2.7.7 Status Update

2.7.7.4.1 Test Case 1 — Status Update from SU 1 to DMC U U U

2.7.7.4.2 Test Case 2 — Talk Group Status Update Initiated by SU 1 P U U4
2.7.8 Status Query
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2.7.8.4.1 Test Case 1 — Status Query Initiated by DMC P U u4
2.7.9 Radio Unit Monitor

2.7.9.4.1 Test Case 1 — Radio Unit Monitor Initiated by DMC — Group Call P U u4

2.7.9.4.2 Test Case 2 — Radio Unit Monitor Initiated by DMC — Unit-to-Unit Call U U U4

Trunked Subscriber Unit Interoperability - FDMA
(2017 CAB)

CAB Test Section Identification

P25-CAB-CAI_TEST_REQ - July 2017, Section 2.1.3.4 - Trunked Subscriber Unit
Interoperability — FDMA (Phase 1)

Representative Trunked Base Station Repeater Products tested with the Subscriber Unit for Trunked Interoperability - FDMA

Base Station Repeater

Model Name Abbrev. Detailed Test Report #
Vendor
Motorola Solutions GTR 8000 MSI GTR 8000 DTR-P25CAP081011-P1850004-FDMA-ASTRO25; DTR-P25CAP081011-APX8000
EF Johnson Technologies |4500 Repeater EFJ 4500 DTR-P25CAP081010-09111601; DTR-P25CAP081010-09111601
Harris Corporation MASTR V L3Harris MASTR V. |DTR-P25CAP081017-1180424M; DTR-P25CAP081017-1110120M02

The ‘test case’ number refers to the test suite paragraph number and test case number in TIA-102.CABC-C
Interoperability Testing for Voice Operation in Trunked Systems

Trunked Subscriber Unit Interoperability Tests - FDMA (2016&2017 CAB)

*%*Tost case included in the 2017 Test Requirements CAB. Leave test case result empty if submitting under the 2016 Test Requirements CAB.

Product1 | Product1 Product 2 Result Product 3 [ Product 3
Test Case Description MS! GTR Result Result Inter—SYS i Result Result
Inter-SYS | Inter-WACN Roaming L3Harris | |nter-SYS | Inter-WACN
8000 Roaming Roaming | EFJ 4500 MASTRV | Roaming Roaming

2.2.1 Full Registration

2.2.14.1 Test Case 1 — Valid Registration P P P P U4 P P U4

2.2.1.4.2 Test Case 2 — Denied or Refused Registration P P P P U4 P P U4

2.2.14.3 Test Case 3 — Unverified Registration P P P P U4 P P U4
2.2.2 Group Voice Call

22.24.1 Test Case 1 - Group Call Granted P P P P U4 P P U4

2.2.2.4.2 Test Case 2 — Group Call Denied P P P P U4 P P U4

2.2.24.3 Test Case 3 — Group Call Request Queued P P P P U4 P P U4

2.22.4.4 *%* Test Case 4 — Group Call Interrupt *** P P P P P U4
2.2.3 Unit-to-Unit Voice Call

2.2.3.4.1 Test Case 1 — Unit-to-Unit Call with Target Availability Check P U4 U4 P U4 P P U4

2.2.3.4.2 | Test Case 2 - Unit-to-Unit Call with Target Availability Check- Denied by Target P va va P U4 p o U4

Test Case 3 — Unit-to-Unit Call Queued with Target Availability Check — Traffic
2.2.34.3 Channel Assignment After Target Availability Check P U4 U4 P U4 P P U4
Test Case 4 — Unit-to-Unit Call Queued with Target Availability Check — Traffic

2.2.3.44 Channel Assignment Before Target Availability Check U4 U4 U4 U4 U4 U4 U4 U4

2.2.3.4.5 Test Case 5 — Unit-to-Unit Call without Target Availability Check U4 [z U4 U4 [z P P [z

2.2.3.4.6 Test Case 6 — Unit-to-Unit Call Queued without Target Availability Check U4 U4 U4 U4 [z} P P [z

2.2.3.4.7 Test Case 7 — Unit-to-Unit Call Denied P U4 u4 P [z} P P [z
2.2.4 Broadcast Voice Call

2.2.4.4.1 Test Case 1 — Broadcast Voice Call P P P P [z P P U4
2.2.5 Affiliation

2.2.5.4.1 Test Case 1 — Radio Permitted to Affiliate with New Group P P P P [z P P U4

2.2.5.4.2 Test Case 2 — Radio Denied Affiliation to New Group P P P P [z P P U4
2.2.6 Announcement Group Call

2.2.6.4.1 Test Case 1 — Collection of Talk Groups Receive Call P P P P [z P P [z
2.2.7 Emergency Alarm

2.2.7.4.1 Test Case 1 — Emergency Alarm P P P P U4 P P u4
2.2.8 Emergency Group Call

2.2.8.4.1 Test Case 1— Emergency Call P P P P [z P P U4
2.2.10 |Encryption

2.2.10.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P P [z P P U4
2.2.11 |Intra-Location Registration Area Roaming

2.2.11.4.1 Test Case 1 — Idle Radio P P P P [z P P U4
2.2.13  [Deregistration ***

2.2.13.4.1 Test Case 1 — Deregistration P P P P P P P u4
2.2.14 [system call ¥**

2.2.14.4.1 Test Case 1 — System Call U4 U4 U4 P P [z U4 U4
2.2.15 _|call Alert ***

2.2.15.4.1 Test Case 1 — Call Alert P U4 U4 P P P P U4
2.2.16 |Short *Ek

2.2.16.4.1 Test Case 1 — Short Message U U U4 U4 U4 U U u4
2.2.17 [status Query *¥**

2.2.17.4.1 Test Case 1 — Status Query U4 U4 U4 U4 U4 U4 U4 u4
2.2.18 [Status Update ***

2.2.18.4.1 Test Case 1 — Status Update P U4 U4 P P P P u4
2.2.19  [Radio Unit Monitoring ***

2.2.19.4.1 Test Case 1 — Individual Non-Silent U U U U4 U4 U4 u4 [z

2.2.19.4.2 Test Case 2 — Individual Silent U U U U4 U4 U4 u4 [z

2.2.19.4.3 Test Case 3 — Group Non-Silent P U4 U4 U4 U4 U4 U4 u4

2.2.19.4.4 Test Case 4 — Group Silent P U4 U4 U4 U4 U4 U4 u4
2.2.20 _|Radio Unit Disable/Re-Enable ***
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2.2.204.1 Test Case 1 - Radio Unit Disable P U4 [z P P P P U4
2.2.20.4.2 Test Case 2 — Radio Unit Re-Enable P U4 [z P P P P U4
2.2.21 _|Radio Check ***
[ [2.2214.1 Test Case 1 — Radio Check Successful P U4 U4 P P U4 U4 U4
*¥¥* Test case included in the 2017 Test Requirements CAB. Leave test case result empty if submitting under the 2016 Test Requirements CAB.
Trunked Subscriber Unit Interoperability - TDMA )
(leave test section empty for 2016 CAB)
(2017 CAB)
CAB Test Section Identification
P25-CAB-CAI_TEST_REQ - July 2017, Section 2.1.3.5 - Trunked Subscriber Unit
Interoperability — TDMA (Phase 2)
|Representative Trunked Base Station Repeater Products tested with the Subscriber Unit for Trunked Interoperability
- TDMA
Base Station Repeater Model Name Abbrev. Detailed Test Report #
Vendor
Motorola Solutions GTR 8000 MSI GTR 8000 DTR-P25CAP081011-P1850004-TDMA-ASTRO25
EF Johnson Technologies |4500 Repeater EFJ 4500 DTR-P25CAP081010-18111101
Harris Corporation MASTR V L3Harris MASTRV  |DTR-P25CAP081017-1180424M
The ‘test case’ number refers to the test suite paragraph number and test case number inTIA-102.CABC-C
Interoperability Testing for Voice Operation in Trunked Systems
Trunked Subscriber Unit Interoperability Tests - TDMA (2017 CAB)
Product1 | Product1 Product 3 | Product 3
L Result Inter{ Result Inter- Product 2 Result Result Result
EStCaE DESchPEon MSIGTR |  svs WACN Inter-5vS L3Harris | Inter-SYS | Inter-WACN
8000 Roaming Roaming EFJ 4500 Roaming MASTR V Roaming Roaming
2.2.1 Full Registration
2.2.1.4.1 Test Case 1 — Valid Registration P P P P P P P [z
2.2.2 Group Voice Call
2.2.2.4.1 Test Case 1 — Group Call Granted P P P P P P P [z
2.2.2.4.3 Test Case 3 — Group Call Request Queued P P P P P P P [z
2.2.2.4.4 Test Case 4 — Group Call Interrupt P P P P P P P [z
2.23 Unit-to-Unit Voice Call
2.2.3.4.1 Test Case 1 — Unit-to-Unit Call with Target Availability Check P P P P P P P U4
Test Case 3 — Unit-to-Unit Call Queued with Target Availability Check — Traffic
22343 Channel Assignment After Target Availability Check P U4 U4 P P P P U4
Test Case 4 — Unit-to-Unit Call Queued with Target Availability Check — Traffic
22344 Channel Assignment Before Target Availability Check U4 U4 U4 U4 U4 U4 U4 U4
2.2.3.4.5 Test Case 5 — Unit-to-Unit Call without Target Availability Check U4 [z U4 U4 [z U U U4
2.2.3.4.6 Test Case 6 — Unit-to-Unit Call Queued without Target Availability Check U4 U4 U4 U4 [z U U [z
2.24 Broadcast Voice Call
22441 Test Case 1 — Broadcast Voice Call P P P P P P P U4
2.2.6 Announcement Group Call
2.2.6.4.1 Test Case 1— Collection of Talk Groups Receive Call P P P P P P P U4
2.2.8 Emergency Group Call
2.2.8.4.1 Test Case 1— Emergency Call P P P P P P P U4
2.2.10 |Encryption
2.2.10.4.1 Test Case 1 — Call Privacy for Encrypted Call P P P P P P P U4
2.2.14 [System Call
2.2.14.4.1 Test Case 1 — System Call U4 U4 U4 P [z [z u4 [z
2.2.19 |Radio Unit Monitoring
2.2.19.4.1 Test Case 1 — Individual Non-Silent U U U U4 [z} [z} u4 [z
2.2.19.4.2 Test Case 2 — Individual Silent U U U U4 [z [z U4 U4
2.2.19.4.3 Test Case 3 — Group Non-Silent P P U U4 U4 U4 U4 u4
2.2.19.4.4 Test Case 4 — Group Silent| P P U U4 U4 U4 U4 u4
2.2.26 |Transmitting Subscriber Forced Preemption
2.2.26.4.1 Test Case 1 — TDMA SU Forced Audio Preemption U U U U4 U4 U4 U4 u4
2.2.26.4.2 Test Case 2 — TDMA SU Forced Emergency Call Ruthless Preemption P P P U4 U4 P P U4
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@ MOTOROLA SOLUTIONS

City of Fort Lauderdale

Attachment 50 - Programming
Documentation

RFP # 549
December 18, 2025

The design, technical, and price information furnished with this proposal is proprietary information of Motorola Solutions, Inc. (Motorola). Such
information is submitted with the restriction that it is to be used only for the evaluation of the proposal, and is not to be disclosed publicly or in any
manner to anyone other than those required to evaluate the proposal, without the express written permission of Motorola Solutions, Inc.

MOTOROLA, MOTO, MOTOROLA SOLUTIONS, and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings,
LLC and are used under license. All other trademarks are the property of their respective owners. © 2025 Motorola Solutions, Inc. All rights reserved.

CAM #26-0710
Exhibit 4B
Page 126 of 298



City of Fort Lauderdale December 18, 2025
Attachment 49 - Programming Documentation RFP # 549

Table of Contents

Section 1
RFP Section 3.42.4.1 Programming Documentation ............ccccoeveiiiiiiiiiceiiiiie e 1-1
Table of Contents @ MOTOROLA SOLUTIONS

Use or disclosure of this proposal is subject to the restrictions on the cover page.
Motorola Solutions
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City of Fort Lauderdale

December 18, 2025
Attachment 49 - Programming Documentation

RFP # 549

Section 1

RFP Section 3.42.4.1 Programming
Documentation

Programming Documentation has been provided on the following pages.

RFP Section 3.42.4.1 Programming Documentation @ MOTOROLA SOLUTIONS

Use or disclosure of this proposal is subject to the restrictions on the cover page.
Motorola Solutions
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Appendix: KVL Role based Action List
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First Launch

When you launch the Key Variable Loader (KVL) for the first time, you need to configure passwords and set

time and date.

KVL5000

MOTOROLA

TOLA

SOLUTIONS
Press power

button for
a few seconds

©Motorola Solutions, Inc.

Licensing agreement

Review the licensing agreement for
this application

MOTOROLA SOLUTIONS, INC.
END USER LICENSE AGREEMENT

Motorola Solutions, Inc. ("Motorola") is willing to
license the Moterola application and HSM

Software and the accompanying documentation to
you ("Licensee” or "you") for use with a Motorola
KVL5000 only on the condition that you accept all
the terms in this End User License Agreement
("Agreement").

IMPORTANT: READ THE FOLLOWING TERMS AND
CONDITIONS BEFORE USING THE ACCOMPANYING
PRODUCT.

BY CLICKING ON THE "ACCEPT" BUTTON ABOVE,
YOU ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMENT, UNDERSTAN/
BOUND BY THE TERMS OH
IFYou Do NoTAGReeTO[  Turn off KVL
AGREEMENT, MOTOROLA

LICENSE THE SOFTWARE TO YOU. Y1

Set date and time

Date
11/07/2017

Time

11:28 PM

A

Time zone

UTC+0:00

Button becomes active
when all data valid

NV

Warning

Warning: lllegal and/or
unauthorized use of this device
and any related service is strictly
prohibited and appropriate legal
action will be taken, including
without limitation civil, criminal
and injunctive redress. Your

use of this device and any
related service constitutes

your consent to be bound by all
terms, conditions, and notices
associated with its use including
consent to all monitoring and
disclosure provisions.
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First Launch 5

Date & Time

Choose date, time and time zone. You can change these settings later.

Set date and time

Date
11/07/2017

Time
11:28 PM

Time zone

UTC+0:00

Set Set

Cancel Cancel

» .
> Actions

Select time zone

No filter applied No filter ap
Darwin West ALy
UTC+9:30 UTC-4:00
Davis Port of Spain
UTC+7:00 UTC-4:00
Dawson Dominica
UTC-8:00 UTC-4:00
Dawson Creek Marigot
UTC-7:00 UTC-4:00
NaNnrnnha Qantiann
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First Launch 6

Time Zone filtering/sorting options

Select ti
iy Sort by @

West Filter @

UTC-4:00

Port of Spain
UTC-4:00

qwertyuiop
UTC-4:00
A IIIIIII UTC-4:00

A 4

Tap to sort by

chosen criteria in
ascending order

Actions

To search for items named “Chicago”,

type “chicago” or “chi” in the filter dialog.
You do not need to enter the entire name,
only the beginning. You can filter a list both
Warsaw Warsaw Filter by the name and by the offset.

UTC+1:00 UTC+1:00

Select time zone

Filtered by: "war"

Filtered by:

Clear filter

A

Remove filter

from the list
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First Launch

Define passwords

Setup passwords for both Operator and Administrator

Define passwords

Administrator
no password entered

Operator
no password entered

The password must contain between
15 and 30 characters, including at
least one special character, one
numeric character, and one
uppercase character.

¢ Administrator

New password

< Administrator

New password

t password

Define passwords

Administrator
new password entered

Operator
no password entered

'lI"'lt

Too short, special character, number, uppercase

Repeat password

Passwords do not match

gwer tyuiop
asdfghjkl"
2 zxcvbnmea

sym . 0K

l'

¢ Administrator

New password

A

-

The same procedure

for operator

Repeat password

sessssssesssnssssee
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Settings 8

Inactivity timeout

Reduces unnecessary battery drain | Default set to 5 minutes | Only Administrator can change this

KVL 5000 Settings Settings
Configure this device Security
FIPS options
2 Share keys
General System Key
E Configure a device Gelle s I Gl (Default) ’
' 9 settings, and more...

‘ Store & forward Security _|—> Inactivity timeout N

Passwords, System Key, and 5

— " more...

- udit lo q

_Q . Sharing ®
KMF On

Q Settings Phone numbers, KMF RSI, and
More... Masking mode

a Logout Last character unmasked
Manage firmware

Timeout can be set to values from

2 to 30 minutes.
Not used KVL will turn off after
specified time.

Inactivity timeout (min)
Change value

Inactivity timeout (min)

< <

Change value

Inactivity Inactivity

timeout 10 timeout /7 S
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Settings 9

Screen timeout

Allows to set time before KVL’s screen turns off | Default set to 1 minute | Depends on Inactivity timeout

< Settings
General

< Settings
Device

< Settings
Hardware

Night Time Device Battery status

Color scheme Date, volume, and more... 100%

Main menu banner > Ethernet Audio volume >

KVL 5000 DHCP IP address, and more... 14%

Hardware VPN Brightness 3

Device and ethernet settings List of VPN profiles 89%

KVL Log Modem Screen timeout S

Application log configuration List of modems profiles 1

About Date and time

Product name, version... 10/16/21 05:07PM (+0:00)
Accept

Maximum value for Screen

timeout depends on Inactivity < Screen timeout (min) 5 Screen timeout (min)
X . Depends on Inactivity Depends on Inactivity timeout
timeout. If you change Inactivity Hirmeotr

timeout value to lower than Screen

current Screen timeout KVL will Screen ' timeout 1
timeout 3

automatically adjust its value.
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Settings 10

Logon banner

Information displayed when KVL starts | Only administrator can change this

KVL 5000

Settings

Configure this device

Inactivity timeout :
‘.’é Share keys 30
General
g Configure a device Color scheme, device Sharing
settings, and more... on

Store & f d
‘ ore & forwar

Ed Audit log

Security

Restore default logon

banner text

Settings

[Ieealeyy Restore default

&

Passwords, System Key, and
more...

KMF

Phone numbers, KMF RSI, and
more...

Manage firmware

Settings

Security

Masking mode
Last character unmasked

Actions

<

Clear whole

logon Clear text

banner text

Warning: lllegal and/or unauthorized use of
this device and any related service is strictly
prohibited and appropriate legal action will
be taken, including without limitation civil,
criminal and injunctive redress. Your use of
this device and any related service
constitutes your consent to be bound by all
terms, conditions, and notices associated
with its use including consent to all
monitoring and disclosure provisions.

A 4

Logon banner
Change logon banner settings

Passwords
Manage user passwords

Save

Settings

Logon banner

Logon banner
On

Warning: lllegal and/or unauthorized use of

this device and any related service is strictly
prohibited and appropriate legal action will
be taken, including without limitation civil,
criminal and injunctive redress. Your use of
this device and any related service
constitutes your consent to be bound by all
terms, conditions, and notices associated
with its use including consent to all
monitoring and disclosure provisions.

Tap to edit logon
banner content

A

changes

Settings
Logon banner

Logon banner
On

Warning: lllegal and/or unauthorized use of
this device and any related service is strictly
prohibited and appropriate legal action will
be taken, including without limitation civil,
criminal and injunctive redress. Your use of
this device and any related service
constitutes your consent to be bound by all
terms, conditions, and notices associated
with its use including consent to all
monitoring and disclosure provisions.
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Settings 11

VPN

Setup Virtual Private Networks | Only Administrator can manage this

Settings < Settings < Settings
Configure this device General Hardware
Night Time Device
General Color scheme Date, volume, and more...
Color scheme, device
settings, and more... .| Hardware Ethernet
"| Device and ethernet settings DHCR IP address, and more...

Security
Passwords, System Key, and KVL Log VPN
el Application log configuration List of VPN profiles
KMF About Modem
Phone numbers, KMF RS, and Product name, version... List of modems profiles
more...
Manage firmware

Edit VPN profile
Name

Type
PPTP <
Server address

Add new VPN
Cancel
No VPNs added.

+zxovbnm
s || K
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Key Management

12

Add single key

Only administrator can use this feature

Discard

< Manag < Add key c Add key
Rl Add new key Enter parameters Enter parameters
key 1 Add multi Name
ple keys ;

AES256, TE g'\g?”xt:im >

i Sort by Algorithm ,
ey

AES256,TE _ TY/} )1 >
| Filter Key type KEK

key 3 ’

AES256, TEK, 3, 0002 CKRID 61440

key 4 Tap any item to edit. Key ID 000A

AES256, TEK, 4, 0003 Key CKR ID will be editable when a

key type is selected Key value
key 5 > >
Accept Discard

c Review key
61440, 000A

43 84 53 94 1C 7F 26 21

DB 2E BD 1E E7 81 Cé DO

5A 11 61 E2 33 BO FD 9A

Clear the whole
key value

EO C2 DC CE D2 9E CO 3A

9E CO 3A
Clear 64/64 Show [*
Key length

depends on the
chosen algorithm

O o &~ o

Auto

Enter key

61440, 000A

0/64

AN

Generate random

key value
1 2 3
5 6 7
9 A B
OK
D E F
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Key Management

13

Add multiple keys

Add sequence of keys with autogenerated value | Only Administrator can manage this

< Manag
3ty Add new key

key 1
AES256, TE
Sort by
key 2
AES256, TE Filter
key 3
AES256, TEK, 3, 0002

Add multiple keys

Add multiple keys

Enter parameters

Name prefix 0

Discard

Add multiple keys

Enter parameters

key 4
AES256, TEK, 4, 0003

key 5

Keys ty, Tap any item to edit.
Only the First CKR ID will
be editable when a keys

type is selected

First Key ID 000B

Manage keys
No filter applied

test 1
DES-XL, KEK, 61440, 0010

test 2
DES-XL, KEK, 61445, 0011

Name prefix test
Keys count 10
Algorithm ;
» DES-XL

Keys type N
KEK

First CKR ID 61440
First Key ID 0010

Add multiple keys
To add test 9

A

test 3
DES-XL, KEK, 61446, 0012

test 4
DES-XL, KEK, 61447, 0013

test 5

Generating keys now...
Please wait

Added 8 of 10

Cancel
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Key Management

View and sort keys’ list

The KVL supports up to 1024 keys at a time

Actions

Manage keys & groups
Select from the items below

Manage keys
No filter applied

KVL 5000

?? Manage keys Manage keys key 1
Add, edit, remove keys AES256, TEK, 1, 0000
! Load keys
— Manage groups key 2
Add, edit, remove groups AES256, TEK, 2, 0001
& Share keys
key 3
b Configure a device AES256, TEK, 3, 0002
‘ key 4
¥, Store &forward AES256, TEK, 4, 0003
-:Q' Audit log key 5

< (ETETs)
YRy Add new key
key 1 Add multiple keys |«
AES256, TE
Sort by @ |
key 2
ATy, (D)
key 3

AES256, TEK, 3, 0002

O Key type key 4

AES256, TEK, 4, 0003

Tap to sort by

chosen criteria in
key 5

ascending order

CAM #26-0710
Exhibit 4B
Page 142 of 298



Key Management

15

Filter keys’ list

Manag
No filter

key 1
AES256, TE

key 2
AES256, TE

key 3

AES256, TEK, 3, 0002

Add new key
Add multiple keys
Sort by

Filter il

key 4

AES256, TEK, 4, 0003

key 5

S

To search for the item named “key 17,

type in the name, CKR ID, key type or key ID
in the filter dialog. You do not need to enter
the entire text, only the beginning.

< Manag
Fiee] Add new key

key 1
AES256, TE

key 10
AES256, TE

Manage keys

Filtered by: "1"

Actions

key 1
AES256, TEK, 1,0000

key 10
AES256, TEK, 10, 0009

A

Add multiple keys
Sort by
Filter

Clear filter

A

Remove filter

from the list
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Key Management

16

Edit key

Edit name, key ID or key value | Delete the key | Only Administrator can manage this

c Manage keys .
No filter applied

key 1
AES256, TEK, 1, 0000

Remove key

Edit key

Change parameters

key 2
AES256, TEK, 2, 0001

key 3

0002

Tap an item to

go to edit

AES256, TEK, 4, 0003

Tap any item to edit.

Only name, key id and key
value can be edited.

key 5

Key ID 0001

Key value

Enter key
1, 0001

Enter key again...

Auto 0/64

During edit the old key
value is not visible

64 digits

 Confirmation

Do you want to remove
the key?

Manage keys

No filter applied

Accept

key 1 edited
AES256, TEK, 1, 0002

test 1
DES-XL, KEK, 61440, 0010

test 2
DES-XL, KEK, 61441, 0011

test 3
DES-XL, KEK, 61442, 0012

test 4

Edit key

Change parameters
Name ~ key1 edited
Key ID 0002
Key value N
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Key Management

17

Edit key

Edit CKR ID | Only Administrator can manage this

KVL 5000 100°% [}

Load keys

Share keys

& e B

Configure a device

Store & f d
‘ ore & forwar

Ed Audit log

Settings

Configure this device

USB key loading

Ports, enabling feature

Key File Export
Off

O Settings —_—

CKR ID Edit
Off

Manage Firm
KVL and exter

System reset
Reset the entire system

KVL Administrator can enable CKR
ID Edit in KVL Settings.

KVL Operator with Manage Keys
permission can edit CKR ID when
the setting is switched on.

< Edit key

m
Change parameters
Name key 7
Key ID 0007
Key value 3

Settings

Configure this device

USB key loading

Ports, enabling feature

Key File Export
Off

CKR ID Edit P
On )

Manage Firmware
KVL and external upgrades

System reset
Reset the entire system

Edit key i
Change parameters
Name key 7
CKRID 7
Key ID 0007
Key value 5
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Add new group of keys

Only administrator can use this feature

Discard

< Manage ¢ ¢ Add group < Add group v
R Add new group Enter parameters Enter parameters
group 1 Sort by Name » Name group3
5 keys
| Filter ’ Keys - Keys -
group 2

7 keys
L

gwer tyuiop
asdfghjkl"
2 zxcvbnme

sym . 0K

’

Manage groups c Add group < group 3
No filter applied Enter parameters 1/ 10 selected
group 1 Name group 3 |
5 keys
Keys N
group 2 1 key
7 keys
group 3 O test 3
1 key DES-XL, KEK, 61442, 0012
O test4
DES-XL, KEK, 61443, 0013
plests
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Manage group of keys

The KVL supports up to 20 groups at a time i
Actions

KVL 5000 100% [}

¢ Manage keys & groups c Manage groups
Select from the items below No filter applied

?? Manage keys Manage keys group 1
Add, edit, remove keys 5 keys
g Load keys |
= Manage groups group 2
P Add, edit, remove groups 7 keys
Share keys
< Y
E Configure a device
‘ Store & forward Tap an item to
go to edition
-Q Audit log

Operator can only view a list of the
keys in a group. He cannot edit any
groups nor remove a group. Also,
removing a group will not remove the
keys from the KVL, which this group ¢ Editgroup
Contains' Change parameters

Remove group

c Manage (¢
NeSillgs Add new group

Name group 2 group 1 Sort by

5 keys
Keys N - Filter )
7 keys - group 2

7 keys

CAM #26-0710
Exhibit 4B
Page 147 of 298



Key Management

20

Remove keys

Only administrator can use this feature

< Manage keys & groups
Select from the items below

Manage keys
Add, edit, remove keys

Manage groups
Add, edit, remove groups

Remove keys
Remove keys by category

\ 4

Actions

B Confirmation

< Remove keys Select keys
Select option 1/ 20 selected
test 1 -
DES-XL, KEK, € emove
Remove DES-XL selected keys
> O test 2
DES-XL, KEK, 61441, 0011
Remove DVP-XL - test 3
DES-XL, KEK, 61442, 0012
0 test 4
Remove selected DES-XL, KEK, 61443, 0013
Remove all O test 5
NEC.YI KFEFWK A1AAA NN1A

Unselect all
selected keys

Select all keys

on the list

Select all

Do you want to remove 21

keys? Some keys belong O

to a group or groups and
will be removed from
them.

O

Unselect all
Sort by
test 2
DES-XL, § Filter
test 3

DES-XL, KEK, 61442, 0012

O

test 4
DES-XL, KEK, 61443, 0013

O

Sort and filter options
test §

work the same as for
manage keys
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Key Profiles

Key profiles allow the user to manage keys, key groups and Tactical OTAR groups in separate logical storages. This allows
much easier interoperability as you can store keys with the same CKR ID or the same key ID and algorithm combination
on separate key profiles on one device.

Key Profile Configuration and Customization

The application includes one main Key Profile, which can support up to 1024 keys, and 50 secondary profiles, each
capable of holding up to 100 keys. Additionally, each Key Profile has an independent limit for the number of groups and
Tactical OTAR groups, with a maximum of 20 allowed for each.

To further aid in organization and identification, KVL Administrator can edit and personalize the name of each Key
Profile, ensuring that each can be clearly labeled and easily recognized. The name of the active Key Profile is displayed
on all screens that support Key Profile functions, keeping users informed. A quick tap on the hardware button allows
users to swiftly navigate to the Key Profile management settings for easy adjustments.

Key Profile Clear

KVL Administrator can also clear given key profile when it is no longer needed or repurposed. Clearing key profile will
remove all general keys, key groups and Tactical OTAR groups on given profile.

Store & Forward and Radio Authentication

Store & Forward, Radio Authentication and settings for mentioned operations are possible only within the Main Key
Profile.

Transferring Keys Between Key Profiles

The application also offers the flexibility to move or copy multiple keys to another Key Profile, provided there are no
conflicts, such as duplicate CKR IDs or algorithm and key ID pairs that already exist in the target profile. If any conflicts
occur, users will be informed of them via a dedicated screen.
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Setting active key profile

KVL 5000 100% D

Load keys

Share keys

s e I

b Configure a device

‘ Store & forward

E_d\ Audit log

Settings
Configure this device

< Settings
General

General

O Settings

Settings
Key Profile

Currently active
Key Profile 2

Main Key Profile
0/ 1024 keys, Main

Key Profile 1
20/ 100 keys

Key Profile 2
0/ 100 keys

Key Profile 3
0/ 100 kevs

\ 4

Color scheme, device
settings, and more...

Key Profile
Main Key Profile

Security

Passwords, System Key, and
moare...

KMF

Phone numbers, KMF RSI, and
more...

Manage firmware

< Manage key profile
Key Profile 2

Set as active
Currently not active

Name
Key Profile

L_rs
Clear profile

Remove all keys, groups and
Tactical OTAR groups

A 4

Night Ti

Color sche

Main menu banner
KVL 5000

Hardware
Device and ethernet settings

KVL Log
Application log configuration

Settings
Key Profile

4
PE—

Currently active
Main Key Profile

Main Key Profile

>
0/ 1024 keys, Main
Key Profile 1 >
20/ 100 keys
Key Profile 2 >
0/ 100 keys
Key Pro N
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Setting active key profile

Setting active key profile may be quickly started by tapping the bottom button on the right KVL side. You can use this

button to quickly change Key Profile when managing keys.

This button is disabled if any operation is in progress (for example share keys or upgrade).

Tapping bottom side button
navigates to Key Profile Settings.
Then the back button returns to the
previous screen.

MOTOROLA
KVL 5000
Manage keys

-

= Loadkeys

& Share keys

a Configure a device

|i| Store & forward Tap Key
E_G\ Audit log Profile
button
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Changing key profile name

Only administrator can use this feature

< Settings
General

Key Profile
Main Key Profile

—

Night Time
Color scheme

Main menu banner
KVL 5000

Hardware
Device and ethernet settings

KVL Log

Application log configuration

You can customize each key profile
name to be easily recognizable.

Active key profile name is displayed
on the toolbar across all key profile
dependent screens.

< Settings
Key Profile

Currently active
Key Profile 2

Main Key Profile
0/ 1024 keys, Main

v

Key Profile 1
20/ 100 keys

Key Profile 2

c Manage key profile
Key Profile 2

Set as active
Currently not active

Name
Key Profile 2

Clear profil

Remove all
Tactical OT.

0/ 100 keys

Key Profile 3
0 /100 kevs

c Manage key profile
Custom Name

Set as active
Currently not active

Name
Custom Name

Clear profile

Remove all keys, groups and
Tactical OTAR groups

A\ 4

Key profile name
Change value

Name

Custom Name
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Clearing key profile

Only administrator can use this feature

< Settings
General

Key Profile
Main Key Profile

Night Time
Color scheme

Main menu banner
KVL 5000

Hardware
Device and ethernet settings

KVL Log

Application log configuration

—

< Settings
Key Profile

Currently active
Key Profile 2

Main Key Profile
0/ 1024 keys, Main

Key Profile 1
20/ 100 keys

Key Profile 2
0/ 100 keys

Key Profile 3
0 /100 kevs

[ Clear profile

Key profile has been
successfully cleared

OK

c Manage key profile
Key Profile 1

Set as active
Currently not active

Name
Key Profile 1

Clear profile

Remove all keys, groy )s and
Tactical OTAR

[ Clear profile

Are you sure you want to
clear? This will remove
all general keys, groups
and tactical OTAR groups
present on "Key Profile 1"
profile
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Key profile transfer

KVL 5000

Main Key Profile

? Manage keys

Load keys

Mo e

Share keys

g Configure a device

I‘I Store & forward

h Radio authentication

Key profile transfer

3 keys were successfully
moved from the "Main Key
Profile" profile to the "Key
Profile 2" profile

OK

»
»

< Manage keys & groups
Main Key Profile

Manage keys
Add, edit, remove keys

Manage groups
Add, edit, remove groups

Remove keys
Remove keys by category

Key profile transfer
Move, copy keys

\ 4

< Select target key profile
Main Key Profile

Custom Name
0/ 100 keys

>

Key Profile 2
3/ 100 keys

Key Profile

Key profile transfer

Do you want to transfer 4
keys from the "Main Key
Profile" profile to the "Key
Profile 2" profile?

/7 Move

0/ 100 keys

_/
Key Profile 4 5
0/ 100 keys
Key Profile 5 .
0/ 100 keys

Select keys
3/ 31 selected

&

AES128, TEK, 4, 0004

key 5
AES128, TEK, 5, 0005

<]

key 6
AES128, TEK, 6, 0006

key 7
AES128, TEK, 7, 0007
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Key profile transfer with conflicting keys

< Select target key profile
Main Key Profile

Select keys

4 / 31 selected

KVL User is informed if there are key
profile transfer conflicts for any
selected keys. User can choose to
transfer non-conflicting keys or go
back and resolve conflicts before
transfer.

Custom Name R key 1

0/ 100 keys AES128, TEK

Key Profile 2 . key 2

3/100 ke;t:(yﬂ AES128, TEK, 2, 0002
Key Pr R O key3

0/ 100K AES128, TEK, 3, 0003

_/

Key Profile 4 . key 4

0/ 100 keys AES128, TEK, 4, 0004
Key Profile 5 R key 5

0/ 100 keys AES128, TEK, 5, 0005

< Transfer conflicts o P
Move non-conflicting keys

key 1
Key associated with OTAR
group

Key profile transfer

Do you want to transfer 4
keys from the "Main Key
Profile" profile to the "Key
Profile 2" profile?

Move

]

Copy

Cancel

A Transfer conflicts

key 2
® Key with the same CKR
exists

key 4
@ No conflicts

Some of the selected keys
cannot be moved. Proceed
with non-conflicting keys,
or go back to modify your
choice

k
©) ey 5

No conflicts
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Connect target device to a KVL

In ASTRO ® 25 systems, you can load encryption keys into the following devices:

e Secure ASTRO® 25 Single Key Target Radios

e Secure ASTRO® 25 Multiple Key Target Radios
e MCC 7500 VPM Dispatch Console

e PDEG Encryption Unit

e CAl Data Encryption Module (CDEM)

o KMF CryptR

e CRYPTR micro in User Equipment

e MCC7500E Console CRYPTR

In PS LTE systems, you can load encryption keys into the following devices:
e Secure ASTRO® 25 Single Key Target Radios
e Secure ASTRO'S Multiple Key Target Radios
o KMF CryptR
e CRYPTR micro in User Equipment
e Broadband IPCRYPTR2

MOTOROLA

MOTOROLA

APX7000

ﬂ Manage keys

B Losdkeys

ﬁ Share keys

a Configure a radio

For devices with hardware encryption
use MX cable to connect with KVL.

¥, store & formard

B awices
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@ moromora

You can also connect devices over USB
that support software encryption to
perform key load operation when USB
key loading feature is enabled.

MOTOROLA

KVL 5000
-

a Configure a radio
IL Store & forward

p—
ﬁ Audit log
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KVL 5000

QP oo e

g Load keys

J-’& Share keys

u Configure a device
&, store & forward

E_Q Auditlog

SMARTCONNECT
T e | e [ Goar | e

You can also load keys to mobile radios
over control head using serial cable. To
do that you must first Provision mobile
radio with control head keys
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Select keys for loading

KVL 5000 100% [} ¢ Loadkeys & groups
Select from the items below

?? Manage keys

Load keys

Load keys
Select keys to load

o

Share keys

E Configure a device

Store & forward
L2

E_O'\ Audit log

Load groups
Select groups to load

Actions

Select keys

1/ 6 selected

key 1
AES256, TEK, 1, 0000

A 4

O key 2
DES-OFB, TEK, 2, 0001

O key 3
DES-XL, KEK, 61440, 0002

O key 4
DVI-XL, KEK, 61441, 0003

Tap to sort by
chosen criteria in
ascending order

O Key type

o ks

c Select ke
WAEAe Select all

key 1 Unselect all

AES256, "

Sort by @

O key 2

PESOB: fiper () |
O key 3

DES-XL, KEK, 61440, 0002
O key 4

DVI-XL, KEK, 61441, 0003
o keys,
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Select keys for loading with filter

O

Actions

Select keys

1 key selected
Filtered by: des

key 2
DES-OFB, TEK, 2, 0001

O

key 3
DES-XL, KEK, 61440, 0002

Actions

Load
selected

Select keys

3 keys selected
Filtered by: des

key 2
DES-OFB, TEK, 2, 0001

key 3
DES-XL, KEK, 61440, 0002

Select keys
3/ 6 selected

key 1
AES256, TEK, 1,0000

key 2
DES-OFB, TEK, 2, 0001

key 3
DES-XL, KEK, 61440, 0002

key 4
DVI-XL, KEK, 61441, 0003

key 5

Select ke
ARy Select all @
Filtered by:

0 key 2
DES-OFB,
Sort by

0 key 3
DES—XL," Filter

Clear filter @

To search for the item type in the
name, CKR ID, key type or key ID in
the filter dialog.

Options select all and unselect all

work only for the filtered items.
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Load keys to a target device

Load
selected

Select keys ) c Load keys
3/ 6 selected Trying to connect...
key 1 key‘l
AES256, TEK, 1, 0000 AES256, TEK, 1, 0000
Loading keys
key 2 key 2 g key
DES-OFB, TEK, 2, 0001 DES-OFB, TEK, 2, 0001 Failed 1 of 3 keys
____
ke 3 ke 3 Loading key 1 of 3...
Y y
DES-XL, KEK, 61440, 0002 DES-XL, KEK, 61440, 0002 Cancel
0 key 4
DVI-XL, KEK, 61441, 0003
okeys

If you want to load the same keys to
another target device, disconnect the

current target device and connect another < Load keys
one. Device connected

The loading process starts automatically.

key 1 <
Not supported by device

key 3

Succeeded

key 2
Succeeded

Completed tone is
played. Status for
each key is displayed.
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Load groups of keys to a target device

Load

selected

< Load keys & groups ¢ Select groups
Select from the items below 1/ 3 selected

Load keys
Select keys to load

Load groups

Trying to connect...

group 2
2 keys

group 3
4 keys

Load groups > group 2
Select groups to load 2 keys
g 9group 3
4 keys

Empty groups
cannot be loaded.

c Load groups
Device connected

group 2
@ 2/2 keys loaded

A

Loading groups

group 3
® 2/4 keys loaded

Loading 2 of 2 group ("group 3")...

Loading key 2 of 6...

Completed tone is
played. Status for each
group is displayed.

Cancel

CAM #26-0710
Exhibit 4B
Page 162 of 298



Load Keys 35

Loading Keys Using Push to Load (PTL) Button

You can quickly repeat the last successful keys or key groups loading operation by using the PTL button.

PTL button is disabled if any operation is in progress (for example share keys or upgrade).

If this is the first time you are
loading keys (or previously loaded
keys were removed from KVL),
push the PTL button and you will
be moved to Select keys menu.
You can go back to your previous
screen by pressing back button.

If you previously loaded keys to a
target device, push the PTL button
and keys or groups that you loaded
MOTOROLA previously are immediately loaded

KVL 5000 == into the target device.
Press Push to

Load button

Manage keys

1}

Load keys

] Share keys

B Configure a device

Store & f¢ d
‘ ore & forware

:'_@( Audit log

You can load auto generated Radio
Authentication key to the same radio
using PTL button. See Provisioning
Radios with Authentication Keys using
PTL Button
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Exporting new file

KVL 5000

?? Manage keys

< Load keys & groups
Select from the items below

Load keys
Select keys to load

Load keys

o

Share keys

E Configure a device

Store & forward
2

E"\ Audit log

A 4

Load groups
Select groups to load

Export keys
Select keys to export

Default key name will contain
date and time of key export
file creation.

< Export keys
USB device disconnected

Export keys
Select keys E’(e)iw

View file

Connect t nsfer files

—

Export keys

Select keys to export

Name

Storage N
Internal KVL storage

oo ()

Groups @ N
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Preparing export file

Select export destination

Storage

Select keys and groups for export

Select keys
0/ 15 selected

adp 4
ADP TEK, 14, 000D

adp 5
ADP TEK, 15, 000E

aes 1
AES256, TEK, 1, 0000

o Export keys >

Select keys to export

Name (default)
Storage >
USB Flash Drive
| Keys N
Groups >
Accept

Select keys
4/ 15 selected

aes 2
AES256, TEK, 2, 0001

aes 3
AES256, TEK, 3, 0002

v

KVL internal storage is always
available for export. All partitions
of USB flash drive will be
available when connected.

o Export keys >
Select keys to export

aes 4 Name (default)
AES256, TEK, 4, 0003 —
Storage
>
aes 5 USB Flash Drive
AES256, TEK, 5, 0004
Keys
>
des 1 4 keys
DES-OFB, TEK, 6, 0005
Groups
>
des 2
DES-OFB, TEK, 7, 0006
KEKs
des 3 _ >
O For 0 / 2 algorithms
DES-OFB, TEK, 8, 0007
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Select groups

0/ 2 selected

0 adp + dvi
5 keys

&

Accept

Select groups

1/ 2 selected

adp + dvi
5 keys

A\ 4

¢ Export keys s
Select keys to export

Name

Storage
USB Flash Drive

Keys

exported.

Only keys of algorithms that support key
file export (AES256, DES-OFB, ADP) can
be selected. Key groups that contain keys
of other algorithms can be selected, but
only keys of supported algorithms will be

4 keys

Groups
1 group

KEKs
For 0 / 3 algorithms

When selecting keys and
groups you can use sort and
filter options in same way like
in Load Keys.
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Select KEKs for key export algorithms

Export keys < Export keys ¢ Export keys
Choose KEKs Select key Choose KEKs
AES256 N aes kek 1 AES256 >
AES256, KEK, 61440, 0014 (entered)
aes kek 2 DES-OFB 5
AES256, KEK, 614
ADP N ADP >

Accept
KEK needs to be selected for
each algorithm on list. Follow < Exportkeys < Exportkeys
above procedure until all KEKs Choose KEKs Select keys to export
are selected.
AES256 N Name
(entered)
Storage N
DES-OFB N USB Flash Drive
(entered)
Keys N
ADP > 4 keys
(entered)
Groups >
1 group
KEKs >
For 3 / 3 algorithms
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Administrator can create new KEK that
will be used for selected algorithm.

When no KEK exists for selected
algorithm Operator needs to contact
Administrator.

o Export keys
Choose KEKs

AES256 >
(entered)

DES-OFB N
ADP N

Actions

Export keys

Select key

aes kek 1
AES256, KEK, 61440, 0014

aes kek 2
AES256, KEK, 61441, 0015

Export ke
Al Add new key

aeskek 1 ¢otp
AES256, KE}
Filter
aes kek 2
AES256, KEK, 61441, 0015

aes kek 3
AES256, KEK, 61442, 0016

aes kek 3
AES256, KEK, 61442, 0016

Create key

\4

< Add key
Enter parameters

Created key will be entered as
KEK for selected alaorithm

Add key

Enter parameters
Name new kek
CKRID 65535
Key ID FFFF
Key value \

Name

CKRID 61449

Key ID 001D

Key value N

Fill key parameters
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Generating export file to USB flash drive

Export file

Export keys

Select keys to export

Name (default)

Storage >
USB Flash Drive

Exporting keys

Exporting keys now...

Keys

Please wait

Key 6 of 9

Cancel

>
4 keys
Groups N
1 group
KEKs N
For 3/ 3 algorithms

Files exported to USB flash drive are ready
to be transferred to target devices. They will
not be displayed on Export keys file list after
creation.

JB Export keys

Key file keyFiles.xml
successfully exported.
Do you want to export
more keys?

Yes

Export keys
USB storage disconnected

Export keys
Select keys to export

View internal key files
Connect to PC to transfer files
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Generating export file to KVL internal storage

Export file

Export keys

Select keys to export

Name (default)

Storage
Internal KVL storage

Keys N
4 keys

Groups N
1 group

KEKs N
For 3 / 3 algorithms

Exporting keys

Exporting keys now...
Please wait

Key 8 of 9

Cancel

Internal key files
Files available from PC

O K20200317-084524....
03/17/2020 08:45 AM

M Export keys

Keys successfully
exported to
K20200317-084524.xml
file.

File is available from PC in
KVL shared folder.

OK

Export keys
USB storage disconnected

Export keys
Select keys to export

Transport exported key files to

View internal key files
Connect to PC to transfer files

target devices
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Connecting KVL to PC to transfer key export files

Connect KVL to the PC via USB

0]

MOTOROLA

K20200317-084524...

03/17/2020 08:45 AM

=

“—

v

1 item

= | keyfiles - [m}

Home Share View
v 4 » ThisPC » kvl3000 » Internal shared storage » key files v & Search key files
K20200218-123828.xml

XML Document
218KB

*

»
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Removing export files from KVL internal storage

Internal key files

Connect to PC to transfer Sort by
files
Filter
O K20200320-021143.... K2020
03/20/2020 02:11 PM :
03/20/ Select all 8 Confirmation
K20200320-021129.... | Do you want to delete 2
H 03/20/2020 02:11 PM K2020Q unselect all key files?
03/20/:
K20200320-021119.... Remova selected | Delete N
= 03/20/2020 02:11 PM g K2020ee_. /L. ...

c Internal key files

Connect to PC to transfer
files

g K20200320-021119....
03/20/2020 02:11 PM
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Connecting devices

Sharing operation is done between two KVLs connected via MX Port.

l MX Port

MOTOROLA

0

MOTOROLA

A

MOTOROLA
SOLUTIONS

MOTOROLA

CAM #26-0710
Exhibit 4B
Page 173 of 298



Key Sharing

46

Sharing between two KVL5000s

¢ Key Sharing

Receive
Get keys from another KVL

< Key Sharing

Key Sharing

Share All
Send all keys and groups

Share Keys
Send selected keys

Share Groups

Q =l 1 g |

Enter the receiving mode
on KVL, which has to
receive keys.

< Key Sharing

Receive
Get keys from another KVL

Share All
Send all keys and groups

U Connecting

Receive

Save groups and keys

Completed

< Share all
KVL connected

© System Key Valid

© Connected

Receiving
O 778 keys
37/37 groups

Save groups and keys

Completed

JB Sharing completed

Share Keys
Send selected keys

Share Groups

Enter the sharing mode on
KVL, which has to send

keys.

Sharing G
o Sharing Groups

0/1
I

Share Keys

Completed

To continue sharing please
connect another KVL and
then press Share again

When sharing is completed, you can connect another KVL and continue sharing by
pressing Share again or you can finish by pressing Cancel
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Sharing selected keys
¢ Key Sharing < Selectkeys : < Selectkeys s 3
0/ 9 selected ¢ 4 /9 selected °
Receive
Get keys from another KVL O Key Key
y. AES256, TEK, 1, 0000 AES256, TEK, 1, 0000
Share All O Key1 Key 1
Send all keys and groups AES256, TEK, 2, 0001 AES256, TEK, 2, 0001
Share Keys Key 2 Key 2
Send selected keys i /‘f AES256, TEK, 3, 0002 AES256, TEK, 3, 0002
Share Groups Key 3 Key 3
Send selected groups AES256, TEK, 4, 0003 AES256, TEK, 4, 0003
oKey4 o Key4

JB sharing completed

To continue sharing please Sharing keys
connect another KVL and
then press Share again

Loading key 0 of 4...

Share again Cancel

Cancel

Clicking Share again will make KVL enter
Sharing Mode and send keys again if any
device is connected via MX Port.
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Sharing selected groups

Sharing selected groups share those groups as well as all keys which belong to them.

< Key Sharing ¢ Seleoct gl;rotugs >
2/ 20 selecte

roup lo
; O
Receive 1 key
Get keys from another KVL
Group 19 .
Share All o 1 key Sharing Groups
Send all keys and groups Loading "Group 20" key...
GFOUP 2 I
Loading group 1 of 2
Share Keys 56 keys
Send selected keys Cancel
Group 20
Share Groups > 41 keys
Send sef Lted groups
g Group 21
1 key

JB Sharing completed

To continue sharing please
connect another KVL and
then press Share again

Share again

Cancel
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Key Sharing
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KVL4000 - KVL5000

ASTROZS m

Key Variable Loader

B Manage keys
Define keys & groups

+ Load keys & groups

\4
e

Load keys & groups

Select from the items below.

Load keys & groups

N Load to radf Jor another KVL

ﬁ a radio
onfiguration
ard

B vice with a KMF

= cal OTAR
® Define & update OTAR groups

¢ Settings
o Configure this device

Select keys or groups to load

2 Load all to another KVL

Load all to another KVL
240 keys and 20 groups.

Load 240 Jys and 20 groups

& groups

roups for export

< Key Sharing

© Connected

) Receiving

Save groups and keys

Completed

Load all to another KVL

Loading 240 keys and 20 groups...
Please wait.

v

Connect KVLto load all keys and groups.

Connect cable to
KVL5000 MX Port.

Load all to another KVL
240 keys and 20 groups.

Load all to another KVL

Completed successfully

To load all to another KVL, disconnect this KVL
now
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Key Sharing
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KVL5000 - KVL4000

Share keys

Trying to connect...

Key2
AES256, TEK, 2, 000C

Key17
DVI-XL, TEK, 17,0010

KVL4000 should stay in Main Menu
while connecting another KVL.

Key Variable Loader ASTRO2S m

B Manage keys
Define keys & groups

Load keys & groups

Load to radio or another KVL

«

Connect KVL4000 with MX cable.

Share All / Share Keys / Share Groups

Configure a radio
g\?ly;](f TEK. 16. 00OF - > é View & update configuration
' - E’ Store & forward
Use this device with a KMF
Key3 Tactical OTAR
= acuca
ADR TEK, 3, 000D ®  Define & update OTAR groups
¢ Settings
On KVL5000 enter sharing mode: O Configure this device

After connection is detected KVL5000 starts
sharing and KVL4000 starts receiving.

Receiving from KVL Receiving from KVL

Receiving info from connected KVL...
Please wait.

Receiving from KVL m

Receiving info from connected KVL...
Please wait.

Information received.
Received 240 keys and 20
groups.

Information saved.

Stored 240 keys and 20 groups.

Completed

All data received.

Information received.
Received 1024 keys and 20
groups.
. Saving information...

After sharing is done, disconnect MX cable.

set of keys and/or groups.

You may connect another KVL to receive the same

~**= Receiving information...
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Configure a device 51

Connect a device to KVL

MOTOROLA

)

MOTOROLA

MOTOROLA
rym— APX7000
B ntten
B

¥, store & forvara

Z_@ Audit lag

KVL 5000 c Configure a device
Connected, retrieving data...

< Configure a device
Device connected

?? Manage keys RSls
View and change
! Load keys
— CKR keys
P View all CKR keys
Share keys
e Y
Keysets >
E Configure a device kset 1
; Store & forward MNP >
el 65535
_-'“‘Q Audit log KVL needs short time Remove keys
to retrieve all data Kovie Armine ar all
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Configure a device

52

@ moromora

You can also connect devices over USB
that support software encryption to
perform key load operation when USB
key loading feature is enabled.

MOTOROLA

KVL 5000
-

a Configure a radio
IL Store & forward

p—
ﬁ Audit log
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KVL 5000

QP oo e

g Load keys

J_’& Share keys

u Configure a device
&, store & forward

E_Q Auditlog

You can also configure mobile radio
over control head using serial cable.
To do that you must first Provision

mobile radio with control head keys
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Configure a device

54
Change RSIs
Decline
< Configure a device < RSls < RSl
Device connected Values from the device Change value
RSIs RSI > |—— | RSI 204
View and change 204
CKR keys .
View all CKR keys
Keysets KMF RSI ;
kset 1 > 9999999
MNP N
65535

Remove keys

Wove arniine nr all

Group RSl field
is read-only

Decline

KMF RSI

Change value

KMF RSI 9999999

KMF RSI
Change value
KMF RSl 9999990
2 3
4 5 6
8 9
OK
0

RSI
Change value
RSI 205
2 3
4 5 6
8 9
OK
0
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Configure a device

Other settings

Keysets

@kset 1

MNP

Change value

e
Device connected

RSIs

View and change

Configure a device

CKR keys
View all CKR keys

CKR keys

452 available keys.

MNP

Change value

MNP

MNP 65534 ¢

65535

Keysets >
kset 1
MNP R
65535
Remove keys
Wnve mravine ar all

Decline

v

Key1l

AES256, TEK, 1, 0017

Key2

AES256, TEK, 2, 0001

Key3

AES256, TEK, 3, 0002

Key4

AES256, TEK, 4, 0003

Key5

Sort by

KVL may need some time
to retrieve all CKR keys

® Name

O CKRID

O Key ID

O Key type
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Configure a device

56

Remove keys from a device

Configure a device
Device connected

<«

View and change

CKR keys
View all CKR keys

 Remove keys
Select from the items below

Remove keys @

Select keys to remove

Keysets
kset 1

MNP
1000

Remove keys
Keys, groups or all

A 4

Every Master Key stored on a CryptR
or every key whose loss would cause
reinstallation or reprovisioning of the
whole system or part of it should have
a backup. There is no need to have a
backup of the keys which were sent
from the KMF, because they can be
easily resent.

Remove groups @

Select groups to remove

Remove all @

Select keys to remove

A Remove keys

Do you want to remove all
keys and groups from the
connected radio?

Confirm

Cancel

Remove

selected

< Remove keys

Key21

AES256, TEK, 21,001 Sortby

O Key22
AES256, TEK, 22,0015

o Key23
AES256, TEK, 23, 0016

O Key24
AES256, TEK, 24,0017

o Key25

AEFQIRA TEK 72K NN1Q

Remove

selected

Remove groups
Select group to

remove from radio.

o 9roup 2
3 keys

g 9roup 3
1 key
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KMF Settings (1)

Before using your KVL to work with a KMF, you need to program several KMF related parameters.

KVL 5000 < Settings o Settings
Configure this device KMF

S »
Passwords, System Key, and 9999999
more...

P Share keys

< MNP y
. KMF 1000

E Configure a device > Phone numbers, KMF RSI, and >

Mmore... Active KMF
Store & forward Main KMF
3,

Manage firmware
Upgrade KVL or External

KMF Port

ONNORNORRORRO

- Audit log module (e.g. Radios) >
‘O\ 56765
° Settings S res?t Baud rate
Reset the entire system >
9600

Discard Accept

The KVL only accepts keys and
KMMs from the KMF with this RSI.
Changing the KMF RSI removes
received jobs.

d KMF RSI < KMF RSI
Change value Change value

KMFRSI 9999999 | KMF RSI
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Store&Forward 58

KMF Settings (2)

Discard Accept

MNP < MNP
Change value Change value
MNP 1 - Range: 2..65535
S—CUCE MNP 1001
Active KMF
5 Main KMF
7) Backup KMF
0K
KVL connects only to
the selected KMF
Discard Accept

KMF Port < KMF Port
Change value Change value

Range: 49165..65535

56756 Baud rate

KMF Port 56765 KMF Port

057600

0115200
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Store&Forward

59

KMF Settings (3)

< Settings
KMF

KMF Port >
56756
Baud rate y
9600
IP Address

>
128.168.1.1 @
Phone number

>
1231 231.. @
UKEKs

>
Set up for algorithm 0

Settings

Accept

Settings IP Address
IP Address Main KMF
Main KMF > .| IP Address
192.168.1.1
Backup KMF }
arc

The same procedure
for backup KMF

Accept

Edit phone number

Phone numbers Main KMF
Main KMF > Phone #
1° 1231231 23
Backup KMF g
a1

The same procedure
for backup KMF

FEEN

P
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Entering the UKEK

The UKEK entered in the KVL must match
the UKEK in the KVL record in the KMF.

Settings S If the FIPS mode is changed or a system
UKEKs UKEK, ADP
reset is performed on the KVL, all UKEKs will
ADP be destroyed and you must reenter them.
> If the KVL is compromised, you must enter
new UKEKs in the KVL and KMF.
0/10
AES256
>
DES-OFB
>
DES-XL
>
DVI-XL
>

Accept

Review key

Clear the whole
UKEK, ADP

key value
12 31 23 12 31 120 31 23 12 31\ ADP R
(entered)
Clear 10/10 Show
AES256
; | >
DES-OFB ;
08 N 28 3
4 S5 6 7 DES-XL ,
8 9 A B
C D E F oK DVI-XL The same procedure
for other algorithms
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Store&Forward

Make sure that the KVL battery is charged.

KVL 5000

Load keys

¢ Store & forward

Connect to KMF

< Connect to KMF
Choose connection type

Direct

Y

-
!;: Share keys

B Configure a device

Store & forward
2

Connect to KMF via serial cable

Receive/store jobs & send
status

T

Null Modem
Cable

RS-232

1
1
1
1
1
v RS232 Port

A 4

Connect via serial cable

OO,

Modem
Connect via USB modem

@

Network
Connect via network adapter

VPN Network
Connect via VPN network

O,

Some cables may
not need Mini

2€2-SH

Gender Changer
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Store&Forward

62

Direct Connection

< KVLto KMF X

® Connected

< Sending

Cancel

© Connected

Receive

Process

@ Camnloto Process starts

\ 4

Sent

Sent 0/0 radio responses

O Receiving

Process

(R Camnlota

€ KVL to KMF X

© Connected

Sent
Sent 0/0 radio responses

Receiving

Received 1 job, 0 keys

Process

(R Comnlata

automatically

©

Sent
Sent 0/0 radio responses

Received
Received 5 jobs, 0 keys

Processed
Saved 5/5 jobs

©

Completed

© Sent
Sent 0/0 radio responses

Received
Received 5 jobs, 0 keys

Processing

Saved 0/5 jobs

A

Complete

CAM

A
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Store&Forward

63

Connect to KMF via USB Modem

Phone number in KMF settings must be set

MODEM

Telephone

USB modem

Network

Modem connection

< KVLto KMF

MODEM

© Connected

The same steps as in
direct connection

Micro USB
adapter

MOTOROLA

< Sending
Receive
Process starts
automatically
Process

(D Camnlata

) Sent

Sent 0/0 radio responses

Received
Received 5 jobs, 0 keys

Processed
Saved 5/5 jobs

© Completed
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Store&Forward 64

Connect to KMF via Network / VPN Network

IP address in KMF settings must be set

1
/' T L _ Micro USB Port _
micro USB -Ethernet

adapter

Network

Ethernet Port

Network connection

The same steps as in

© Connected

direct connection

--------------- » ) Sent

Sent 0/0 radio responses
< Sending

Received

Received 5 jobs, 0 keys
Receive

Processed

Saved 5/5 jobs
Process

© Completed

(D Camnlata
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Store&Forward 65

VPN Connection

Add new
VPN

& VPN + & VPN +
kmf profile e kmf profile o
Connect to kmf profile Connecting...
Username
Edit VPN:I
kvl
Password
Go back to

Connect to VPN Cancel | Connect KMF connection

Enter credentials
and log in

v

€ KVL to KMF X

€ KVLto KMF X

The same
stepsasin || (© VPN connected 7 Verifying VPN
direct <
Sent connection
Sent 0/0 radio responses Py—
© Connecting Connect
Received
Received 5 jobs, 0 keys
Send Send
Processed
Saved 5/5 jobs
Receive Receive
© Completed
(X)) Drnarace (R} Drnaroce
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Store&Forward

Connect target device to a KVL

MOTOROLA

MOTOROLA

APX7000

KVL 5000 ¢« Store & forward

Connect to KMF

? Manage keys Receive/store jobs & send
status
g Load keys

View received jobs
5 jobs received from KMF

Forward to radio
ﬁ Configure a device 5 jobs received from KMF

Store & forward
2

E_O'\ Audit log
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Store&Forward

67

KVL 5000

QP oo e

g Load keys

g Share keys

u Configure a device

Store & fi d
g I—

E_Q Auditlog

You can also perform forward to
mobile radio over control head using
serial cable. To do that you must first
Provision mobile radio with control
head keys
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68

Forward jobs to a target device

Forward to radio
Radio connected

&

Alpha
RSI: 3

Beta

RSI: 2

Delta
RSI: 5

Gamma
RSI: 4

Update starts
automatically

RSI

Serial

Tap to sort by
chosen criteria in
ascending order

Updating target

Updating ‘Theta"...
I

Updating 1 of 3...

Actions | ]

Forward to radio

Completed. Disconnect

Beta
RSI: 2

Delta
RSI: 5

Gamma
RSI: 4

Theta
© RSI: 1

Updated status

Beta
RSI: 2

Forward {
(o Sort by

Filter

AN

Filter updates

Delta

RSI: 5

Gamma

RSI: 4

) Theta

RSI: 1
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Store&Forward

Viewing and clearing received jobs

Act

ions

Received jobs
1/5 uploaded

Remove all

updates

Sort updates

Filter

A
aC

Filter updates

Upload the unit response messages to KMF

< Store & forward

Connect to KMF

Receive/store jobs & send
status

View received jobs
5 jobs received from KMF

Forward to radio
5 jobs received from KMF

¢ KVLto KMF X

© Connected

A 4

Sent 3/3 radio responses

7 Receiving

Process

(R Camnlata

@ Sent L

© Sent

Sent 3/3 radio responses

Received
Received 5 jobs, 0 keys

Processed
Saved 5/5 jobs

© Completed
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Audit Log

70

Operators.

Audit Log is a log of operations
taken on KVL by Administrator or

Reading the logs

11/22/2018 01:09 PM

Operator
Change date/time to

11/22/2018 01:03 PM

11/22/2018 01:05 PM

Administrator
Delete group Group1

11/22/2018 01:05 PM

Administrator

Remove 1 keys from group

Every user can read operation logs accessing it via Audit Log icon.

KVL 5000

-

Load keys

4..; Share keys

E Configure a device

¢ Operations log H

11/22/2018 01:09 PM
Operator

Change date/time to
11/22/2018 01:03 PM

Store & forward
L2

-Q Audit log

e

Settings

\ 4

11/22/2018 01:05 PM
Administrator
Delete group Group1

11/22/2018 01:05 PM
Administrator

Remove 1 keys from group
Group2

11/22/2018 01:04 PM
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Audit Log 7

Audit log backup limit

KVL 5000 100% B o Settings < Settings
Configure this device Security
! Load keys KVL RSI ghanng
— > n
9999998
g Share keys _ Masking mode
KVL Radio Auth ID > Last character unmasked
9999998
E Configure a device
Logon banner
General Change logon banner settings
; Store & forward Device info and settings
— i Passwords
-‘O\ Audit log » Security Manage user passwords
- Passwords, System Key...
: Audit log backup limit
Settings > > —
° 9 KMF > 1000
Phone numbers, KMF RSI...
After reaching audit log limit Accept
specified here, the audit logs will be
exported to a file, when you visit ¢ Operations log . < Audit log backup limit
Audit log screen. To download the e IS
file see Downloading logs to the PC 04/23/2021 08:40 AM
Administrator Export
threshold 2000

Audit Logs limit was reached.
Audit logs have been
exported to a log folder.

CAM #26-0710
Exhibit 4B
Page 199 of 298



Audit Log

72

Filtering logs

User can filter logs to narrow the list of logs.

11/22/2018 01:09 PM
Operator

Change date/time to
11/22/2018 01:03 PM

- Operatio Filter N

All

Action type

Choose action type

User role
All

Choose user whose logs
you want to read

11/22/2018 01:05 PM
Administrator
Delete group Group1

Target RSI

From

Shows only logs for
device with chosen RSI

11/22/2018 01:05 PM
Administrator

Remove 1 keys from group
Group2

To

Key profile

Choose the period of
time you want to be
displayed

Cancel

11/22/2018 01:04 PM

11/2,2/_2018 d Clear filter
Administratol

Share 4 keys

- Operatio Filter

<

Shows only logs from
specified key profile

/I_I Clear filter to show
\|—| whole list of operations

A 4

< Operations log :

11/22/2018 01:36 PM
Administrator
Share 4 keys
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Audit Log

73

Administrator can clear operations log.

- Operatio Filter

11/22/2018 0
Administratol
Login

Clear logs

Export logs

11/22/2018 01:09 PM
Operator

Change date/time to
11/22/2018 01:03 PM

11/22/2018 01:05 PM
Administrator
Delete group Group1

11/22/2018 01:05 PM

Adminictratnr

Exporting logs

Administrator can export logs to HTML file for detailed operations log.

- Operatio Filter

11/23/2018 0
Administratol

Change date/
11/23/2018 0 Export logs

Clear logs

11/23/2018 07:57 AM
Administrator

Remove 1 keys from group
Group2

M Confirmation

Do you want to clear all
audit logs?

Clear

Cancel

Export logs

Audit log was exported to a

log folder

11/23/2018 07:57 AM
Administrator
Add 1 keys to group Group2

11/23/2018 07:57 AM

OK

¢ Operations log :

04/21/2021 07:51 AM
Administrator
Audit Log was cleared
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Audit Log 74

Downloading logs to the PC

After exporting logs, Administrator can download exported logs into PC

< Operations log

11/22/2018 01:09 PM
Operator

Change date/time to
11/22/2018 01:03 PM

11/22/2018 01:05 PM Connect KVL via USB to the PC
Administrator

Delete group Group1

11/22/2018 01:05 PM
Administrator

Remove 1 keys from group
Group2 o

MOTOROLA

Go to Operations log screen

\ 4
| ¥ + | audit
Home Share View
«— v » ThisPC > kvI5000 > Internal shared storage > kvlilogs > audit « O
2018-12-19_05.05_PM.html 2018-12-13_01.05_PM.html
e HmLFie e HMLFie
275KB 2.75KB
) Save files which you want to
2 items i
view on your computer.
L] ‘ B c\2018-12-19.05.05 PF X | 4 i o w
~ - 0O @ ¥ = L e

Motorola Solutions KVL 5000
Audit Log exported at 12/19/2018 ©5:05 PM

12/19/2618 85:81 PM Administrator Login

12/19/2618 ©5:02 PM Administrator  Add key (CKR: 2)

12/19/2618 85:82 PM Administrator Ebelete selected keys

Delete key (CKR: 1)

12/19/2018 ©5:04 PM Administrator Load key (CKR: 6144@) to device (RSI: 9)

12/19/2618 ©5:04 PM Administrator Load key (CKR: 61441) to device (RSI: 9)

12/19/2618 85:85 PM Administrator Remove key (CKR: 1) from device (RSI: 9)

12/19/2018 ©5:05 PM Administrator Remove key (CKR: 10) from device (RSI:
9)

12/19/20618 65:085 PM Administrator Remove key (CKR: 168) from device (RSI: ‘html file prOV|deS more

9) » details about operations.
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Operator permissions

75

The Administrator has access to all functions and features. The Operator does not have access to

the following functions and features:

x

Upgrading Crypto Module of the KVL and radio

Upgrading KVL software

Adding, deleting, and editing keys and groups of keys

Entering and changing KVL Radio Set Identifier (RSI)

Entering and changing KVL Radio Authentication ID

Entering and changing KMF RSI

Setting and changing the KVL inactivity timeout

Changing Federal Information Processing Standard (FIPS) mode

Changing the System Key

Changing the Sharing mode

Changing the USB key load mode and port

Changing the Key File Export mode

Changing the Administrator password

Changing the certain KMF parameters: port value, IP address, phone number
Changing the certain AuC parameters: System ID, WACN ID, port value, IP address
Adding, deleting, and editing OTAR groups

Updating OTAR groups

Entering and changing KMF RSI

Entering and changing KMF Message Number Period (MNP)

Changing UKEK for KMF or AuC operation
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Operator permissions

76

X Clearing the list of received jobs

X Clearing the list of KSuld

X Clearing audit log records

X Setting password security options

X Renaming and cl

earing key profiles

Full Role based Action List available on KVL

Assigning additional operator permissions

KVL 5000 100°% [}

E Configure a device

Store & f d
‘ ore & forwar

< Settings
Configure this device

A . N
h Radio authentication

< Settings
Security

S—
E]’ Tactical OTAR

Operator permissions

v
Assign policies

Keys and group

Add, edit, delete
groups

OTAR groups

Add, edit, delete OTAR
groups and members

AuC

Edit system ID, WACN ID,
radio port, ID, port, UKEKs

KMF

Edit active KMF baud rate,
|P phone and UKFKs

KVL RSI N FIPS

9999998 FIPS options

KVL Radio Auth ID > Operator permissions

9999998 Assign Opef;cg‘rﬁlicies
™ General System

Device info and settings (Default)

Security Inactivity timeout

Passwords, System Key... 30

KMF Sharing

Phone numbers, KMF RSI... On

« Operator permissions
Assign policies

Keys and groups
O Add, edit, delete keys and
groups

OTAR groups

U Add, edit, delete OTAR
groups and members

AuC

O Edit system ID, WACN ID,
radio port, ID, port, UKEKs

KMF

O Edit active KMF, baud rate,
|P phone and UKEKs

A
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The Administrator can assign additional permissions for the Operator by selecting policies on
Operator permissions menu. Policies give following functions and features for the Operator:

e Keys and groups
v' Adding, deleting, and editing keys and groups of key
e OTAR groups
v' Adding, deleting, and editing OTAR groups
e AuC
v' Changing the certain AuC parameters: System ID, WACN ID, port value, IP address
v' Changing UKEK for AuC operation
e KMF
v' Changing the certain KMF parameters: port value, IP address, phone number

v" Changing UKEK for KMF operation

You can quickly switch between account types (Administrator or Operator) by logging off the current

account.
a Ly .|/ Logout ,| Logout
Are you sure you want to You have been
logout? successfully logged out

Yersyf] oK
(7]
L/
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Modem Connection String

78

Edit Modem Connection String (1)

KVL 5000

2 Share keys

E Configure a device

Store & fi d
‘ ore & forwar

c Settings
Configure this device

KVL RSI
9999997

General

< Settings
General

Night Time
Color scheme

Main menu banner
KVL 5000

ﬁ Audit log

A 4

Motorola Solutions supports only
MultiTech modem.

Modem connection strings are
simple lines of text that enable or

disable features built into a modem.

Color scheme, device
settings, and more...

Security

Passwords, System Key, and
more...

>
«

MultiTech )
MT9234MU

USRobotics ;
USR5637

4>

The same procedure
for USRobotics

\4

Hardware

Device and ethernet settings

KVL Log
Application log configuration

About

Product name version

c Settings
Hardware

Device
Date, volume, and more...

Ethernet

DHCP IP address, and more...

VPN
List of VPN profiles

Modem

List of modems profiles
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Edit Modem Connection String (2)

« MultiTech :
Connection string *

&FEO&C1&D2V150=
0\V1$MB960

Actions

c MultiTech
Connection string

—>

< MultiTech

< MultiTech

Connection string

&FEO0&C1&D2V150=
0\V1$MB9600

Connection string

&FEO&CT Reset to defau
0\V1$MB

Clear

It

To change dialing mode:

- touch-tone - add “T” before “SMB
9600” command

- pulse - add "P" before “$MB
9600” command
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Modem Connection String

Import Modem Connection String

Connect KVL to the PC via USB

MOTOROLA

| ¥ = | settings - O X
Home Share View 0
« v > ThisPC » kvI3000 » Internal shared storage > settings v O
[ dial pulse.txt L dial tonetxt
Text Document Text Document
27 bytes 35 bytes
[ empty filebd too big filetd
Text Document Text Document
0 bytes 101 bytes
Drag text files which you want to import.
4 items

File size cannot exceed 100 bytes and cannot be empty.

MultiTech
Connection string

&FEO&C1&D2V150=
0\V1P$MB9600

A

Choose file

O dial pulse

O dial tone

CAM #26-0710
Exhibit 4B
Page 208 of 298



Radio authentication 81

Provision radio

Radio provisioning is an operation of loading authentication key to a device. All Motorola radios configured for the radio
authentication feature are supported. The radio provisioning is executed using RS-232 cable.

MOTOROLA

MOTOROLA

APX7000

P GENES CGER
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82

@ moromora

You can also connect devices over USB
that support software encryption to
perform key load operation when USB
key loading feature is enabled.

MOTOROLA

KVL 5000
-

a Configure a radio
IL Store & forward

p—
ﬁ Audit log
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T

KVL 5000

QP oo e

g Load keys

J_’& Share keys

u Configure a device
&, store & forward

E_Q Auditlog

SMARTCONNECT
T wew | e | G T weas

You can also load authentication
keys to mobile radios over control
head using serial cable.
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Radio provision settings

Before provisioning a radio there is a need to define System ID and WACN ID.

KVL 5000 < Radio authentication

?? Manage keys Provision radio
Define & load key to radio

A Warning
Load keys

WACN ID or System ID not
Share keys L

n Enter ID's

Configure a device

Cancel

v

Store & forward

s [e= o= Jo 1y

Radio authentication

< Settings < System ID < System ID
Radio authentication Change value Change value

L
[

Accept

System ID System ID 000 |—» e
i @ > y ——— System ID 001
WACN ID

>
00000 @
Radio port

>
49165 @

Authentication center
Set IPs, AuC ID, UKEKSs...
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Accept

Changing System ID or WACN ID
removes all radio key pairs.

WACN ID

WACN ID

Change value

Change value

Range: 00000..FFFFFF

WACN ID 00000 WACN ID 00001

A 4

Accept

Radio port c Radio port
Change value Change value

Range: 49165..65535

Radio port 49165 Radio port 49166

A 4

o
=
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Provision radio with auto generated authentication key.

< Radio authentication

Provision radio

<« Provision radio
Define & load key

Auto generated

Define & load key to radio

< Provision radio
Connect a radio to load key

Radio Auth Key
Radio ID: 2 Succeeded

¢« Provision radio
Trying to connect...

Generate a key for the radio

Manually entered
Enter a key for the radio

the KVL and after pressing

Next radio may be connected to

‘Provision next radio’ button a new
radio authentication key will be
generated and loaded to the radio.

=

Radio Auth Key
AES128
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Provision radio with manually entered authentication key.

< Provision radio
Define & load key

Auto generated
Generate a key for the radio

Manually entered
Enter a key for the radio

< Provision radio
Connect a radio to load key

Radio Auth Key
Radio ID: 2 Succeeded

Provision next radio

Accept

Enter key Enter key
Key for manual load. Key for manual load.
AES128 AES128
Enter key... ...5 67 89 AB CD EF
Auto 0/32 Clear 32/32 Show
—

Next radio may be connected to
the KVL and after pressing
‘Provision next radio’ button KVL
application goes to the next screen
where a user can enter a key value
again.

—
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Loading authentication keys using long press Push to Load (PTL) button

The authentication key loading operation may be quickly started by long press of the PTL button (hold for 3 seconds).

PTL button is disabled if any operation is in progress (for example share keys or upgrade).

Holding the PTL button starts
provisioning auto generated
authentication key. Then the back
button returns to the previous

screen.
o BN
MOTOROLA
VL5000 Hold PTL
QP vanage keys button for 3
B cadkeys seconds

‘..j: Share keys

8 Configure a device

; Store & forward

£Q Auditiog

You can load encryption keys to the
same radio using PTL button.
See Loading Keys Using Push to Load

(PTL) Button
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Connect to AuC

AuC Settings (1)
Before using your KVL to work with AuC, you need to program several AuC related parameters.

KVL 5000 100% P o Settings o Settings
Configure this device Radio authentication
Security
Share keys
< y Passwords, System Key... System ID >
000
E Configure a device KMEF
Phone numbers, KMF RSI... WACN ID >
‘ - : 00000
Store & forwar
e N Radio authentication Radi
a System 1D, WACN ID, AuC... adio port >
@== Radio authentication 49165
o~ i
Manage firmware Authenticati
-Q' Audit log KVL and external upgrades uthentication center
[~ Set IPs, AuC ID, UKEKs...
o Settings System reset
Reset the entire system
Accept
AuC ID AuC ID < Settings
Change value Change value Authentication center
AuC ID 9999999 AuC ID (1)
AuCID 1 9999999
AuC port
>
> 49165 @
Active AuC @)
2 3 Main AuC
4 5 6 IP address @
>
8 9
OK
0 UKEKs @
Set up for algorithms
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AuC Settings (2)

Accept

AuC port

¢ AuC port
Change value Change value

&

Range: 49165..65535

AuC port 49165 AuC pOrt 65535

Active AuC

A 4

® Main AuC

~ Backup AuC

KVL connects only to
the selected AuC

Accept

Settings < IP address
IP address Main AuC

Main AuC > IP address

10.0.0.6

Backup AuC

4

The same procedure
for backup AuC
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Entering the UKEK

Settings
UKEKs

AES128

Review key

UKEK, AES128

93 BE 8E 50 16 8D 7B E6

11 68 DA 30 64 0C D7 62

Enter key

UKEK, AES128

0/32

The UKEK entered in the KVL must match
the UKEK in the KVL record in the AuC.

If a system reset is performed on the KVL,
all UKEKs will be destroyed and you must
reenter them.

If the KVL is compromised, you must enter
new UKEKs in the KVL and AuC.

Accept

Clear the whole
key value

-] K 30 64 0C D7 62
Clear 32/32 Show
0 1 2 3
48 RSN R6N
8 9 A B
0K
C D E F

AES128
(entered)

CAM #26-0710
Exhibit 4B
Page 219 of 298



Radio Authentication 92

Connect to AuC via Network / VPN Network
Make sure that the KVL battery is charged.

KVL 5000 100% ) < Radio authentication « Connectto AuC
Choose connection type

2: Share keys Provision radio Network
Define & load key to radio Connect via network adap@
B Configure a device . . . " i
View provisioned radios VPN Network
‘ 73 of 475 available Connect via VPN network@
Store & f d
I ore & forwar
Connect to AuC
A | Send keys to AuC
@we Radio authentication e ulay
o A
|

Ed Audit log

a Settings

IP address in AuC settings must be set.

U}

MOTOROLA

I
E Micro USB Port

Micro USB-Ethernet | ~ ~— - ~-7TT-TTTTTT7
adapter

Network

N

1
E Ethernet Port
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Network connection

Cancel < Connectto AuC < Connectto AuC

© Connected © Connected

Sending © Sent

Sent 4/73 radio key pairs Sent 73/73 radio key pairs
Complete | © Completed

Process starts

automatically

VPN connection (1)

Add new
VPN

auc profile e

Connect to auc profile

Username

Edit VPN :I

kvl

P d Go back to
asswor

AuC connection
Connect to VPN

Cancel | Connect

Enter credentials

and log in
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VPN connection (2)

< Connect to AuC

< Verifying VPN

Connect

¢« Connectto AuC

© VPN connected

The same
steps as in
network
connection

< Connect to AuC

© VPN connected

Send

Complete

v Connecting

© Connected

Send

Sent
Sent 73/73 radio key pairs

Complete

© Completed

Viewing and removing provisioned radios

&

Provisioned radios

146 of 475 available

Radio ID: 1

Sys: 001, WACN: 00001

Actions

Select all radios

Remove

Radio ID: 2

Sys: 001, WACN: 00001

selected radios

Radio ID: 3

Sys: 001, WACN: 00001

Select all

Unselect

Sys: 00/ Sort by

Radio
Sys: 00

Filter

Radio ID; 4

Sys: 001, WACN: 00001

Z

Remove selected

|—IU

nselect all

I_‘ radios

all

Sort radios

<

Radio IO
Sys: 001,

Filter radios

Radio ID: 5

Sys: 001, WACN: 00001

Radio ID: 5

Sys: 001, WACN: 00001
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Add new tactical OTAR group

Only administrator can use this feature.

KVL 5000

g Configure a device

¢ Tactical OTAR

Manage OTAR groups

"| Add, edit OTAR groups

‘ Store & forward

09- Radio authentication

r—n |

—
’lj" Tactical OTAR

m Add new OTAR group

No group
select 'Ac
menu.

You can add members to the
OTAR group after you fill all
data.

7

< Add OTAR group
Enter parameters

Name

Algorithm

W

Tap an item to edit.
TEK, SEK and KEK will be editable
when an algorithm is selected
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Actions

Select TEK for the OTAR group

c Add OTAR group c Select TEK Select TE
Enter parameters Select key el Add new key
Name group aestek 1 aestek1  gopt by
AES256, TEK, 1, 0000 AES256, TEK
Algorithm N Filter
AES256 aes tek 2 aes tek 2
AES256, TEK, 2, 0001 AES256, TEK, 2, 0001
TEK N
> 3 aes tek 3
EK, 3, 0002 AES256, TEK, 3, 0002
SEK N
k aes tek 4
256, T You can choose existing key AES256, TEK, 4, 0003
or create a new one
KEK N
aestek 5 aestek 5
AES256, TEK, 5, 0004 AES256, TEK, 5, 0004

The same procedure is for selecting SEK and KEK.

Accept

Add OTAR group You can save the OTAR group
Enter parameters without members and add
them later by editing existing
OTAR groups.

TEK

>
CKR ID: 1, Key ID: 0000 W

SEK
CKRID: 3, Key ID: 0002

KEK >
CKR ID: 61440, Key ID: 0005

MNP 1000

Members >
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Adding new members to OTAR group (1)

(0]

MOTOROLA

Add OTAR group
Entar paramat

TEK

CKRID: 1, Key ID: 0000

SEK
GKRID: 2, Key 0: 0001

KEK s
CKR ID: 61440, Key |D: 0002

MNP 1000

Members >

To add radios to OTAR group
connect each one to provision
them with TEK, KEK and SEK.
Single group can contain up to 50
members.

MOTOROLA

MOTOROLA

APX7000
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Adding new members to OTAR group (2)

Add OTAR group c Add members

v v
Enter parameters Connect a device
TEK N No OTAR members added
CKR ID: 1, Key ID: 0000
SEK Adding a member
CKRID: 2, Key ID: 0001 >
KEK Loading key 0 of 3...

>
CKR ID: 61440, Key ID: 0002

MNP 1000

Members >

Accept

< Manage OTAR groups c Add members
.
No filter applied Device connected

Alpha Radio ID: 1
3 group members, AES256
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Actions

View and sort OTAR group list

KVL 5000 98% [}

g Configure a device

Store & forward

Radio authentication

¢ Tactical OTAR

Manage OTAR groups

Tactical OTAR

| 0) X [e

Ed\ Audit log

o Settings

Sort by

A 4

Add, edit OTAR groups

Manage OTAR groups
No filter applied

A 4

alpha
0 group members, DES-OFB

Update OTAR groups

Update OTAR group using
connected radio

group
0 group members, AES256

Remove OTAR groups

Remove selected OTAR
groups

group 2
0 group members, AES256

Tap to sort by
chosen criteria in
ascending order

By name

O By algorithm

By number of
members

m Add new OTAR group <

alpha Sort by @
0 group

Filter @
group
0 group members, AES256

group 2
0 group members, AES256
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Filter OTAR group list

Actions [

Manage OTAR groups

Add new OTAR group Filtered by: "gro”

alpha g4t py group

0 group 0 group members, AES256
Filter

group »| group 2

0 group members, AES256 0 group members, AES256

group 2
0 group members, AES256

m Add new OTAR group

To search for an item, type in the name, group Sort by P
algorithm or members count in the filter 0 group N
dialog. You do not need to enter the entire
text, only the beginning. Filter

group

0 group Clear filter

A\

Remove filter

from the list
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Edit OTAR group

Edit OTAR group name, TEK, MNP and members | Delete the group |

; Remove group
< Manage OTAR groups : < Edit OTAR group
No filter applied * Change parameters

Only Administrator can manage this

alpha
0 group members, DES-OFB TEK @}
CKR ID: 1, Key ID: 0000 n Confirmation
group
0 group members, AES256 > Do you want to remove
this group?
Only name, TEK, MNP and
group 2 members can be edited. .
0 group members, AES256 ol
Cancel
MNP 1000
Members @>

Edit TEK in the OTAR group (1)

Accept

Edit key Edit key c Edit OTAR group v i
Change parameters Change parameters Change parameters
Name aes tek 1 Name tek edited Name group
o = _ SR EVRER B Lh

TEK
CKRID: 1, Key ID: 0000

A\

| | Only name, key ID and key

value can be edited.

(=3

Key ID 0000 Key ID 0000

Key value \ Key value \
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Edit TEK in the OTAR group (2)

Actions

Select TEK
Select key

aes tek 1
AES256, TEK, 1, 0000

, 2,0001

4
56, TEK, 4, 0003

Edit key Edit key

Change parameters N EEl  Select new TEK
Name aestek 1 Name aestek 1
Key ID 0000 Key ID 0000
Key value \ Key value \

Instead of editing the used
key you can choose another
or create a new one

After you change MNP or TEK
members in the OTAR group will be
not current — you need to update
OTAR group.

Accept

Edit OTAR group R
Change parameters

Name group

TEK D

CKRID: 1, Key ID: 0000
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Edit members in the OTAR group (1)

Actions

c Edit members
Connect a device nneed Sort by Sort members

O Radio ID: 1 selectall Select all

members |
O Radio ID: 2 O Radio Unselect all —I Unselect all

members

O RadiolD: 3 Remove selected [0 Remove selecte

members
O Radio ID: 12 O Radio Fijter
O Radio ID: 200 Radio ID: 200

Filter members |

Edit members

Connect a device

0O RadioID: 1
O Radio ID: 2 M Confirmation M Confirmation
; . Group members removed Do you want to remove 1
O :
REEILIoE € successfully. TEK key member?
T for this group should be
O RadioID: 12 changed
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Edit members in the OTAR group (2)

Removed member will still be
provisioned and able to
communicate securely with other
members. TEK change and OTAR
group update is recommended

N

To add new members to existing
OTAR group connect a radio over
MX in same way as when creating
new OTAR group

c Edit members

< Edit members
Connect a device

Device connected

0O Radio ID: 1 0O Radio ID: 1
0O Radio ID: 2 O Radio ID: 2
O Radio ID: 3 Adding a member O Radio ID: 3
0O Radio ID: 12 Loading key 0 of3... O Radio ID: 12
O Radio ID: 100
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Update OTAR group (1)

Tactical OTAR is a Motorola feature that allows a KVL to wirelessly manage a key (TEK only) for a small group of radios,
with one radio serving as an RF modem. The radio serving as an RF modem must be equipped with the Tactical
Rekey/OTAR feature. The OTAR group update is executed using RS-232 or USB cable.

MOTOROLA

MOTOROLA

APX7000

P N CHANGER
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Update OTAR group (2)

You can also connect devices over
USB to update OTAR group when
USB key loading feature is enabled.
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Update OTAR group (3)

¢ Tactical OTAR

Manage OTAR groups
Add, edit OTAR groups

Update OTAR groups

No filter applied

Update OTAR groups

Update OTAR group using
connected radio

Beta
1/ 2 members to update

N

Update

Update members

Connect a device

Radio ID: 1

Not current

A 4

Remove OTAR groups
Remove selected OTAR
groups

Gamma
All members up to date

Only OTAR groups with
added members can be
updated.

Choose Quick update if you want only
to synchronize the members that
require the update or select Full
update if you want all members to be
updated.

Radio ID: 2
Current

Update OTAR group

Choose update mode

Full update

h Quick update

Cancel
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Update OTAR group (4)

Update members

e
Device connected

Radio ID: 1
Not current

>

Radio ID: 2
Current

Update members

Connect a device

Radio ID: 1
Current

Updating OTAR
group

50% Updating member 1 of 2

Cancel

¢ Update members .
Connect a device *

Radio ID: 1
Current

Radio ID: 2

A 4

Current

Actions

Filter members

Update
Connect a

Sort by

Filter

Sort members

N

Radio ID: 2
Current

Radio ID: 2
Current
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Setup control head keys and MNP (1)

Sometimes the radio may be mounted in a vehicle’s trunk and is difficult to access. Remote control head feature allows
you to load and manage keys on a radio through a remote control head that can be mounted in vehicle’s cabin.

KVL 5000 98% I}

E Configure a device

Store & forward

[

Radio authentication

b (Y

—
’lj‘ Tactical OTAR

Settings
Configure this device

&

KMF
Phone numbers, KMF RSI...

Radio authentication
System ID, WACN ID, AuC...

| Control head

Settings

Control head

Control head keys
KEK, SEK for each algorithm

o

1000

A 4

Keys and MNP

E_d\ Audit log

USB key loading

Ports, enabling feature

o Settings

Key File Export

Settings
Control head keys

AES256
Keys not defined /}

DES-OFB
Keys not defi

DES-XL L

Keys not defined

Off

< Settings
AES256 control head keys

SEK

KEK

Accept

Enter key

SEK, AES256

..9 BO 86 C2 46 24

A 4

DVI-XL
Keys not defined

DVP-XL
Keys not defined

A 4

CAM #26-0710
Exhibit 4B
Page 237 of 298



Control head setup

110

Setup control head keys and MNP (2)

< Settings
AES256 control head keys

SEK N
(entered)
KEK N

Enter key

KEK, AES256

..5 94 AC

Accept

Accept

Settings
AES256 control head keys

SEK >
E2 77 71 (entered)

KEK >

(entered)

A 4

< Settings
Control head keys

AES256
Keys defined

DES-OFB
Keys defined

DES-XL
Keys defined

< Settings
Control head keys

AES256
Keys defined

DES-OFB
Keys not defined

A

DVI-XL
Keys defined

DVP-XL
Keys defined

DES-XL
Keys not defined

A

DVI-XL
Keys not defined

DVP-XL
Keys not defined

Define key pairs for all
desired encryption
algorithms
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Setup control head keys and MNP (2)

MNP
Change value

MNP 1000

Accept

MNP

Change value

MNP 5000

Provision mobile radio (1)

g Gonfigure a device

¥, store & forward

9&_ Radio authentication

Tactical OTAR

[5]

v

< Settings
Control head

Control head keys
KEK, SEK for each algorithm

MNP
5000

Connect KVL to mobile radio
over MX cable. Proper port on
back of the mobile radio is
indicated by red circle

VS
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Provision mobile radio (2)

KVL 5000

?? Manage keys

Load keys

< Load keys & groups
Select from the items below

Load keys
Select keys to load

Share keys

Configure a device

Store & forward

Load groups
Select groups to load

Provision mobile radio
Provision for control head

Loading keys

Loading key 0 of 5...

Cancel

s [ o o m»

¢
[

Radio authentication

At this point mobile radio is
provisioned with control head
keys and it is ready for
operation over control head

c Provision mobile radio
Device connected

AES2
© S256

Succeeded

DES-OFB

Succeeded

DES-XL

Succeeded

DVI-XL
Succeeded

DVP-XL

Succeeded
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Importing upgrade images

KVL 5000

4‘.& Share keys

g Configure a device

Settings

ra
Configure this device

Security

Passwords, System Key, and
more...

Store & fi d
‘ ore & forwar

E_O: Audit log

KMF

Phone numbers, KMF RSI, and
more...

Manage firmware

Upgrade KVL or External
module (e.g. Radios)

Settings
Manage Firmware

&«

KVL firmware
KVL software upgrade

External module firmware

External module upgrade (e.g.
Radio)

v

System reset
Reset the entire system

Connect KVL device to

PC by microUSB cable

Copy any upgrade files to This PC\kvI5000\Internal

shared storage\fwupdate directory. KVL needs to

be in any Manage Firmware screen to have access
to that directory

0]

MOTOROLA

e Eeumgs

KVL firmware
KVL software upgrade

External module firmware
External module upgrade (e.g.
Radio)
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There are four types of upgrade files that can be imported into KVL:

e KVL application (Host) upgrade files with .apk extension
e HSM upgrade files with .bin_kvl extension

e  OS upgrade packages with .zip extension
e External device upgrade files with .bin_module extension

KVL will automatically recognize latest upgrade file for each upgrade type. Downgrades are not possible.

KVL application upgrade

c Settings
Manage Firmware

KVL firmware
KVL software upgrade

Manage KVL firmware

Select an action to perform

Upgrade

Upgrade firmware and

External module firmware

Radio)

algorithms

< Upgrade KVL

No upgrade files available

External module upgrade (e.g.

Remove algorithm

Remove algorithm from this
KVL

Operating System
No upgrade file available

Firmware information
Firmware version of this KVL

Upgrade information
View upgrade image version

M Upgrade result

Application upgraded

successfully. Device will
be rebooted.

Ok

HSM
No up
Upgrade option will be
enabled after importing
Host upgrade file
No upgrade Tmes H |I_a,l)|e
Host

com.motorola.kvl-
R01.01.06.00-Astro-
Unsigned.apk

KvI5000 Application

Upgrading..

B Confirmation

Do you want to upgrade
from version E1.0.0.0-
Astro to R01.01.06.00-
Astro?
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HSM upgrade

Manage KVL firmware

Select an action to perform

¢ Upgrade KVL

Upgrade

Upgrade firmware and
algorithms

Remove algorithm

Remove algorithm from this
KVL

Firmware information
Firmware version of this KVL

HSM & Operating System

NOUPA Upgrade option will be

enabled after importing
Opera upgrade file

No upgrade file ava

i\;e
HSM

Upgrade information
View upgrade image version

Licensing agreement

Review the licensing agreement for
this application

MOTOROLA SOLUTIONS, INC.
END USER LICENSE AGREEMENT

Motorola Solutions, Inc. ("Motorola") is willing to
license the Motorola application and HSM
Software and the accompanying decumentation to
you ('Licensee” or "you") for use with a Motorola
KVL5000 enly on the condition that you accept all
the terms in this End User License Agreement
("Agreement").

IMPORTANT: READ THE FOLLOWING TERMS AND
CONDITIONS BEFORE USING THE ACCOMPANYING
PRODUCT.

BY CLICKING ON THE "ACCEPT" BUTTON ABOVE,
YOU ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMENT, UNDERSTAND IT AND AGREE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT.

IF YOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT, MOTOROLA IS NOT WILLING TO
LICENSE THE SOFTWARE TO YOU. YOU SHOULD

CLICK ON THE "DO NOT ACCEPT" BUTTON TO
NISCANTINGIE THE 1IQF AF AFTWARE IE VNI |

KVL will logout after upgrade

> kvI_R50_03_01.prod.bin_kvl
N
H
files available
Mo ninnrada fila availahla

Upgrading now...

LED indicator will stay red while
upgrade is in progress. After success it
will flash yellow and then green once

Uploading now...

Importing upgrade...
Please wait.

Importing part 208 of 1606...

B Confirmation

Do you want to upgrade
from version R50.3.1 to
R50.3.1?

n Upgrade

Cancel
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Operating system upgrade

Manage KVL firmware

< Upgrade option will be

Select an action to perform

enabled after importing

Upgrade upgrade file
Upgrade firmware and J \7 .
aIZ%rithms \/ B Confirmation

> Operating System ——» /M Do you want to upgrade
Remove algorithm "| 0S_Upgrade_R01.01.04.zip fror\;l‘I version R01F(?1.03 to
E\e/r[.ove algorithm from this N R0O1.01.04?
Firmware information /)

Firmware version of this KVL

Upgrade information
View upgrade image version

Licensing agreement

Review the licensing agreement for
this application

KVL5000

MOTOROLA SOLUTIONS, INC.
END USER LICENSE AGREEMENT

Motorola Solutions, Inc. ("Motorola®) is willing to
license the Motorola application and HSM
Software and the accompanying documentation to
you ("Licensee" or "you") for use with a Matorola
KVL5000 only on the condition that you accept all
the terms in this End User License Agreement
(*Agreement”). Please wait..
IMPORTANT: READ THE FOLLOWING TERMS AND 5

CONDITIONS BEFORE USING THE ACCOMPANYING
PRODUCT.

BY CLICKING ON THE "‘ACCEPT" BUTTON ABOVE, MOTOROLA
YOU ACKNOWLEDGE THAT YOU HAVE READ THIS SOLUTIONS
AGREEMENT, UNDERSTAND IT AND AGREE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT.

IF YOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT, MOTOROLA IS NOT WILLING TO
LICENSE THE SOFTWARE TO YOU. YOU SHOULD
CLICK ON THE "DO NOT ACCEPT" BUTTON TO
NILCANTINIIE THE TIQE NE QAETWARE 1E VNI

Installing System Component

Do not power off device!!

KVL will reboot after upgrade
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Upgrades 117

External device upgrade (1)

. Settings c Manage external firmware
Manage Firmware Select an action to perform

KVL firmware »| Upgrade Upload File to HSM

KVL software upgrade Upgrade firmware and external_upgrade.ly /_module
algorithms

Upload option will be
enabled after importing

upgrade file

Upgrade

Device disconnectewy

&

A 4

External module firmware

Remove algorithm
External module upgrade (e.g. .
Radio) Remove algorithm from a

device

(

Firmware information

View firmware version on a
device

c Upgrade
Device disconnected

B Confirmation

| ing now...
Uploading no Do you want to upload

Importing upgrade... firmware file?
Please wait.
.
Importing part 317 of 561... Upload n

Upgrade option is disabled until
target device is connected
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External device upgrade (2)

Connect KVL to target
device via MX port

v

< Upgrade
Device connected

~ :
Upgrade Device Do you want to upgrade
MOTOROLA 65535 of 65535 upgrades target device from version
remaining | R1.3.13 to R1.7.25?

B Confirmation

« Upgrade

Upgrade

c Upgrade
Device connected

Upgrade Device Upgrading now...

65534 of 65535 upgrades

remaining gigrading_extemal module now...
asewait.

A
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Troubleshooting
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Debug logs

Configuring logging level

KVL 5000

g Share keys

B Configure a device

Store & forward
Y,

< Settings
Configure this device

KVL RSI
9999998

Settings
General

Night Time
Color scheme

E_G\ Audit log

Settings
KVL Log

Log to file

Logging level
Debugs

Max files size (MB)
100

Export crash dump

Save crashdump to Mtp
directory

A 4

General

Color scheme, device
settings, and more...

Main menu banner
KVL 5000

Security

Passwords, System Key, and
more...

Hardware
Device and ethernet settings

KVL Log

KMF
Phone numbers. KMF RSI. and

Application log configuration

About
Product name, version...

Logging level

O Fatal errors

Errors

O Warnings

OlInfos

Settings :
KVL Log *
Log to file
Logging level o
Errors

Max files size (MB)
100

Export crash dump

Save crashdump to Mtp
directory

Select logging level
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120

Downloading KVL logs to PC

Actions

Settings

KVL Log

100

Restore default

Export crash dump Expor sh dump
Save crashdump to Mtp Save crashdump to Mtp
directory directory

Connect KVL device to

PC by microUSB cable

Logs are stored in This PC\kvI5000\Internal

Log to file LO¢ Ciear local log repository

Logging level N Log Send logs

Errors Errc Send logs

Max files size (MB) . Logs have been sent.

OK

0}
MOTOROLA

Settings
KVL Log

<«

Log to file

Logging level
Errors

Max files size (MB)
100

Export crash dump
Save crashdump to Mtp
directory

A 4

shared storage\kvl logs directory. KVL
needs to be in KVL Log menu to have

access to log files
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Log event description

The events on the list are sorted from the most severe to the least severe. When you choose a type of event, all more

severe events will be logged as well.

For example, if you choose Warnings, then Fatal errors, Errors, and Warnings will be logged.

See the following table for more information on the event types:

Event Type Description

Fatal errors Errors that cause the KVL to stop working correctly

Errors Errors that do not stop the KVL from running

Warnings Potentially harmful events

Infos General informational messages about KVL operation

Debugs Detailed information about events that are helpful while debugging the KVL
Traces The lowest severity level of events. All events are logged
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Potential IP Connection Issue (1)

When you connect the KVL to a
network and DHCP on KVL is ON, in
some networks it is possible that the
default gateway is not set properly.
This may result in connection failure.

IP Connection Troubleshooting Procedure

1. Connect KVL to the network. See S&F with KMF via Ethernet.

2. Go to Settings > General->Hardware—> Ethernet

IP address N
192.168.10.2

Subnet mask >
255.255.255.0

3. Note down values from IP address and Subnet mask fields.

4. Set DHCP to Off.

DHCP
Off
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123

Potential IP Connection Issue (2)

5. In IP address and Subnet mask fields, manually enter the values that you noted down.

6. Tap Default gateway. The maximum value is entered automatically.

< Settings

Default gateway

Select f Default gateway

Default gateway
192.168.10.254

7. If the problem is not solved, in the Default gateway field enter the minimum allowed value.

Settings

Default gateway

Default gateway
192.168.10.1

8. If the problem is still not solved, contact your system administrator.
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Troubleshooting 124

Potential VPN Connection Issue
Most of the VPN connection issues may be resolved in the following way:

e Check the cable connection between KVL and KMF.
e Make sure that the VPN is configured correctly. See Settings VPN section.
e Disconnect and connect to a VPN again by performing the following actions:

1. From the KVL main menu, go to Settings - General - Hardware - VPN.

2. Tapon aselected VPN to disconnect.

kmf profile
Connected

VPN is connected

&

Session; kmf profile
Duration: 02:23:36

Cancel

Disconnect

3. Connect to a VPN by tapping its name on the list. When prompted, enter the credentials for your

VPN.
Connect to kmf profile
kmf profile e >
Username
kvl
Password

carcl [ somest
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Troubleshooting

115

KVL Led Indicators

Led color on the KVL provides on current KVL status.

KVL 5000 LED Indicators

Led color

Red

Yellow

Green

Yellow
(flashing)

Red
(constant)

Meaning

KVL is booting up

Checking KVL data integrity

KVL is ready for use

Formatting KVL memory. May take up to 2 minutes

KVL may be in one of the states:

HSM failure - KVL needs to be restarted

HSM permanent failure (restart does not solve issue) — KVL needs to be sent

for repair

HSM stays in programming mode after upgrading (restart does not solve
issue) - KVL needs to be sent for repair
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Troubleshooting 126

Clearing sensitive data

Perform system reset

Configure this device
g Share keys Security @ Use with caution
Passwords, System Key, and
more... A system reset will reset
E Configure a device the KVL to its original
state. All settings will
KMF be reset and all data
‘ Store & forward Phone numbers, KMF RSl, and including keys will be
e MOTE =< deleted. System will be
— restarted.
=Q, Auditlog Manage firmware
Upgrade KVL or External
O Settings module (e.g. Radios)
.| System reset L
a Logout "| Reset the entire system

Licensing agreement

Review the licensing agreement for
this application

MOTOROLA SOLUTIONS, INC.
END USER LICENSE AGREEMENT

Motorola Solutions, Inc. ("Motorola®) is willing to
license the Motorola application and HSM
Software and the accompanying documentation to Syste m Fese‘t
you ("Licensee” or "you") for use with a Motorola
KVL5000 only on the condition that you accept all

the terms in this End User License Agreement Resetting system now...
("Agreement"). Please wait.
IMPORTANT: READ THE FOLLOWING TERMS AND

CONDITIONS BEFORE USING THE ACCOMPANYING I
PRODUCT.

BY CLICKING ON THE "ACCEPT" BUTTON ABOVE,
YOU ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMENT, UNDERSTAND IT AND AGREE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT.

IF YOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT, MOTOROLA IS NOT WILLING TO
LICENSE THE SOFTWARE TO YOU. YOU SHOULD
CLICK ON THE "DO NOT ACCEPT" BUTTON TO
NISCANTINIIE THE HISE NE @NETWARE 1E VNI

| Accept [l Decline |
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Perform system reset using hardware button

[ Use with caution

o

MOTOROLA

Login

Account
Operator

Password

A system reset will reset
the KVL to its original
state. All settings will be
reset and all data includ-
ing keys will be deleted.
System will be restarted.

System reset

Resetting system now...

Please wait.

Reset

Hold for 3
seconds

System reset hardware button can be
used when not logged in and during
most operations

Abort

Licensing agreement

Review the licensing agreement for
this application

MOTOROLA SOLUTIONS, INC.
END USER LICENSE AGREEMENT

Motorola Solutions, Inc. ("Motorola") is willing to
license the Motorola application and HSM
Software and the accompanying documentation to
you ("Licensee” or "you") for use with a Motorola
KVL5000 only on the condition that you aceept all
the terms in this End User License Agreement
(‘Agreement”).

IMPORTANT: READ THE FOLLOWING TERMS AND
CONDITIONS BEFORE USING THE ACCOMPANYING
PRODUCT.

BY CLICKING ON THE "ACCEPT" BUTTON ABOVE,
YOU ACKNOWLEDGE THAT YOU HAVE READ THIS
AGREEMENT, UNDERSTAND IT AND AGREE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT.

IF YOU DO NOT AGREE TO THE TERMS OF THIS
AGREEMENT, MOTOROLA IS NOT WILLING TO
LICENSE THE SOFTWARE TO YOU. YOU SHOULD
CLICK ON THE "DO NOT ACCEPT" BUTTON TO
NISCANTINIIE THF HISE NE SNEFTWARFE IFE VNI

_Accept Ji Decline _

A
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Operator Lockout

When trying to log in with wrong password more than set number of times, lockout is engaged.

Administrator can set System

Account Reset operation after number of
Operator ? unsuccessful logins. Then KVL will

be reset and all keys will be lost.
Password

Incorrect password.

You have to wait at least 15
minutes before next login try
or contact Administrator Lockout time and

number of tries is also
set by an Administrator.

Unlocking account

Administrator can unlock Operator’s account in Settings.

KVL 5000 ¢ Settings
Security
g Load keys on
- . Unlock operator
Masking mode | account k
4..% Share keys Last character unmasked

Would you like to unlock

_ L the Operator account
g Configure a device ogon banner now?
Change logon banner settings

Iil Store & forward Passwords Yeﬁr unlock now.
— Manage user passwords , leave locked.
Ed Audit log

Unlock operator account

Operator account is currently
locked

o
@
=
5
@
wn
\ 4
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Troubleshooting 129

Potential Radio Authentication issues

In case there is an issue with connecting KVL to radio for Radio Authentication operations, please make sure
that the following conditions are met:
e Serial cable is used for connection between KVL and the radio.
e Radio has been configured for Radio Authentication feature (radio must have Radio Authentication
turned on and set correct System ID, WACN ID, Radio Id and Radio port), especially the active profile on
the connected radio (each profile can have assigned separate SUID).

e Please note that radio can turn off some of its functions when the battery is low

Note: SUID = System ID + WACN ID + Radio ID
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USB key loading

Enabling USB key loading feature

KVL 5000 ¢ Settings ¢ Settings
Configure this device USB key loading

- KMF )
— Load keys Phone numbers, KMF RSI... Radio over USB
‘g Share keys Radio authentication

System ID, WACN ID, AuC...

E Configure a device USB key loading

Radio Auth UDP port

‘ Ports, enabling feature >
Store & forward 49165
L .
Manage Firmware
ﬁ Audit log KVL and external upgrades
_ System reset
o Settings Reset the entire system

< Settings
USB key loading

USB key loading feature is always Radio over USB
disabled in FIPS level 3 mode. On

E2EE UDP port
49644

A

Radio Auth UDP port
49165
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Troubleshooting 131
Changing port values Accept
< Settings E2EE UDP port c Settings
USB key loading Change value USB key loading
Radio over USB E2EE UDP Radio over USB
On port 65535 On
E2EE UDP port N E2EE UDP port N
65535
Radio Auth UDP port
2 3 49165
4 5 6
8 9
OK
0
Accept

Radio Auth UDP port

< Settings
USB key loading

< Settings
USB key loading

Radio over USB
On

E2EE UDP port
65535

Change value

Radio Auth UDP port
49165

Radio Auth
UDP port 65534
2
L X |
4 5
8
(0] 4
0

» Radio Auth UDP port

Radio over USB
On

E2EE UDP port
65535

65534
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Key File Export

Enabling key file export feature

KVL 5000 Settings

Configure this device

Radio authentication

-
== Loadkeys System ID, WACN ID, AuC...

Jc.é Share keys USB key loading

Ports, enabling feature

g Configure a device

Key File Export

Settings

Configure this device

Radio authentication
System ID, WACN ID, AuC...

USB key loading

Ports, enabling feature

Key File Export

Store & forward
L2

5 Audit log

. System reset
O Settings

Reset the entire system

Key File Export feature is always
disabled in FIPS level 3 mode.

On

Manage Firmware
KVL and external upgrades

System reset
Reset the entire system
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Unmounting USB flash drive

USB devices are automatically
mounted when connected to KVL.
You can manually unmount them
with toolbar option.

To use unmounted USB flash drive
again, unplug it and plug it back in

[

< Export keys . Export k _ c Export keys .
USB storage connected * IS:EWeEt Disconne SB USB storage disconnected ~ *
Export keys Export keys Export keys
Select keys to Select keys to export

Select keys to export
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Key export file missing on USB flash drive

Some USB flash drives will not store exported key if USB flash drive was not unmounted properly. To ensure
correct file saving please unmount USB stick after completing file export.
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Potential Tactical OTAR issues

In case there is an issue with connecting KVL to radio for Tactical OTAR update operation, please make sure
that the following conditions are met:

e Serial cable is used for connection between KVL and the radio.

e Radio serving as an RF modem must be equipped with the Tactical Rekey/OTAR feature

e Members to update are within range

e Please note that radio can turn off some of its functions when the battery is low

When you see Missing KEK to decrypt
status add the member again to the
Tactical OTAR group

Update members
Connect a device

>

Radio ID: 1
Current

Radio ID: 2
Missing KEK to decrypt
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Potential Control Head issues

No control head key defined for algorithm

When you see No control head key
defined for an algorithm, create
control head keys for each algorithm.
You can check how to do it here
Define control head keys

¢ Load keys
0/ 1 keys succeeded

key 1
No control head key for
DVI-XL defined on KVL

Radio not provisioned

A Warning

=

Radio not provisioned.
Please provision mobile
radio with control head keys

When you see Radio not provisioned.

Please provision mobile radio with
control head keys, create control
head keys for each algorithm and
provision radio using created keys
(see Define control head keys).

OK
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Device not provisioned with algorithm key

When you see Device not provisioned ¢ Loadkeys
with an algorithm key, create missing Ll ce s el

control head keys for the algorithm key 1

and provision mobile radio (see Device not provisioned
Define control head keys). U RES R
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138

Admin Operator has

access

KVL Action has

Access

Configure Radio

View Target RSI(s) (Individual, Group) yes yes
Change Target Individual RSI yes yes
View Target KMF RSI yes yes
Change Target KMF RSI yes yes
View Target Keys yes yes
View Target Keysets yes yes
Change Target Active Keyset yes yes
View Target MNP yes yes
Change Target MNP yes yes
Remove Target Key yes yes
Remove Target Group yes yes
Remove All from Target yes yes

Load & Share

Load Key yes yes
Load Key Group yes yes
Store and Forward Download yes yes
Store and Forward Update yes yes
View Targets to Update yes yes
Clear Targets to Update yes no
Load Automatic SU Auth Key yes yes
Load Manual SU Auth Key yes yes
Download K-SUID pairs to AuC yes yes
View SUID that have been loaded yes yes
Clear K-SUID pairs that have been loaded yes no
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Manage Keys & Groups

View Key yes yes

Add Key yes Only with Keys and
Groups permission

Delete Key yes Only with Keys and
Groups permission

Delete KMF / AUC UKEK Keys yes Only with Keys and
Groups and KMF /
AUC permissions

Edit Key yes Only with Keys and
Groups permission

Add Group yes Only with Keys and
Groups permission

Delete Group yes Only with Keys and
Groups permission

Rename Key Profile yes no

Clear Key Profile yes no

Tactical OTAR

View Tactical OTAR Groups yes yes

Add Tactical OTAR Group yes Only with OTAR
Groups permission

Delete Tactical OTAR Group yes Only with OTAR
Groups permission

Edit Tactical OTAR Group yes Only with OTAR
Groups permission

Add Tactical OTAR Member yes Only with OTAR
Groups permission

Remove Tactical OTAR Member yes Only with OTAR
Groups permission

Tactical OTAR Full Update yes yes

Tactical OTAR Optimized Update yes yes
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Settings
Change KVL RSI yes no
Change Theme yes yes
Change Inactivity Timeout yes no
Change FIPS Mode yes no
Change System Key yes no
Change Sharing Mode yes no
Change Banner Text yes no
Change Hardware Settings yes yes
Change Application Log Level yes yes
Export Application Log yes yes
Change Operator Password yes yes
Change Admin Password yes no
Clear Passwords yes no
Change KMF RSI yes Only Wi_th _KMF
permission
Change KMF MNP yes Only Wi_th _KMF
permission
Change KMF Baud Rate yes yes
Change Active KMF yes yes
Change KMF Phone #'s yes Only wi_th _KMF
permission
Change KMF UKEK Setup yes Only with KMF
permission
Enable USB Key Loading yes no
Change USB Port Numbers yes no
Enable Key File Export yes no
View Audit Log yes yes
Clear Audit Log yes no
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Settings

System Reset yes yes

Change KVL Radio Auth ID yes Only with AuC
permission

Change AuC Destination Port yes Only with AuC
permission

Change Active AuC yes yes

Change SU Destination Port yes Only with AuC
permission

Change AuC UKEK Setup yes Only with AuC
permission

Change SU Auth System ID yes Only with AuC
permission

Change SU Auth WACN ID yes Only with AuC
permission

Manage Firmware

Upgrade KVL yes no

Remove KVL Algorithms yes no

View KVL Firmware Version yes yes

Upgrade External Crypto Module yes no

Remove Algorithm From External Crypto yes no

Module

View External Crypto Module Firmware yes yes

Control head

Change MNP yes Only with control

head permission
Define control head keys yes Only with control
head permission
Provision mobile radio yes yes
Load keys and groups yes yes
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@ MOTOROLA SOLUTIONS

City of Fort Lauderdale

Attachment 50 - Key Loading
Documentation

RFP # 549
December 18, 2025

The design, technical, and price information furnished with this proposal is proprietary information of Motorola Solutions, Inc. (Motorola). Such information
is submitted with the restriction that it is to be used only for the evaluation of the proposal, and is not to be disclosed publicly or in any manner to anyone
other than those required to evaluate the proposal, without the express written permission of Motorola Solutions, Inc.

MOTOROLA, MOTO, MOTOROLA SOLUTIONS, and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings,
LLC and are used under license. All other trademarks are the property of their respective owners. © 2025 Motorola Solutions, Inc. All rights reserved.
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City of Fort Lauderdale December 18, 2025
Attachment 50 - Key Loading Documentation RFP # 549

Table of Contents

Section 1
RFP Section 3.42.4.2 Key Loading Documentation ..........ccoouuiiiiiiiiiiiie e 1-1
Table of Contents @ MOTOROLA SOLUTIONS

Use or disclosure of this proposal is subject to the restrictions on the cover page.
Motorola Solutions
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City of Fort Lauderdale December 18, 2025
Attachment 50 - Key Loading Documentation RFP # 549

Section 1

RFP Section 3.42.4.2 Key Loading
Documentation

KVL 5000 Key Variable Loader

The KVL 5000 is Motorola Solutions’ encryption Key Variable Loader for secure-enabled Motorola Solutions
products. The key loader is outfitted with state-of-the-art features and a user interface for increased
efficiency and programming flexibility. A large LCD color display, paired with an easy-to-use alphanumeric
keypad, enables simple viewing and data entry.

Figure: KVL 5000 Key Variable Loader Device
Additional programming and key loading documentation has been provided on the following pages.

RFP Section 3.42.4.2 Key Loading Documentation 0 MOTOROLA SOLUTIONS

Use or disclosure of this proposal is subject to the restrictions on the cover page.
Motorola Solutions
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P25 KVL 5000

NEXT GENERATION ENCRYPTION KEY
LOADER ENSURES SECURE INTEROPERABLE
COMMUNICATIONS WITH EASE

The Motorola Solutions Key Variable Loader (KVL) 5000 allows programmers to generate,
transport and load encryption keys securely and efficiently into communication products.
Packaged in an easy to use one-handed design with an intuitive U, the KVL 5000 integrates
with Key Management Facility (KMF) by provisioning radios to use Over The Air Rekeying (OTAR).

Designed to meet the requirements of two-way radio programmers, the purpose-built KVL

5000 delivers a quick start and snappy response for easy and efficient key loading - without
interrupting the rest of their workflow. The only keyloader that can protect keys with a hardware
protected keystore, the KVL 5000 provides users with the highest level of secure programming

and information protection.
MOTOROLA

= 1
KL 5000 '

KVL 5000 FEATURES
e FIPS 140-3 Level 2 keyloader

e Hardware Security Module (HSM) to
protect keys

KVL 5000 ENABLES
e Encrypted communications
e OTAR (KMF Managed)
e Tactical OTAR (KVL Managed)

e Automatic key load
e Dead battery operation
e AES included

e Hardened out of the box

COMPATIBILITY

Compatible with existing KVL
3000/3000+/4000 keyloaders and
keyloading cables.

OPTIONAL ACCESSORIES

e USB modem

e USB programming cable

DATA SHEET | PROJECT 25 KVL 5000

e Store and forward

e Key creation

e Aftermarket algorithm upgrades
¢ Radio authentication provisioning

e Control head keyloading

MOTOROLA SOLUTIONS
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KVL 5000 PORTABLE SPECIFICATIONS

PHYSICAL CHARACTERISTICS

DIMENSIONS

Length 145 mm (5.71 in)
Width 76 mm (2.99 in)
Depth 37 mm (1.46 in)
WEIGHT

KVL with High Capacity (2925 mAh) Battery 300g(10.6 0z)
BATTERY/CHARGER

2925 mAH Li-ion USB-Micro Cable

Up to 10 hours of typical keyloading operation

2925 mAH Li-ion Si500 Drop-In Charger

Up to 10 hours of typical keyloading operation

USER INTERFACE

Display 3.2" Touch Display Transflective, Full Color Portrait/Landscape Display
Support Tempered Glass Display
Connectors/Ports RS232/DBY, USB-micro, MX-style keyload

Remote Connection to KMF/AuC

IP Network: USB-micro to Ethernet Adapter
Dial-Up: USB Modem (USB to RJ-11)

ENCRYPTION SPECIFICATIONS
Supported Systems

ASTRO 257.13 or later

Supported Algorithms

AES, DES-OFB, DES-XL, DVI-XL, DVP-XL, ADP

Supported Modes

ASTRO 25 Keyloading, USB Keyloading, Radio Authentication

SUPPORTED PRODUCTS

APX 900"
APX N30*
APX 1500*
APX 2000
APX 2500
APX 3000
APX 4000
APX N50
APX 4500
APX 5000
APX 5500
APX 6000
APX N70
APX 6500
APX 7000
APX 7500
APX 8000
APX NEXT
APX 8500

KMF

CDEM

WAVE CRYPYR
CRYPTR Micro

MCC 7500 VPM
MCC 7500E CRYPTR
PDEG

* SW AES Only

DATA SHEET | PROJECT 25 KVL 5000

WHAT'S IN THE BOX

e KVL 5000 Unit (P25 software, AES
algorithm, hardened by default)

e Battery
e Charging cable (USB-micro)
e Quick Start Guide

WHY KVL 50007
e Only keyloader with HSM to protect keys

e Purpose built device

e One piece design

e One handed operation

e Rugged (IP54, MIL-STD)

e Multiple keyload

e Ability to create, use, and erase keys

e KMF support

e Key sharing (KVL 4000 to KVL 5000, KVL

3000+ to KVL 5000, KVL 5000 to KVL
5000)

e Quick Startup
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UNSUPPORTED PRODUCTS

ASTRO Saber XTS 4000 (ARMOR-based)
ASTRO Spectra XTS 5000

Any ARMOR-based product DIU

XTL 5000 (ARMOR-based) MGEG

XTS 3000 (ARMOR-based) RNC

REGULATORY COMPLIANCE AND APPROVALS

FIPS 140-3 Level 2

Compliant

Electromagnetic Compatibility

FCC Part 15 Class A Emission, EN55022 Class A Emission, EN50392 RF Exposure

Safety

EN60950, EN62368, UL/cUL, RoHS 1P54

MIL-STD

Shock - MIL STD 810G 516.6 |
Drop - MIL STD 810G 516.6 IV
Vibration - MIL STD 810G 514.6 1/24

Operating Temperature -10°C to +50°C
Storage Temperature -40°C to +70°C
Ingress Protection IP 54

ESD Protection EN 55024

Humidity

MIL STD 810G (507.5 Il/Agg)

For more information, visit motorolasolutions.com/astro-security.

m MOTOROLA SOLUTIONS

Motorola Solutions, Inc. 500 West Monroe Street, Chicago, Il 60661 U.S.A. motorolasolutions.com

MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Logo are trademarks or registered trademarks of Motorola Trademark Holdings, LLC and
are used under license. All other trademarks are the property of their respective owners. © 2023 Motorola Solutions, Inc. All rights reserved. 04-2023
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Mission critical performance
focused on durability and
lexibility to keep you safer

Motorola P25 APX radios deliver what first responders need to increase their safety and improve their
situational awareness. Get the most out of your APX radio by extending its power and reliability with
resilient APX accessories. They are the only accessories tested and certified for use with APX radios.
Our accessories endure rigorous testing to last longer and help keep you safer. There's simply no

substitute for Motorola APX accessories.

Motorola’s exclusive energy and audio features

are made for mission critical moments

IMPRES™ 2 Energy: Your radio is your lifeline.
If your battery dies, it jeopardizes everything.

That's why we introduced the IMPRES 2 for APX series
radios. It's a next-generation energy system that’s safer and
smarter, while keeping you powered for even longer. With
IMPRES 2 chargers, you can charge batteries up to 40%
faster. Customize your charging to extend the life of batteries
in storage. And manage power more intelligently with
enhanced diagnostics, so you get the most from each
battery.

&

IMPRES Audio: | hear you, even when
you can't hear yourself.

Motorola’s exclusive IMPRES audio accessories help suppress
ambient noise, amplify loudness and improve voice
intelligibility. IMPRES audio can virtually block out all
background noise in any extreme environment with windporting
and noise-cancelling technology. Ensure your voice is heard
loud and clear no matter what direction you speak with an
advanced microphone system. IMPRES audio will make sure
you are heard in any demanding environment.
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APX N70 XE Featured Accessories

See more compatible accessories throughout the catalog

ACCESSORY

APX N70 XE FEATURED ACCESSORIES

APX N70 XE

Radio DESCRIPTION CATEGORY PART NUMBER CARRY ATTACHMENT
XVE500m high impact green, RSM PMMN4173
channel knob, gcai mini
’ XVES500m black channel knob, gcai mini RSM PMMN4173_BLK
XVE500m high |mpaqt green, RSM PMMN4172
no channel knob, gcai mini
XVES0Om black - RSM PMMN4172_BLK
no channel knob, gcai mini
‘ §
% ' 1-wire Surveillance Kit, Loud, Translucent Tube Earpiece PMLN8716
? - ‘J 2-wire Surveillance Kit, Loud, Translucent Tube Earpiece PMLN8717
? ‘ , Js-wire Surveillance Kit, Loud, Translucent Tube Earpiece PMLN8718
’ PTT Nexus Adapter Adapter PMLN8297
2.5" - PMLN8507
3" - PMLN8508
APX N70 XE Classic Holster Carr PMLN8689 ﬁzgggggzgl
(Compatible with PMNN4816,PMNN4817,PMNN4818) Y Carry attachment buy separately RLN6487
RLN6488
RLN6486
AY000223A01
AY000229A01
APX N70 XE Leather Case Carr PMLN8690 RLN6487
(use with PMNN4818 only) Y Carry attachment buy separately RLN6488
RLN6486
l IMPRES 2 Li-lon 3200 mAh Battery, IP68 Rugged* Battery PMNN4816
l IMPRES 2 Li-lon 4400 mAh Battery, IP68 Rugged* Battery PMNN4817
l IMPRES 2 Li-lon 3650 mAh Battery, IP68 Rugged* Battery PMNN4818
‘nwpss 2 Single-Unit Fast Charger, US/NA 115V Charger (SUC) PMPN4604
IMPRES 2 Multi-Unit Fast Charger with 6 Displays and 6
Integrated USB Charging Ports, US/NA, 100-240V Charger (MUC) PMPN4591
ANTENNA, WHIP, 762-870 MHZ , 15CM,FERRULE Antenna ANO000411A01
/NTENNA, STUBBY, 762-870 MHZ , 10CM, FERRULE Antenna AN000418A01
CAM #26-0710
* APX N70, N70 XE, N50, N30 & APX NEXT XN batteries come with self-calibration feature when used with IMPRES 2 Exhibit 4B
Single-Unit Fast Charger (SW ver V2.05 and above) and IMPRES 2 Multi-Unit Fast Charger (SW ver V2.05 and above). Page 284 of 298



Audio for extreme environments

The XVN500 features four high dynamic range (HDR)
microphones, which are arranged for all-round coverage. This
guarantees that communications are clear from every direction.
The designated HDR mic arrangement also provides significant
muffled audio reductions from any positions that the RSM may be
held or worn.

To further enhance noise suppression, all HDR microphones are
not only windported but are also placed behind our exclusively
engineered housing. This further redirects airflow and facilitates
water draining, effectively mitigating any leftover wind noise. The
adaptive noise suppression also allows for voice tracking while
filtering out surrounding background noise, giving you the best
clarity in your communications.

The XVN500's HDR microphone technology prevents speech
distortion, even when shouting in extreme noise environments.
And as the noise environment changes, so will the XYN500 to
adjust for maximum noise cancellation. When combined with the
APX NEXT XN, this technology will give firefighters high quality
audio features for any intense situation.

XVN500 RSM button configuration

Protected and illuminated
emergency button (orange)

Volume up/down
Strobe light

Water and windshielding grill

4 HDR microphones fuel new
adaptive noise suppression

Protected ViQi button

Protected PTT button

Water and windshielding speaker

Protected programmable button

Loud and intelligible

The XVN500 RSM speaker improves speaker clarity while the
maintaining best in class volumes. Even at the highest
volume, the RSM will maintain understandable and intelligible
audio output. This audio cuts through the noisiest
environments while simultaneously preserving audio richness
at mid to low volumes.

The XVN500 audio experience is enhanced by using the full
features of the adaptive audio engine on the APX NEXT XN.
This dynamically optimizes the radio’s performance in the
presence of background noise. Adaptive microphones gain
control while adaptive speaker equalization provides the
loudest, most intelligible audio in any environment, even at
maximum volume.

The algorithm in the XYN500 RSM allows additional audio
features like Receive Volume Leveling to be maximized
through the RSM. With receive volume leveling, a firefighter
can set the volume once, and the radio will adjust based on
the power of the received audio of loud or soft voices.

Channel knob

Bluetooth LED

Transmit/receive LED

Rotatable
shoulder clip

D-ring

360° clamping clip

Insert nut
compatible with
clip button
NNTN87489

Field replaceable
extreme temp cable




APX N portable radio accessories

REMOTE SPEAKER MICROPHONES (RSM)

MICROPHONE| - ORANGE PROGRAM- SIZE
PORTABLE IMPRES ViQi VOLUME CHANNEL | AUDIO IP
RADIOS DESCRIPTION PART NUMBER AUDIO NOISE SUPPORT | CONTROL PROGRAMMABLE CONTROL | JACK MABLE RATING |CAPABLE (WITHOUT

BUTTON CLIP) (MM)

FEATURES

ISUPPRESSION BUTTON

XVN500 high impact
green, no channel

knob, Xtreme
temperature cable
(meets latest fire
standard)

PMMN4138 o . ° ° ° 2 P68 uL 75x98 x 34

APX NEXT XN

XVN500 high impact
green, with channel
knob, Xtreme
temperature cable
(meets latest fire
standard)

PMMN4162 o L] ° ° ° o 2 P68 uL 75x98 x 34

XVES500 high impact
green, channel knob,
Xtreme Temperature
Cable

PMMN4154 . L] ° ° ° L] 2 P68 uL 75x98 x 34

XVES500 black housing,
channel knob, Xtreme ng_’;:NM 54 o o L] o ° o 2 P68 uL 75x98 x 34
temperature cable -

XVE500 High impact
green, no channel
knob, Xtreme
temperature cable

PMMN4152 L] o ° ° ° 2 P68 uL 75x98 x 34

< @ | G | Ok | g

XVES500 black housing,

no channel knob, PMMN4152
Xtreme temperature _BLK

cable

° ° ° ° ° 2 1P68 uL 75x98x34

APX NEXT XE
APX NEXT

XVP850 RSM with
channel knob
TAA compliant

PMMN4135_

TAA ° o o L] L] o L] 3 P68 uL 58 x 93 x 31

XVP830 RSM without
channel knob
TAA compliant

PMMN4136_

TAA ° ° ° ° ° ° 3 1P68 uL 58 x93 x 31

XVP850 RSM with

channel knob PMMN4135 o o o ° ° ° ° 3 P68 uL 58 x 93 x 31

XVP850 RSM without

channel knob PMMN4136 o o o ° ° ° 3 P68 uL 58 x 93 x 31

XVE500m high impact
green, channel knob,
Xtreme Temperature
Cable

PMMN4173 o . ° o ° o 2 P68 uL 75x98 x 34

XVE500m black

housing, channel knob, PMMN4173
Xtreme temperature _BLK

cable

° ° ° ° ° ° 2 1P68 uL 75x98x34

APX N70 XE XVE500 High impact

green, no channel
knob, Xtreme
temperature cable

PMMN4172 ° ° ° ° ° 2 P68 uL 75x98 x 34

@ | @ o @ @ @ @ -

XVES500 black housing,

no channel knob, PMMN4172
Xtreme temperature _BLK

cable

iy

. . ° ° ° 2 P68 uL 75x98x34

+ HazLoc Details: For more information on which accessories are approved by Underwriters’ Laboratory (UL) with certain APX models, please consult the manual GANE#HRE+O5H QL-approved APX

portable. i
* Compatible with APX N50 when the “Audio Bundle” is selected Page ZESXGhIc')::‘It249§



APX N portable radio accessories

REMOTE SPEAKER MICROPHONES (RSM)

MICROPHONE| . ORANGE PROGRAM- SIZE
PORIASLE | DESCRIPTION PART NUMBER "“\"S;%S NOISE sugg)olkr e’&?g’& PROGRAMMABLE ggﬁ?ggt ﬁ:%'lg MABLE RA'T'?NG gﬁ,ﬂ'g& (WITHOUT
SUPPRESSION BUTTON BUTTON CLIP) (MM)

Portable Radios:
APX NEXT
APX NEXTi

APX N70
APX N70 XE
APX N50
APX N30
APX8000
APX6000 BN
APX900
APX6000XE
APX8000XE

APX8000H 67.5x98
APX8000HXE WMB800 wireless RSM  PMMN4156 ° ° ° ° 2 ° ° IP68 uL X 32

SRX 2200

Mobile Radios:
APX8500
APX6500 BN
APX5500 BN
APX4500 BN
APX2500 BN
APX1500 BN

Not Supported with
Standard APX radios in
analog channel

APX NEXT 61.1x109.3
APX N70 . SVX VRSM PMMN8200 . . ° . ° 3 P68 uL 36.4

L] (] L] ° L] ° L] 3 P68 uL 58 x 93 x 31

XVP750 RSM with PMMN4141_TA
channel knob A

APX N70 XE
APX N70
APX N50*

' XVP730 RSM without PMMN4142_TA ° ° ° ° ° ° 3 P68 uL 58 x 93 x 31

channel knob A

APX N70 XE
APX N70 Windporting
APX N50 RM780 RSM PMMN4177 . mic

APX N30

° ° L] 2 P68 uL 77 x 58 x 25

1 HazLoc Details: For more information on which accessories are approved by Underwriters’ Laboratory (UL) with certain APX models, please consult the manual provided with each UL-approved APX
portable.
* Compatible with APX N50 when the “Audio Bundle” is selected
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APX N portable radio accessories
| COMPATIBILITY | ACCESSORY

Remote speaker microphone accessories and replacement parts

RSM'’s DESCRIPTION PART NUMBER

RSM REPLACEMENT PARTS

\ Xtreme temperature replacement cable for X\VN500 RSM CB001073A01
=]
XVN500 RSM clip assembly with brass insert designed to work with the boston
PETY leather straps (AY000223A01, AY000229A01) requires clip button NNTN8749 PMLN9005
Replacement channel knob (20pcs per pack) PMLN7653
Xtreme temperature replacement cable for XVE500 RSM CB001138A01
XVE500 L
XVE500m Xtreme temperature replacement cable for XVE500m RSM (GCAI mini) CB001289A01
XVES500 RSM clip assembly with brass insert designed to work with the boston PMLN7633
leather straps (AY000223A01, AY000229A01) requires clip button NNTN8749
Replacement channel knob (20pcs per pack) PMLN7653
XVN500
XVES500 @6 (<]
e 06 Clip button NNTN8749
XVP850 .
XVP830 ' ' Replacement coil cord PMKN4260
WMB800 ' Low profile swivel clip with D-ring (10pcs per pack) PMLN8312
XVP850
XVP830
XVP750
XVP730 Swivel molle clip PMLN8675
XVP850 0
XVP750 Replacement channel knob (20pcs per pack) PMLN8313
XVP750 .
XVP730 Replacement coil cord PMKN4461
Replacement cable for RM780 PMKN4462
RM780 ' Replacement dust cover for RM780 (10pcs per pack) PMLN8122
Replacement low profile swivel clip PMLN8121

CAM #26-0710
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SVX Video remote speaker microphone

Voice and video, combined without compromise

By converging our industry-leading APX NEXT and N70 radio line and our trusted body camera technology, we've transformed what it
means to be on the front line. Now, your team can get the best of both worlds, by accessing mission-critical communications,
evidential video capture and public safety-grade Al from one device, without sacrificing ergonomics or usability.

But we didn't stop there. We know that, even though technology should be a force multiplier for modern law enforcement agencies, it
often just serves to create more stress - whether it's an issue of equipment management, training or budget. The SVX solution goes
beyond just converging hardware: it also revolutionizes the workflows around device deployment, usage and even evidence handling:
S0 now, your team can get twice the results from half the resources.

APX, amplified and more intelligent

Clear audio is a crucial element of effective law enforcement, from talking to your team throughout a high-stakes situation, to
capturing confessions and witness statements on the go. Like the rest of our RSM portfolio, the SVX is designed with audio quality
top of mind: two high dynamic range (HDR) microphones, sophisticated windporting and intelligent noise reduction technology ensure
that officers will be heard, even in the most demanding conditions.

This clear audio means that ViQi will hear you better than ever before, and it's also the gateway to a better response downstream:

leveraging the SVX's voice technology, our Assist Al can generate more reliable incident creation prompts for dispatchers, and provide
more accurate license plate searches for intelligence analysts.

SVX VRSM overview

Protected

p .
emergency button (orange) ower/pairing/

sign of life button

~g
Camera lens

Recording LED
Volume toggle

Water and wind
shielding mic

Protected ViQi/
programmable button i+

Protected PTT button

Water and wind shielding
speaker

Protected recording/
programmable button

Swappable battery Programmable buttons

O ‘ '




APX N portable radio accessories

SVX Video Remote Speaker Microphone Accessories

DESCRIPTION CATEGORIES PART NUMBER

Receive-Only Earpiece w/Translucent Tube, Extra Loud, 3.5mm

SVX

Audio Jack Earpiece PMLN8708
’ 2-Wire Surveillance Earpiece w/Translucent Tube, Extra Loud, .

3.5mm Audio Jack Earpiece PMLN8709

Quick Disconnect Long Translucent Tube with Clear Rubber Earpiece RLN6569

Eartip (compatible with PMLN8708 and PMLN8709 only)
‘ SVX Li-lon 4300T Battery, IP68 Rated Battery PMNN4893
' 12 Slot Charging Dock US/NA Charger PMPN5026
' 10 Slot Smart Charging/Upload Dock Charger PMPN5022
. Magnetic Shirt Mount, V300/V700 BWC Mount WGP02798
I Shirt Clip, V300/V700 BWC Mount WGP02697
- Heavy Jacket Magnetic Mount, V300/V700 BWC Mount WGP03085
1 Heavy Jacket Clip, V300/V700 BWC Mount WGP03088
H Molle Locking Mount V300/V700 BWC Mount WGA00668

12
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APX portable radio accessories

WM800 WIRELESS REMOTE SPEAKER MICROPHONE

SIZE
MICROPHONE - PROGRAM- ORANGE
PORTABLE PART IMPRES ViQi VOLUME HAZLOC- (WITHOUT
DESCRIPTION NOISE MABLE PROGRAMMABLE [AUDIO JACK| IP RATING 5
RADIOS - NUMBER AUDIO SUPPRESSION SUPPORT CONTROL BUTTON BUTTON CAPABLE g\hl[:;

Portable Radios:
APX NEXT
APX NEXTi

APX N70
APX N50
APX N30
APX8000
APX6000 BN
APX900
APX6000XE
i‘;’;&%mﬁ WMB800 wireless

APX8000HXE RSM (with battery 675108
SRK 2200 and USB charging PMMN4158 ° ° L4 ° 2 ° ° P68 uL b
Mobile Radios: cable)

APX8500
APX6500 BN
APX5500 BN
APX4500 BN
APX2500 BN
APX1500 BN

Not Supported with
Standard APX radios
in analog channel

COMPATIBILITY | ACCESSORY

WMB800 ACCESSORIES AND REPLACEMENT PARTS

ACCESSORY DESCRIPTION CATEGORIES PART NUMBER

WMB800 wireless RSM only
. (without battery, swivel molle clip, USB charging cable) RSM PMMN4156
‘ Li-lon 2150 mAh battery, IP68 rugged (with swivel clip) Battery PMNN4846
, WMB800 dual unit charger with US Plug PMPN4653

. Charging solution
Power Supply (US) for WM800 dual unit charger PS000277A11
/ USB-C charging cable PMKN4294
WM800
'a Low profile swivel clip with D-ring (10pcs per pack) PMLN8312
3
r Coiled lanyard (5pcs per pack) Carry attachments PMLN8682
' Swivel molle clip for remote speaker microphone PMLN8675
N -
N-ear 360 Flexo Dynamic™ Braided Fiber Cloth™ earpiece PMLN8650
Earpieces

'. Receive-only earpiece with coiled translucent tube, loud audio PMLN8652
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APX N portable radio accessories

SURVEILLANCE ACCESSORIES AND EARPIECES

PORTABLE PART PROGRAMMABLE HAZLOC-
RADIOS DESCRIPTION NUMBER IMPRES EARPIECE TYPE MICROPHONE CAPABLE'
|

| IMPRES™ 1-wire surveillance
’ kit with translucent tube, loud  PMLN8341 ° Clear rl.!bber ° ° uL
audio, black eartip
| IMPRES™ 2-wire surveillance
kit with translucent tube, loud ~ PMLN8342 ° Clear rl.!bber N N o uL
? audio, black eartip
APX N70 ( IMPRES™ 3-wire surveillance
APX N50 kit with translucent tube, loud ~ PMLN8343 ° Clear rubber ° . . uL
APX N30 audio, black eartip
IMPRES™ 2-wire swivel earhook Removable
with removable eartip, loud PMLN8295 . black ru_bber ° ° ° uL
audio, black eartip
IMPRES™ 1-wire single
earbud with removable earhook, PMLN8337 (] Single earbud ° °
loud audio, black

COMPATIBILITY | ACCESSORY FEATURES

SURVEILLANCE ACCESSORIES REPLACEMENT KITS

PORTABLE PROGRAMMABLE HAZLOC-
RADIOS DESCRIPTION PART NUMBER BUTTON CAPABLE
PMLN8120
Replacement quick disconnect translucent tube i PMLN8341
with clear rubber eartip PMLN8052 Clear rubber eartip PMLN8342
- PMLN8343
‘ Replacement rubber eartip, small (5 per pack) PMLN8068
‘ Replacement rubber eartip, medium (5 per pack) PMLN8069 Black rubber eartip PMLN8295
APX N70
APX N50 Replacement rubber eartip, large (5 per pack) PMLN8070
APX N30
o Replacement rubber sleeve, small (25 per pack) PMLN8363
Replacement rubber sleeve, medium (25 per pack) PMLN8364 Black rubber sleeve PMLN8337
Clear rubber eartip
o Replacement rubber sleeve, large (25 per pack) PMLN8365

t HazLoc Details: For more information on which accessories are approved by Underwriters’ Laboratory (UL) with certain APX models, please consult the manual provided with each UL-approved APX portable.
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APX N portable radio accessories

REMOTE SPEAKER MICROPHONE SECONDARY AUDIO ACCESSORIES

DESCRIPTION PART NUMBER EARPIECE TYPE CONNECTOR TYPE g‘:é{':l_cg

PMLN8120
. . . PMLN8341
Replacement translucent tube with rubber eartip for PMLN8120 PMLN8092 Clear rubber eartip - PMLN8342
WM800 - PMLN8343
XVP850
XVP830
XVP750 .
XVP730 -
Near 360 Flexo Dynamic™ Braided Fiber Cloth™ earpiece PMLN8650 Clear rubber eartip 3.5mm

EARPIECES

PORTABLE PART EARPIECE PROGRAMMABLE | HAZLOC-
RADIOS ESEREToN NUMBER ﬂ T EER IACRORKIONE BUTTON CAPABLE

* IMPRES 2-wire
surveillance kit, Mic and PTT combined
programmable button,”M-N6127 | e Earhanger T 1T L ire ° uL
black
IMPRES 2-wire
surveillance kit Clear . .
with translucent PMLN6129 ° rubber  Mic and PTT combined ° uL
tube, programmable eartip on a single wire
button, black
IMPRES 2-wire
surveillance kit Clear . .
with translucent PMLN6130 ° rubber  Mic and PTT combined ° uL
tube, programmable eartip on a single wire
button, beige

APX NEXT XE
APX NEXT
3.5mm threaded N
! BDN6783 ot Not Not .

' audio adapter applicable  applicable  applicable Not applicable
2-Wire surveillance kit
with translucent tube, Clear Mic and PTT bined
black, 3.5mm RLN5312 rubber icand™ |°°”7 e Not applicable
threaded. eartip on a single wire

™y Requires BDN6783.

T HazLoc Details: For more information on which accessories are approved by Underwriters’ Laboratory (UL) with certain APX models, please consult the
manual provided with each UL-approved APX portable.




APX N portable radio accessories

ACCESSORY FEATURES
HEADSETS
PORTABLE SR PART HEADSET | EARPIECE [ oo [ INTELLIGENT REB‘S?I.TON MIERERENE e T 1P HAZLOC-
RADIOS NUMBER TYPE STYLE AUDIO e RATING CAPABLE"
Heavy duty behind-the-head
headset with noise-canceling Behind-the On ear Heavy
boom microphone (see user T MLN808S | T T4 Duakmuff o o 24 dB Boom cup duty IP54 uL
APX N70 guide for replacement parts)
APX N50
APX N30 Heavy duty over-the-head
headset with noise-canceling Over-the On ear Heavy
boom microphone (see user PMLNBO8G |~y aq  Dual-muff ° ° 24d8 Boom cup duty IPS4 uL
guide for replacement parts)
ACCESSORY FEATURES
3M PELTOR HEADSETS The 3M Peltor CH-3 Series is designed for industrial users working in high noise environments.
PORTABLE | procRipTION PART NUMBER READSE] CONNECIOR N | s LIl 2000,
RADIOS TYPE TYPE RATING (NRR) (MOTOTRBO) CAPABLE"
PTT ADAPTER CONFIGURATIONS
, CH-3 Series Over-the-Head Requires PTT
] Headset with Nexus Connector PMLN8265 Over-the-Head Nexus Dual-Ear 26 dB Boom Adapter
(See user guide for replacement parts) PMLN8297
CH-3 Series Neckband Headset Requires PTT
with Nexus Connector PMLN8266 Neckband Nexus Dual-Ear 24 dB Boom Adapter
=~ See user guide for replacement parts;
APX N70 7 ( g p parts) PMLN8297
APX N50
APX N30 CH-3 Series Hard Hat Attached .
with Nexus Connector (Hat not PMLN8267 Hard Hat Requires PTT
included) (See user guide for Attached Nexus Dual-Ear 24dB Boom Adapter
replacement parts) PMLN8297
PTT Nexus Adapter (Requires
’ headset - options listed above) PMLN8297 N/A N/A N/A N/A N/A N/A
‘ GCAI mini to GCAI cable adapter PMLN8334 N/A N/A N/A N/A N/A N/A

T HazLoc Details: For more information on which accessories are approved by Underwriters’ Laboratory (UL) with certain APX models, please consult the manual provided v&t&mcﬂgga&}rﬁnbed APX portable.
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APX N portable radio accessories

MOTOROLA IMPRES 2 BATTERIES WITH SELF CALIBRATION

N TYPICAL | DIMENSIONS | WEIGHT [ . OPERATING
RADIOS DESCRIPTION PART NUMBER] IMPRES 2| CHEMISTRY | CAPACITY | (MILLIMETERS) [(MAX.GRAMS| ) o' | IPRATING | TEMPERATURE
(MAH) (HXW X D) ) (DISCHARGE)
APX NEXT XN IMPRES 2 Li-lon 3400 mAh o, \Nag1o . Lion 3400 117x64x42 280 uL P68 rugged  -20°C to +60°C
battery, IP68 rugged*
IMPRES 2 Li-lon 3200 mAh ) . .
l battery, 168 rugged* PMNN4816 o Li-lon 3200 78x49 x 23 145 P68 rugged  -20°C to +60°C
APX N70 XE IMPRES 2 Li-lon 4400 mAh ) . X
APX N70 l battery, IP68 rugged PMNN4817 . Li-lon 4400 83 x49x27 200 IP68 rugged  -30°C to +60°C
'bMPRES 2LHon 3650 mAR b nagg . Lion 3650 9549 x 27 260 uL P68 rugged  -30°C to +60°C
attery, IP68 rugged*
IMPRES 2 Li-lon 2850 mAh ) . .
' battery, P68 rugged* PMNN4813 o Li-lon 2850 117 x49 x 15 115 IP68 rugged  -20°C to +60°C
APX N50
APX N30
IMPRES 2 Li-lon 3200 mAh b\ \ag1s o Li-lon 3200 116 x 48 x 23 165 uL P68 rugged  -20°C to +60°C
battery, IP68 rugged*

T HazLoc Details: For more information on which accessories are approved by Underwriters’ Laboratory
(UL) with certain APX models, please consult the manual provided with each UL-approved APX portable.

* APX N70, N50, N30 & APX NEXT XN batteries come with self-calibration feature when used with
IMPRES 2 Single-Unit Fast Charger (SW ver V2.05 and above) and IMPRES 2 Multi-Unit Fast Charger (SW
ver V2.05 and above).

TPMNN4818 available soon.

What is self-calibration?

Selected IMPRES 2 batteries are equipped with the self calibration
feature and can be identified through this logo on the battery label.
These batteries do not require long hours of calibration or

APX Next XN battery reconditioning process, when charged with:

« IMPRES 2 Single Unit Fast Charger (SW ver V2.05* and above)
« IMPRES 2 Multi Unit Fast Charger (SW ver V2.05* and above)



APX N portable radio accessories

MOTOROLA IMPRES 2 BATTERIES

— TYPICAL | DIMENSIONS | WEIGHT | .. oo OPERATING
RADIOS DESCRIPTION PART NUMBER|IMPRES 2| CHEMISTRY | CAPACITY | (MILLIMETERS) [ (MAX. [ /oo | IPRATING | TEMPERATURE
(MAH) (HXW X D) GRAMS)

(DISCHARGE)
APX NEXT XE IMPRES 2 Li-lon 4400 mAh ) . 5
APX NEXT l Battery, IP68 rugged NNTN9217 ° Li-lon 4400 82x64 x42 195 uL IP68 rugged  -20°C to +60°C
APX NEXT IMPRES 2 Li-lon 4400 mAh  \\ -ng516 o Li-lon 4400 82 % 64 x 42 195 IP68rugged  -20°C to +60°C
Battery, IP68 rugged

T HazLoc Details: For more information on which accessories are approved by Underwriters’ Laboratory (UL) with certain APX models, please consult the manual provided with each UL-approved APX portable.

For IMPRES 2 battery care tips, please visit:
http:/motorolasolutions.com/batterycare

Key features

e Built with highest energy density cells yet
e Backed by a 24-month capacity warranty?
e 48 month workmanship warranty

' 24 month capacity warranty applicable only when battery
is maintained with IMPRES 2 chargers

21P68 Rugged: APX NEXT radio with battery attached
submerged in 2 meters of water for 4 hours

Standard capacity High capacity



http://motorolasolutions.com/batterycare

APX N portable radio accessories

CHARGER SOLUTIONS Choose from a variety of solutions including single-unit, unique dual-unit, multi-unit,
travel and vehicular chargers and be confident your radio is charged and ready to go the moment you need it.

POWER
DESCRIPTION PART NUMBER IMPRES |CHEMISTR SOURCE

SINGLE AND MULTI-UNIT CHARGERS

DIMENSIONS

PORTABLE NUMBER OF RECONDITIONING]

POCKETS CAPABLE

(MILLIMETERS)

RADIOS (HXWXD)

IMPRES 2 Single-Unit .
‘ Fast Charger, US/NA 115V PMPN4604 ° Li-lon 115VAC 75x100x 125 1 Fast
IMPRES 2 Multi-Unit Fast
Charger with 6 Displays PMPN4591 . Lilon  100-240VAC 197 x 445 x 262 6 . Fast 6
APX NEXT XN and 6 Integrated USB
Charging Ports, US/NA 100-240V
APX NEXT XE
APX NEXT
APX N70 Pocket to use with IMPRES 2 AS000178A02 Software upgrade is required if used with NNTN8844, NNTN9115. Reference the charger user manual to learn how
Multi-Unit Fast Charger to identify the charger SW version and perform update.
Wall Mount Bracket for
! | IMPRES 2 Multi-Unit Chargers ~ N-N7%67
PMPN4820
PMPN4821 - EU, 240V
IMPRES 2 Single-Unit PMPN4822 - UK/HK, 240V
3 PMPN4823A - ANZ, 240V ° i-| i 9. i
‘ Charger, US/NA 115V PMPN4S24A - ARG, 240V Li-lon, NiMH  115VAC 51x88x94 1 Rapid Rate
PMPN4828 - IND, 100-240V
PMPN4827 - BRZ, 100-240V
PMPN4594
PMPN4595 - EU 100-240V
APX N50 IMPRES 2 Multi-Unit - N h g X .
e Charger, US/NA 100-240V PMPN4597 - ANZ 100-240V ° Li-lon, NiMH 100-240VAC 117 x 444 x 170 6 Rapid Rate 1
PMPN4598 - ARG 100-240V
PMPN4646 - IND 100-240V
PMPN4600 - BRZ 100-240V
Pocket to use with IMPRES 2 AS000130A01 Software upgrade is required if used with PMPN4284. Reference the charger user manual to learn how to identify
- Multi-Unit Charger the charger SW version and perform update.
Wall mount bracket for
‘m PMPN4594 Charger BR000272A01
IMPRES 2 Single-Unit -
Fast Charger, US/NA 115V NNTN9199 ° Li-lon 115VAC 75x100x 125 1 Fast
SEXNEXTIXIY MPRES 2 Single-Unit Fast
ingle-Unit Fas! . g .
APX NEXT XE Charger, ANZ 100-240V NNTN9259 ° Li-lon  100-240VAC  75x100x 125 1 Fast
APX NEXT
IMPRES 2 Single-Unit Fast . g
Charger, BRZ 100-240V NNTN9204 ° Li-lon  100-240VAC  75x100x 125 1 Fast
APX NEXT XN IMPRES 2 Multi-Unit Fast
Charger with 6 Displays N v .
APX NEXT XE and 6 Integrated USB NNTN9115 ° Li-lon  100-240VAC 197 x 445 x 262 6 Fast 6
APX NEXT Charging Ports, US/NA 100-240V
IMPRES 2 Multi-Unit Fast
Charger with 6 Displays N ¥
‘ and 6 Integrated USB NNTN9113 ° Li-lon 100-240VAC 197 x 445 x 262 6 Fast 6
APX NEXT XE Charging Ports, ANZ 100-240V
AR IMPRES 2 Multi-Unit Fast
Charger with 6 Displays . g
and 6 Integrated USB NNTN9114 (] Li-lon 100-240VAC 197 x 445 x 262 6 Fast 6
Charging Ports, BRZ 100-240V
Pocket to use with IMPRES 2
N NNTN9212
APX NEXT XN ‘ Multi-Unit Fast Charger
APX NEXT XE
A= ) Wall Mount Bracket for NLN7967
‘ | IMPRES 2 Multi-Unit Chargers
VEHICLE TRAVEL CHARGER
APX NEXT XN
APX NEXT XE . ) 12vDC
APX NEXT j APX Next Vehicle Charger PMPN4639 ° Li-lon Hardwire 82 x 97 x 200 1 Fast
APX N70

Charger Software version should be upgraded to v2.05 and above. Chargers can be updated to the latest software version using the MSI Charger Reprogrammer Installation Software.
roducts/two-way-radio-accessories/batteries/impres.html

An installation guide is included in the software download package. https://www.motorolasolutions.com/en_us,
*Fast = up to 3.0A

Rapid Rate = up to 1.5A
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APX N portable radio accessories

CHARGER SOLUTIONS REPLACEMENT PARTS

PORTABLE POWER DIMENSIONS (MILLIMETERS)

DESCRIPTION PART NUMBER SlEEE (HXW XD)

RADIOS

REPLACEMENT POWER SUPPLY AND POWER CORDS

Replacement power supply 15
unit for IMPRES 2 single-unit  PS000040A01 VAC
fast charger, US/NA 115V
Replacement power supply
for IMPRES 2 single-unit 100-240
fast charger, 100240 VAC T o000116A01 VAC
without power cord
APX NEXT XN Power cord for IMPRES 2
APX NEXT XE multi-unit charger, 3087791G01 2300
APX NEXT US/CAN plug
Power cord for IMPRES 2
multi-unit charger, 3087791G10 2300
AU/NZ plug
Power cord for IMPRES 2
multi-unit charger, BZL plug 3087791622 2300
ARAINEXTPXIN Replacement power supply
NEXTRRE unit for IMPRES 2 single-unit PS000040A02 115
e fast charger, US/NA 115V VAC
APX N70 ger
Replacement power supply 115
unit for IMPRES 2 single-unit 25009297002 VAC
charger, US/NA 115V
APX N50
APX N30
Replacement power supply
unit for IMPRES 2 Multi-Unit 100-240
Charger, 100-240 VAC PS000242A01 VAC
without power cord
APX NEXT XN
APX NEXT XE APX vehicle charger battery . .
APX NEXT adapter PMPN4649 (To be used with APX NEXT vehicle charger, PMPN4639)
APX N70

IMPRES 2 multi-unit charger

Charge up to six APX NEXT XN, APX NEXT XE, APX NEXT, APX N70, APX N50 and APX N30 radios or batteries simultaneously
for more efficiency.

IMPRES 2 charging algorithms increase charge cycles up to 60% over non-IMPRES

Provides up to 3A per pocket for faster charging

Disable calibration mode or enable long term storage mode
Optional wall mount kit NLN7967
California Energy Commission (CEC) energy efficiency compliant

&
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