CITY OF FORT LAUDERDALE
City Commission Agenda Memo #13-0254
REGULAR MEETING

TO: Honorable Mayor & Members of the
Fort Lauderdale City Commission

FROM: Lee Feldman, ICMA-CM, City Manager

DATE: February 19, 2013

TITLE: Motion to approve the purchase of computer software and hardware to
meet the state security requirements, Invitation to Bid (ITB) 532-11137 -
$53,091

Recommendation

It is recommended that the City Commission approve the purchase of system
hardware and software to implement advanced authentication for mobile laptops.
These laptops will access the Florida Department of Law Enforcement’s (FDLE)
Criminal Justice Network (CIJNET). The total cost is not to exceed $53,091 from
Mission Critical Systems, Inc., the lowest responsive and responsible bidder, to provide
RSA SecurID hardware and software for two-factor authentication.

Background
The State has increased the security requirements associated with computer systems

accessing Criminal Justice Information (CJI) through the Florida Department of Law
Enforcement’s (FLDE) Criminal Justice Network (CJNet) to require advanced
authentication. The State requires compliance by September, 2013. This will affect
every officer using the Mobile Data Terminal (MDT) software or accessing CJNet in
patrol vehicles, as well as officers accessing CJI through workstations or laptops
through the Virtual Private Network (VPN). Officers access CJl through the use of the
MDT software to perform queries to the Florida Crime Information Center for license
plates, vehicle registrations, suspects, guns, and other articles. Officers also access
other databases through CINET such as Department of Highway Safety and Motor
Vehicles (DHSMV) for driver license photos for identification (ID), county warrant
searches, name and property searches etc.

There are two components to this project and this purchase will provide the two-factor
component, which entails the use of the RSA SecurID hardware and software system
(security token/key fob), manufactured by RSA. This will be used by patrol officers to
generate a unique ID used as an additional unique identifier for each logon. Since this
software and hardware is made available for purchase through RSA partners, the
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Procurement Services Division issued an ITB. Three responses to this solicitation were
received with Mission Critical Systems, Inc. providing the lowest responsive price of
$53,091.

The second component to this project will be the technology designed to allow for the
necessary remote access (Netmotion VPN). The purchase of the Netmotion VPN
solution required a separate competitive purchase solicitation and will be presented for
approval at a future City Commission meeting.

Resource Impact
There is a fiscal impact to the City in the amount of $53,091.

FUNDS AVAILABILTY LOCATION:

SUB
FY FUND FUND FUND NAME INDEX # INDEX NAME SUBOBJECT # SUBOBJECT NAME AMOUNT
COMPUTER
2013 001 |01 GENERAL [POL020401 |STAFF SUPPORT 6405 SOFTWARE $ 53,091.00
TOTAL $ 53,091.00
Attachment

Exhibit 1 — Bid Tabulation 532-11137

Prepared by: Richard Ewell, Procurement Specialist Il
Carrie Keohane, Administrative Assistant |

Department Director: Mike Maier, Information Technology Services
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