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BID/PROPOSAL SIGNATURE PAGE

How to submit bids/proposals: Proposals must be submitied by hard copy only. It will be the sole
responsibility of the Bidder to ensure that the bid reaches the City of Fort Lauderdale, City Hall, Procurement
Services Division, Suite 619, 100 N. Andrews Avenue, Fort Lauderdale, FL 33301, prior to the bid opening
date and time listed. Bids/proposals submitted by fax or email will NOT be accepted.

The below signed hereby agrees to furnish the following article(s) or services at the price(s) and terms
stated subject fo all instructions, conditions, specifications addenda, legal advertissment, and conditions
| contained in the bid. | have read all attachments including the specifications and fully understand what is
required. By submitting this signed proposal | will accept a contract if approved by the CITY and such
acceptance covers all terms, conditions, and specifications of this bid/proposal.

Please Note: Al fislds below must be completed. If the field does not apply to you, please note N/A in that
field. /
/ 21
Submitted by: M/f/ L1 > f/20 /f‘f
(fgnature) (date)
Name (printed) HaRLeY V. SToci Title: PRESIDEN T~

Company: (Legal Registration) FoREMSI ¢ PSYCHIATRIC AMVD Psifetioto i e Hssoc/ATes o6 .0/t 0P

CONTRACTOR, IF FOREIGN CORPORATION, MAY BE REQUIRED TO OBTAIN A CERTIFICATE OF
AUTHORITY FROM THE DEPARTMENT OF STATE, IN ACCORDANCE WITH FLORIDA STATUTE
§607.1501 {visif hitp://www.dos.state.fl.us/ ).

Address: 10097 CLeARY pevD., #300

City PLANTIT 08/ State: Fi- _ Zip__3332Y
‘Telephone No. 95Y-452-043YFAX No. F54-452 - /)34 Email: ?&fm'@ aol. e
Delivery: Calendar aays after receipt c;i‘EPmu-rchasle Order (section 1.02 of Geﬁeral Conditions): 6,;%4

Payment Terms (section 1.04): __CenmRA <7 Total Bid Discount (section 1.05): A /ﬂ

Does your firm qualify for MBE or WBE status (section 1.09): MBE N /ﬂ WBE N/F)

ADDENDUNM ACKNOWLEDGEMENT - Proposer acknowledges that the following addenda have been
received and are included in the proposal:

Addendum No. : Date Issued

P-CARDS: Will your firm accept the City’s Credit Card as payment for goods/services?
YES NO_._X_

VARIANCES: State any variations to specifications, terms and conditions in the space provided below or
reference in the space provided below all variances contained on other pages of bid, attachments or bid
pages. No variations or exceptions by the Proposer will be deemed to be part of the bid submitted unless
such variation or exception is listed and contained within the bid documents and referenced in the space
provided below. If no statement is contained in the below space, it is hereby implied that your bid/propoesal
complies with the full scope of this solicitation. HAVE YOU STATED ANY VARIANCES OR EXCEPTIONS
BELOW? BIDDER MUST CLICK THE EXCEPTICN LINK IF ANY VARIATION OR EXCEPTION IS TAKEN
TO THE SPECIFICATIONS, TERMS AND CONDITIONS. If this section does not apply to your bid, simply
mark N/A in the section below.

Variances: y /ﬂr

revised 11-29-11
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NON-COLLUSION STATEMENT:

By signing this offer, the vendor/contractor certifies that this offer is made independently and free from
coltusion.- Vendor shall disclose below any City of Fort Lauderdale, FL officer or employes, or any
relative of any such officer or employee who is an officer or director of, or has a material interest in,
the vendor's business, who is in a position to influence this procurement.

Any City of Fort Lauderdale, FL officer or employee who has any input into the writing of specifications
or requirements, solicitation of offers, decision to award, evaluation of offers, or any other activity
pertinent to this procurement is presumed, for purposes hereof, to be in a position to influence this
pracurement.

For purposes hereof, a person has a material interest if they directly or indirectly own more than 5
percent of the total assets or capital stock of any business entity, or if they otherwise stand to
personally gain if the contract is awarded to this vendor.

In accordance with City of Fort Lauderdale, FL Policy and Standards Manual, 6.10.8.3,

3.3. City employees may not contract with the City through any corporation or business entity in
which they or their immediate family members hold a controiling financial interest (e.g.
ownership of five (b) percent or more).

3.4. Immediate family members (spouse, parents and children) are also prohibited from
contracting with the City subject to the same general rules.

Failure of a vendor to disclese any relationship described herein shall be reason for
debarment in accordance with the provisions of the City Procurement Code.

NAME RELATIONSHIPS

in the event the vendor does not indicate any names, the City shali interpret this to mean that
the vendor has indicated that no such relationships exist.
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: _ LTH .
DGVSSION OF ED CAL QU ASSURANﬁE
DATE - fi - ICENSE NG INTROL NO.

02/28/2012 " PY 4020 U a4

The PSYCHOLOGIST ' . :

named below has met all regiirements of
the laws and rufes of-the state of Florida.
Expiration Date: MAY 31, 2014
HARLEY VAN STOCK ==

10097 CLEARY BOULEVARD #3006
PLANTATIGN FL - 33324 “

> Z@% 3

ek Farmar i MO, PhD. r\ACP.
\TE SURGEON GENEPAL

. Rl(}k Scott -
GOVERNOR

DISPLAY IF REQU
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PART Vil - PROPOSAL PAGES - COST PROPOSAL

Cost to the City: Confractor must quote firm, fixed, annual rate for all services identified in this request
for proposal. No other costs will be accepted. This firm fixed annual rate will be the same for the
initial contract period. -

Failure to use the City’s COST PROPOSAL Page and provide costs as requested in this RFP,
may deem vour proposal non-responsive.

'-'F’roposer agrees to provide the following services at the prices indicated:
| A. . Cost per Police Officer candidate:

$265.00 X 250 evaluations = $66,250,00
B. Cost per Reserve Palice Officer candidate:

$265.00 X 5 evaluations = $1,325.00

C. Cost per Other Classification |:
(if required, complexity of evaluation similar to Police Officer)

$265.00 X 2 evaluations = $530.00

D. Cost per Other Classification 11
: (if required, complexity of evaluation similar to Detention Officer)

$265.00 X = 2 evaluations = $530.00
TOTAL ANNUAL COST $68,635.00

"}’he guantities shown are estimates from the previous year and current budget and may be
Lused as a guide by the proposer. The City will use them for tabulation purposes, but makes
1o warranty as to the actual numbers or types of evaluations to be performed.
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" Account Number: FL HARI, 7441 Date: 8/14/13 1Initials: KB

CERTIFICATE OF INSURANCE

DARWIN NATIONAIL ASSURANCE COMPANY

C/0: American Professional Agency, Inc.
95 Broadway, Amityville, NY 11701
B800-421-6694
This is to certify that the insurance policies specified below have been lssued by the company indicated
above to the insnred named herein and that, smbject Lo their provisions and conditions, such policies afford
the coverages indicated insofar as such coverages apply to the ocempation or business of the Named insured(s)
a5 stated.

THIS CERTIFICATE OF INSURANCE NEITHER AFFIRMATIVELY NOR NEGATIVELY AMENDS, EXTENDS OR
ALTERS THE COVERAGE(S) AFFORDED BY THE POLICY(IES) LISTED ON THIS CERTIFICATE.

| Name and Address of Ingured: Additional Named Insureds:
" HARLEY V. STOCK, PH.D., P.A. HARLEY V. S8TOCK, PH.D.
744 NW 101 TERRACE . -
PLANTATION FL 33324

Type of Work Covered: PROFESSTIONAL PSYCHOLOGIST

Location of Operations: N/A
{If aifferent than address listed abovs}

Claim History:

Retroactive date is 08/01/1992 _
I bPolicy Effective Expiration Limits of
Coverages Number Date Date Liability
'PROFESSIONAL/ 1,000,000
LIABILITY 5011-8582 8/01/13 8/01/14 3,000,000

NOTICE OF CANCELLATION WILL ONLY BE GIVEN TO THE FIRST NAMED INSURED ON THIS
POLICY AND HE OR SHE SHALL ACT ON BEHALF OF ALL INSUREDS WITH RESPECT TO GIVING
OR RECEIVING NOTICE OF CANCELLATION.

~ Comments:

' This Certificate Issued to:
Nanne: HARLEY V. 8STOCK, PH.D., P.A.
744 NW 101 TERRACE

. Address:
| PLANTATION FL 33324

. AFA 00048 00 (05/2012)
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TABG Understanding of the City’s needs for pre-employment psychological
evaluations and your overall approach to satisfying those needs.

Dr. Stock’s practice, Forensic Psychiatric and Psychological Associates of Florida
{(Forensic Associates), is pleased to have the opportunity to respond to RFP #195-10214,
Pre-Employment Psychological Evaluations for the City of Ft. Lauderdale Police

Department. e

As a moderately sized police department, the City of Ft. Lauderdale is required to follow
federal, state and professional standards and recommendations in the selection of police
personnel. Given the impact of economic restrictions, shifting applicant pool availability
and community concerns this can be a daunting task. As a police psychologist with over
25 years’ experience, Dr. Stock is well aware of the sensitive nature of the pre-
employment law enforcement selection process and is committed to providing the highest
level of forensic psychological assessment. He has conducted over 14,000 pre-
employment law enforcement screenings. As one of approximately 275 Board certified
forensic psychologists in the United States (one of two in Broward County) and a
nationally recognized police psychologist, Dr. Stock adheres strictly to the specialty
guideline provisions for forensic psychology of the American Psychological Association.
Police psychology is considered a sub-specialty of forensic psychology (See Exhibit A).

" In order to meet the time requirements of the Ft. Lauderdale Police Department selection

process, Forensic Associates maintains a dedicated testing room for law enforcement
personnel that can accommodate 8 — 10 applicants at a time. We have the ability to
conduct the pre-employment evaluation process anytime between 8:30 a.m. and 6:00
p-m., five days a week and are centrally located in Broward County. Under special
circumstances, these evaluations can be conducted past the normal work hours and on
weekends when the hiring process dictates the necessity. Dr. Stock is also willing to
travel, as needed.

Our support staff is well acquainted with working with a law enforcement agency in the
arcas of confidentiality, access to records, hicrarchical command structure and law
enforcement terminology. We ensure that the City of Ft. Lauderdale will receive a top
quality product by providing: (a) psychological tests that are supported by the police
psychology literature; (b) quick scoring of the test battery and forensic psychological
assessment; (c) timely scheduling of the applicant interview; (d) minimal turn around
time for a finished report.

Onrr office maintains an accurate data base to validate the assessment process, We
consistently deliver our service at a very competitive cost. Finally, should the pre-
employment psychological screening process undergo a legal challenge, we are well
prepared to defend our actions. For example, Dr. Stock has been accepted as an expert
witness in forensic psychology on over 850 occasions in state and federal jurisdictions.
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TAB 7 Details on the number, types and experiences of personnel who will be
directly involved in providing this service. Include names and
resumes with the proposal.

The majority of the pre-employment psychological screening will be conducted by Dr.
Harley Stock. However, in order to meet time constraints and geographic commitments,
P the following board certified forensic psychologists are available as needed. All have

: experience in police pre-employment screening.

Harley V., Stock, Ph.D., ABPP

Dr. Stock received his doctoral degree from the University of Kansas and did his internship at the
Department of Psychiatry, Rutgers Medical School. Subsequently, he was the senior research
teaching specialist in the Department of Psychiatry at Rutgers Medical School. From 1977 until
1990, he was a clinical forensic psychologist at the Center for Forensic Psychiatry (Ann Arbor,
Michigan) and then Deputy Director of the Qutpatient Evaluation Unit. His duties included
examination of individuals charged with major felony crimes to determine the issue of legal
insanity, competency to proceed to trial and other special diagnostic questions. His specialties
were mirders and sex crimes. He has examined over 800 people charged with murder.

Dr. Stock was trained in hostage negotiations at the FBI Academy (Quantico, Virginia). He
became an invited instructor there, teaching sophisticated communications during hostage takings
and lecturing at the FBI’s first Criminal Psychological Profiling School. He was one of two
hundred invited guests from around the world to attend the FBI First International Symposium on
Terrorism. He has consulted with the FBI’s Behavioral Science Unit and the Child Abduction
and Serial Killer Unit. He has taught interview and interrogation skills to new Secret Service
agents at the United States Secret Service Training Academy (Washington, D.C.) and has
consulted with the United States Secret Service on threats to the President of the United States.
Additionally, he has conducted threat assessments for the Department of Energy, the Department
of Defense, the United States Department of Education, the Department of Justice and other
federal agencies. Dr. Stock consults with multiple local and federal law enforcement agencies.
For example, he conducts the pre-employment psychological screening for the DEA in Florida.
He was the consulting psychologist for Seafield 911, a treatment center dedicated to law
enforcement officers with substance abuse and stress problems, and is the past C.E.O. of
InterPhase 911, a treatment center exclusively for law enforcement.

In order to better understand special threat situations, Dr. Stock has completed a Michigan Law
Enforcement Officer’s Training Council certified SWAT training program and has been on over
150 hostage rescue missions as a member of various negotiations teams. In that regard, he has
trained SWAT team members in the use of behavioral techniques in special shooting situations,
including biofeedback. Over the years, Dr. Stock has been a lecturer at the International
Homicide Seminar, the American Polygraph Institute, the International Association of Women in
Police, the International Association of Firearms Instructors, and numerous law enforcement
agencies. Te has published and presented papers widely in the area of forensic police
psychology, including presentations at the American Psychological Association annual meetings =~
on such topics as high technology terrorism, criminal psychological profiling, forensic hypnosis,
SWAT selection and workplace violence. He has co-authored chapters in books addressing
intervention in the events of terrorism and police use of deadly force. He has twice been
president of the Consortium of Police Psychologists. He has evaluated over 14,000 pre-
employment police applicants. Dr. Stock has conducted several hundred fitness for duty
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evaluations, and over 150 evaluations for dispatch/communication personnel. He was trained in
Critical Incident Stress Debriefing by the American Red Cross and has conducted approximately
75 CISD for law enforcement personnel.

On a daily basis, he consults with Fortune 500 companies on high risk threat assessment and
crisis management and has conducted risk assessments in the United States, Canada, Mexico,
Costa Rica, South America, the Philippines, Malaysia, India, China, Japan, Taiwan, Cambodia,
Egypt, Israel, Russia, England, Ireland, and Germany. He is the developer of the Behavioral Risk
Assessment System© (BRASS), the only computerized risk/threat assessment instrument
available. He has been an invited participant to the FBI's first international symposium on
workplace violence, where he gave two presentations, and was an invited participant at the Center
for Disease Control/NIOSH meeting on Workplace Violence. He presented his paper on “Early
warning signs: The psychological aspects of the insider threat” at the RSA Conference in 2008.
In September, 2009, Dr. Stock participated in the Department of Homeland Security, Science and
Technology Directorate working group on “Suspictous Behavior Detection and Insider Threats”
o the eritical infrastructure. In July, 2010, he was an invited participant at the Institute for
Information Infrastructure Protection — “Cybersecurity through a Behavioral Lens” conference.
His most recent chapter on workplace violence has been recognized as the cutting edge
publication in this field. He was also invited to the Pentagon to offer insights on the Ft. Hood
shooting. Dr. Stock has presented papers on such diverse subjects as high technology terrorism,
SWAT selection, and crisis communication. In 2011, he presented to the Department of Defense
Task Force on “Identifying the Seif-Radicalizing Jihadist in our Midst”. In December, 2011, he
co-authored a white paper (Symantec) entitled, “Behavioral Risk Indicators of Malicious Insider
Theft of Intellectual Property: Misreading the Writing on the Wall.” In 2012, he was the only
forensic psychologist in the United States to be a member of the Department of Homeland
Security working groups addressing the Presidential Directive on threats to the critical

" infrastructure of the United States in the areas of terrorism, insider risk and organized crime. He

is one of approximately 275 Board Certified Forensic Psychologists in the United States and is a
Fellow of the American Academy of Forensic Psychology. (See Exhibit B)

Randyv K. Otto, Ph.D., ABPP

Dr. Otto is a licensed psychologist in Florida; a Diplomate in Forensic Psychology,
American Board of Professional Psychology; and Fellow of the American Academy of
Forensic Psychology. He is also an Associate Professor in the Department of Mental
Health Law & Policy, Florida Mental Health Institute, University of South Florida. Dr.
Otto has published widely in the areas of forensic assessment, violence risk assessment,
and mental health law. He has been Vice President of the American Academy of
Forensic Psychology, he has served on the editorial boards of Psychological Assessment,
Law & Human Behavior, and the Journal of Behavioral Health Services and Research,
and he is Past Editor of the American Psychology-Law Science News.

Eric Ostrov, Ph.D., J.D., ABPP

Dr. Ostrov is both a licensed attorney and a licensed clinical psychologist. Heisa
Diplomate in Forensic Psychology, American Board of Professional Psychology, and
Fellow of the American Academy of Forensic Psychology. His specialization is forensic
psychology/police psychology. Dr. Ostrov has been practicing in the area of police
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psychology for over 20 years. He has conducted scores of fitness-for-duty evaluations on
behalf of federal agencies such as the F.B.L and D.E.A. Dr. Ostrov has conducted or
supervised all the fitness-for-duty evaluations for the Chicago Police Department. Ilis
experience encompasses consultation to agencies such as the U.S. Secret Service, U.S.
Customs and the Tllinois State Police. Dr. Osirov is a past-chairman of the Police and
Public Safety Section of the Public Service Division of the American Psychological
Association. He was the recipient of that Section’s first Public Safety Distinguished
Service Award. He has published articles about law enforcement psychology in books
and journals such as: Critical Incidents in Policing, Police Chief, and Law and Behavioral
Sciences. He has presented lectures to many police organizations including the Hlinois
Association of Chiefs of Police and the International Association of Chiefs of Police. e
presented lectures at three FBI-sponsored police-psychology conferences in Quantico,
Virginia. He has conducted or supervised over 15,000 pre-employment law enforcement
evaluations.

Please sec enclosed law enforcement related recognition and publications at Exhibit C.
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TAB 8 Prior Experience

Number of years of experience the proposer has had in providing similar services:

30 Years
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TAB Y9 List of clients/references for whom you have provided similar services
in the last three years. Provide agency name, address, telephone
number, contact person, email address and date service was provided.
If services provided differs from the one presented in your proposal,
please delineate such differences.

Agency Name and Address: Broward Sheriff's Office
2601 W. Broward Boulevard
Ft. Lauderdale, FL 33311
Contact Person: Ms. Diana Viscarra, Human Resources Manager
954-321-4400, 954-321-4815 (fax)
Date of Contract: 1990 to present
Services Provided:  Pre-employment screenings, SWAT selection

Agency Name and Address: Drug Enforcement Administration
8400 N'W 53rd Street
Miami, FL 33166
Contact Person: Special Agent Oscar Negron - 305-994-4348
Date of Contract: 2005 to present
Services Provided:  Pre-employment screening

Agency Name and Address: Seminole Police Department
3280 N 64™ Avenue
. Hollywood, FL. 33024 .
Contact Person: Ms. Jessica Morris - 954-967-8900, 954-963-9134 (fax)
Date of Contract: 2007 to present
Services Provided:  Pre-employment screening, fitness for duty evaluations,
CISD

Agency Name and Address: Boca Raton Police Department

100 N.W. Boca Raton Blvd.
Boca Raton, FL.  33432-3704

Contact Person: Mr. Mark Buckingham, Director of Human Resources
561-393-7805, 561-393-7908 (fax)

Date of Contract: 1995 to present

Services Provided:  Pre-employment screening, fitness for duty evaluations,
CISD, Special team selection

Agency Name and Address: Miramar Police Department
8915 Miramar Parkway
Miramar, FL 33025
Contact Person: Chief Mel Standley - 954-602-4400
Date of Contract: 1999 to present
Services Provided:  Pre-employment screening, fitness for duty evaluations,
CISD, Special team selection
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Agency Name and Address: Key West Police Department
1604 North Roosevelt Boulevard
Key West, FL. 33040-7254
Contact Person: Chief Donald Lee, Jr.. 305-797-1740
Date of Contract: 2009 - present
Services Provided:  Pre-employment screening

Agency Name and Address: City of Qakland Park
3650 NE 12 Avenue
QOaldand Park, FL. 33334
Contact Person: Ms. June Reid, 954-630-4316
Date of Contract: 2013 - present
Services Provided:  Pre-employment screening (fire fighter)

Agency Name and Address: Sweetwater Police Department
500 SW 109 Avenue
Sweetwater. FL. 33174
Contact Person: Detective Zabala, 305-439-0085
Date of Contract: 2011 - present
Services Provided:  Pre-employment screening

Agency Name and Address: Pembroke Pines Police Department
9500 Pines Boulevard
Pembroke Pines, FL. 33024
Contact Person: Officer Louis Sorangelo, 954-431-2705
Date of Contract: 2013 - present
Services Provided:  Pre-employment screening

Agency Name and Address: City of Tamarac
7525 N'W 88 Avenue
Tamarac, FL. 33321
Contact Person: Ms. Maria Swanson, 954-597-3604
Date of Contract: 2013 - present
Services Provided:  Pre-employment screening (fire fighter)
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Tab 10 Provide a comment on your firm’s ability to periodically administer
approximately twenty (20) or more police officer evaluations during a
3 to 4 day period. Provide a comment on your firm’s ability to —
provide staff to occasionally travel out of the State to target regions to
complete testing.

Dr. Stock has a dedicated test room for law enforcement applicants that can -
accommodate 8 to 10 applicants at a time. On a routine basis, Dr. Stock conducts up to
30 to 40 law enforcement evaluations per week. The staff is highly trained, and
motivated, to create a pleasant testing environment for the applicant. We have the
technical ability to score psychological tests quickly, and produce full written reports
within the required time frame. Additionally, at no charge, Dr. Stock will provide the
City of Ft. Lauderdale Police Department a “feedback summary” within 24 hours of the
evaluation. This will help the department get initial information on an applicant and may
enhance hiring decisions that are time sensitive.

In terms of traveling out of the state to conduct evaluations, Dr. Stock now travels in his
role as a forensic psychologist. Since Dr. Stock’s practice is dedicated entirely to police
psychology and threat assessment, he does not see patients. Therefore, his schedule is
flexible and accommodating with sufficient notice. Dr. Otto, Dr. Super and Dr. Ostrov
are also committed to traveling when necessary.
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TAB11 A  The specific methodology such as tests, interviews and supporting
validation studies that you will employ. Comment on your use of the
MMPI-2, IPI, CPL, IS2 and Wonderlic Personnel Test

Description of Project

Psychological screening is widely recognized as one important factor in determining
suitability of individuals for the position of a police officer or detention officer. Peace
officers are entrusted with awesome powers — the use of deadly force, the ability to
deprive citizens of their liberty and the authority to invade the privacy of individuals and
families. These personnel must be able to focus in a dynamic environment; think quickly
and efficiently; have above average judgment and work well as a team member. Current
and developing case laws make clear that municipalities have a responsibility to ensure
that law enforcement officers are emotionally and mentally capable of wielding their
authority in the performance of their duties without abusing the rights of those citizens
they are sworn to serve. Courts have found government bodies vicariously libel for the
actions of law enforcement officers in claims of negligent employment, retention and
supervision. In several cases, courts have held that agency responsibility extends even to
the officer in off-duty situations (e.g., Allen v. City of Los Angeles; Bonsignor v. City of
New York).

Dr. Stock believes that it is imperative for a law enforcement agency to screen out unfit
candidates for positions prior to employment. Hence, the proposed process is a careful,
multi-faceted, in-depth forensic psychological assessment of applicants. The process
focuses on eliminating from candidacy individuals predisposed to psychological illness,
poor judgment and recklessness, abusive behavior, poor control of emotions, job-related
stress, alcohol and substance abuse, disabling stress-related (psychosomatic) illness, and
racial/gender prejudice. Based on identifiable research, appropriate pre-employment
psychological screening can bave significant impact on the functioning of the City of Ft.
Lauderdale Police Department. By using the screening methods suggested, the following
hiring outcomes are reasonable:

A. To identify and eliminate from candidacy individuals who are unlikely to perform
acceptably in the training academy due to academic or emotional problems.

B. To protect the City of Ft. Lauderdale Police Department (as a governmental
entity) from financial loss due to liability and disability litigation.

C. To guard against unfair racial or sex bias in law enforcement/detention selection
while satisfying the above activities.

D. To eliminate candidates who are likely to act out aggressively against others.

E. To decrease the turnover rate by providing candidates who have the psychological
maturity and capability to work within a stressful environment.
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F. To decrease the number of candidates who are likely to either abuse controlled
substances or traffic in them.

G. To increase the likelihood that the candidate will be able to perform adequately S
under supervisory authority and decrease the conflict with supervisory personnel. -

H. To increase the esprit de corpe of the Department by selecting candidates who :
have a “positive” attitude and can work comfortably within a community oriented - e
policing/ direct supervision environment.

1 To allow the City of Ft. Lauderdale Police Department to be consistent with other i
governmental-law enforcement agencies in terms of hiring practices and '
procedures from a psychological perspective.

J. To achieve the above at a competitive cost.

The tests selected for the test battery are designed to measure the knowledge, skills and
abilities required by the City of Ft. Lauderdale for a police/detention officer in a reliable
and valid manner. All tests are scored using objective measures as delineated by the test
publisher. Furthermore, all objective tests meet the American Psychological Association
guidelines for testing and have been used extensively in the selection of individuals in
high-risk occupations. Dr. Stock belicves this test battery works especially well when
evaluating for the traits necessary to work in a community oriented policing/direct
supervision jail environment.

Stage One - Tests of Personality

Law enforcement officers and detention officers must be relatively free of emotional
disorders. They must make discretionary judgments in situations in which the impact on
the Department and the citizens of Ft. Lauderdale can be profound. For these and other
reasons, these jobs are known to be highly stressful, and candidates who are unusually
susceptible to a variety of occupational disorders, including alcoholism, depression and
stress-related physical conditions need to be eliminated. Additionally, the successful
applicant should possess good judgment, stable temperament, and be unusually resistant
to the effects of stress. While the ability of psychological tests to “screen in” good
candidates is equivocal, what can be done effectively is remove from candidacy those
who are unfit for the job due to psychopathology. There are several tests of personality
and psychopathology which are currently used in law enforcement screening. Since the
work of a police officer or a detention officer is a complex task, it is unlikely that any one
predictor is going to be completely adequate for use in the psychological screening
process. Therefore, the pre-employment selection schema suggested utilizes multiple
predictors:

Minnesota Multiphasic Personality Inventory — 2 (MMPI-2) — The MMPI-2 needs
little introduction since it is probably the most weli-known and widely used test in the
field of psychological evaluation. Dr. Stock developed the only published Deception
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Index for Taw enforcement applicants for the original MMPI and is a recognized national

expert in using the MMPI-2 in a law enforcement setting. For example, he has presented

data on the use of the MMPI-2 in law enforcement at a conference sponsored by the

publishers of the MMPI — 2 (see Exhibit D). Dr. Stock has personally reviewed over —
12,000 law enforcement MMPT and MMPI-2 test profiles. The MMPI-2 consists of 567
“true-false” items used in the identification of symptoms related to psychopathology.
The MMPI-2 is the updated and revised version of the original MMPI. The original
MMPI had several outdated questions and its normative base was criticized for not being R
representative of the American culture, Althongh the original MMPI has served mental
health professionals very well over a long period of time, the revised MMPI-2 is clearly
the choice for present day evaluations. The MMPI-2, and all other tests listed herein,
directly address the requirements of pre-employment psychological evaluation services’
technical provisions in the current bid specifications. The MMPI-2 is especially useful as
a “screen-out” measure to identify the various personality and psychological traits which
are considered high-risk for a critical law enforcement position. Surveys and research
projects indicate that the MMPI-2 is the instrument of choice when identifying and
“gcreening out” psychopathology in law enforcement candidates. A study by the
National Institute of Justice identified that 91% of police psychologists utilize the MMPI
or MMPI-2 in their screening battery. One of the criticisms of the MMPI-2 is that it is
more easily “faked” than the original version. Therefore, users of this instrument in
settings such as law enforcement screening must be particularly adept at interpreting sub-
clinical scale scores. Dr. Stock’s experience in using this instrument has allowed him to
become an expert in the use of the MMPI-2 for law enforcement. Dr. Stock has
developed local normative data for this instrument pertaining to law enforcement
applicants.

Inwald Personality Inventory (IPT) - The IPI is a comprehensive psychological
screening test designed, researched and validated specifically for the selection of law
enforcement candidates. Tt is the only psychological test available which directly predicts
success or failure in the law enforcement profession. Research on the IPI received the
1982 New York State Psychological Association Personnel Division Meritorious
Research Award. Since then, numerous research articles have demonstrated the
effectiveness of the IPI in screening-out high risk law enforcement applicants. Over the
last several years, the IPT has gained more widespread acceptance and usage by police
psychologists.

The IPT is a 310-question “true-false™ inventory designed to identify a variety of
personality and behavioral characteristics in law enforcement applicants. It contains 25
original scales and a validity scale. It was designed specifically to aid law enforcement
agencies in selecting candidates who satisfy specified “psychological fitness”
requirements. Like other personality measures, such as the MMPI-2 and the California
Psychological Inventory, the IPI contains several distinct and sometimes overlapping
scales, designed to measure behaviors, attitudes, and characteristics of various personality
types. In addition, it analyzes combinations and patterns of historical life events which
studies suggest correlate significantly with occupational failure in law enforcement. The
TP normative sample contained a representative number of women, Hispanics and
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African-Americans, something which is often lacking in validation studies. Lastly, the
test offers useful predictions of termination, excessive absenteeism, tardiness and
disciplinary problems associated with a law enforcement career. Our firm has maintained
a close relationship with the author of this test, Robin Inwald, Ph.D., ABPP, and therefore
we are particularly sophisticated and knowledgeable about this instrument.

California Psychological Inventory — R (CPI) - The California Psychological
Inventory (CPI), developed by Dr. Harrison Gough, is an extensively validated
instrument which, in contrast to the MMP]T, was originally developed in order to assess
favorable, rather than pathological, aspects of the personality. To quote from the CP1
Manual: “The present endeavor has been concerned with characteristics of personality
which have a wide and pervasive applicability to human behavior, and which in addition,
are related to the favorable and positive aspects of personality rather than to the morbid
and ‘pathological.”” Furthermore, the constructs measured by the CPI have “broad
personal and social relevance.” As the scales of the CPI deal principally with personality
characteristics “important for social living and social interactions,” the test seems
particularly suited for “screening in” the positive traits necessary for a successful career
in law enforcement. Most studies, including the California Peace Commission and the
National Institute of Justice project, have strongly recommended using the CPT in
evaluating law enforcement applicants. Surveys have shown that next to the MMPI-2, it
is the most widely used test in the selection of law enforcement candidates. Our firm has
found the CPT extremely useful in identifying traits which lead to success or failure in the
law enforcement field.

The CPI consists of twenty scales which are grouped under four categories or “classes”.
Class I scales (measures of poise, ascendancy, and self-assurance) and Class 11 scales
(measures of socialization, maturity, and responsibility) seem particularty suited for the
measurement of the traits of maturity, responsibility, and socialization adequacy. The
Class III scales (measures of achievement potential and intellectual efficiency) provide
information on the applicant’s general academic potential, while the Class IV scales
(measures of intellectual and interest modes) provide information regarding the
applicant’s capacity for flexibility.

We have extensive experience utilizing the CPI for law enforcement selection. Beyond
administering several thousand CPI’s to law enforcement candidates, our consultants
have developed specific local normative data for this instrument for Hispanic, Black and
Anglo populations.

IS2 — As opposed to other psychological personality tests, the IS2 is a 110 item “true-
false” questionnaire that was constructed with the intention to directly question the
applicant about specific behaviors and attitudes. Special attention is paid to “risky” type
behaviors such as impulsiveness, temper control problems and integrity. A validity scale
(“denial of shortcomings™) measures the applicant’s attempts to deny minor shortcomings
and present an unreasonably favorable impression. One specific benefit of the IS2 is that
it differentiates between those who may express socially deviant beliefs because of
cultural experiences and those who actually engage in aggressive behavior. According to
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the test publisher, “This may be critical in the workplace where the candidate pool often
includes individuals with different social economic status (SES) as well as minority
group members.” Dr. Stock has utilized the IS2 since its inception and communicates
with Dr. Robin Inwald, the test developer, on a regular basis.

Test of Cognitive Abilities

Wonderlic Personnel Test - Since law enforcement and detention applicants are tested
in group settings, it is impractical to conduct in-depth intellectual testing on each
applicant. However, the educational requirements put forth by the City of Ft. Lauderdale
Police Department and the fact that the applicant must perform academically within a
stringent Police/Corrections Academy makes it necessary to gain some measure of an
applicant’s capacity and ability to learn new information. In addition, successful
applicants will frequently be called upon to deal with complex situations where adequate
analytical and abstract skills are necessary.

The Wonderlic Personnel Test is particularly suited for employment selection purposes
since it was specifically designed for measuring what level of learning ability is
necessary for specific occupations. The test yields a general intelligence score which is
used to describe the level at which an individual learns, solves problems and understands
instructions. It provides objective information about how easily individuals can be
trained, how well they can adjust and solve problems on the job, and how well satisfied
they are likely to be with the demands of a specific job. The instrument consists of 50
questions which are administered in a group setting with a 12 minute time limit,

The Wonderlic Personnel Test has been extensively validated and is the only group
intelligence measure which meets all the requirements of various governmental agencies
for employment selection purposes. The instrument has specific norms for law
enforcement applicants.

Background Form

Additionally, a 67-item Law Enforcement Background' Questionnaire is utilized to collect
specific data on problematic historical behavior. (See Exhibit E).

All tests are scored and analyzed prior to the applicant interview, The testing and the
interview are conducted on the same day.

Forensic Issues

Our data indicates about 25% - 35% of pre-employment law enforcement applicants
produce invalid psychological tests. This is usually a result of the applicant being overly
anxious or attempting to be deceptive. If the applicant acknowledges this, he/she may be
given the opportunity to retake specific tests. The new test results are scored and
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integrated into the final report. The City of Ft. Lauderdale Police Department will NOT
be charged for additional testing, interpretation and report writing. Internal research
indicates this process “saves” about 60% of the re-tested applicants.

For information on validation studies used, please see Exhibit F.

Stage Two — Forensic Psychelogical Interview

Each applicant undergoes a structured forensic interview which typically is 30 — 45
minutes in length. The interview generally supplements and/or verifies findings on the
objective tests. Interviews are important since some applicants may iry to “fake” some of
the objective test instruments in an attempt to place themselves in an unrealistically
favorable light. The interview consists of the following phases:

Phase I - This is a structured phase of the interview which involves extensive
background questioning and follow up inquires to all pertinent responses on the Law
Enforcement Background Questionnaire and psychological tests. The Law Enforcement
Background Questionnaire is a specifically designed background item checklist for use
with law enforcement applicants. The structured interview process assures that each
candidate is evaluated using the same criteria. Questions are specifically designed to
probe areas associated with employment success. The structured interview format is
proprietary. Same examples of questions used in the police officer interview, which are
tied to Florida Statutory requirements, are included below:

1. Conditions of discharge from the military? [F.S. 943.13(4) Dishonorabie discharge
from Armed Services]

2. Have you ever been arrested or detained by the police for any reason? [F.S. 943.13(4)
Felony/misdemeanor]

3. Have you ever used a weapon in a fight? [F.S. 790,10 Improper exhibition of
dangerous weapons or firearms|

Information from the forensic psychological interview and psychological test results will
be incorporated into the Pre-Employment Psychological Evaluation Feedback Form,
which will aid in the background investigation (See Exhibit G). The last part of the
initial phase of the interview consists of clarifying critical items identified on the
psychological tests,

Phase II — Unlike the structured part of the interview, this phase generally includes open
ended questions to elicit the personality style and undetlying dynamics of an applicant’s
character.
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The protocol outlined above has been established to give each candidate the greatest
“fairness” in terms of evaluation. Alternative procedures have been investigated, such as
“psychological/honesty™ tests; the use of psychometric evaluation without clinical
interview; and the use of clinical interview without psychometric evaluation. All these
methods have been deemed by this consultant as being unsatisfactory in meeting the
American Psychological Association Task Force guidelines for selection of police
personnel.

SUMMATION OF THE PRE-EMPLOYMENT SCREENING PROCESS

1. Testing is conducted Monday through Friday beginning at 8:30 a.m. as needed
(Saturdays and Sundays on special request). The consultant can test up to 15
applicants per day utilizing a split shift, in a dedicated testing room.

2. Detailed instructions and a consent form are given to applicants both verbally and in
writing before the evaluation begins. Issues of confidentiality, privilege and access to
the report is clearly conveyed to the applicant and the applicant signs an
acknowledgement form.

3. A separate and locked file cabinet houses the psychological files of law enforcement
applicants. Access to this cabinet is limited to only those who directly work in the
applicant screening process. All personality instrument scoring are computer
generated in the consultant’s office immediately after the applicant finishes his/her

. test. Dr. Stock has two back-up systems and the computers are kept in a secured
environment.

4. Results and written reports are available within seven days but can be available
within 24 hours when necessary.

5. The core battery of tests (MMPI-2, IPI and CPI) are the three most accepted and
validated personality instruments for this type of screening.

6. A report format specifically designed for law enforcement purposes by our firm is
utilized to provide feedback to the department. This includes areas of concern for
further background investigation.

7. On a daily basis, follow-up consultation between the department and our firm is
available to further clarify an applicant’s results.

8. Dr. Stock is adept at explaining results to applicants who request feedback. These
sessions are always conducted at no additional charge.

9. The pre-employment testing system exceeds all the recommendations and
requirements promulgated by the International Association Chiefs of Police,
Consortium of Police Psychologists and California Post-Study reports.
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TAB11B  You or your firms qualifications for conducting the evaluations, such
as areas of expertise and previous work in this field.

Dr. Stock is a nationally recognized police psychologist with over 30 years’ experience.
He has twice been president of the Consortium of Police Psychologists (COPPS). He has
presented nationally, and internationally, on the issues of violence and threat
management. Dr. Stock has consulted with the United States Secret Service, the Federal
Bureau of Investigation, U.S. Customs and Border Protection, the Department of
Defense, the Department of the Army, the Department of Justice, the Department of
Homeland Security and other state and government agencies in the area of law
enforcement and threat management. He currently conducts all pre-employment
psychological evaluations for the DEA in Florida. He has been a consuiting police
psychologist to BSO for over 21 years and the Fort Lauderdale Police Department for 4
years. He is a nationally recognized expert on the MMPI-2 and has developed the only
published deception index on the original MMPI specifically for law enforcement
applicants. He is an editorial reviewer for Criminal Justice and Behavior. Dr, Stock has
personally screened over 12,000 law enforcement applicants. He is SWAT trained and
was trained in Hostage Negotiations at the FBI Academy. He is one of 275 board
certified forensic psychologists in the United States and is a fellow of the American
Academy of Forensic Psychology. Dr. Stock has numerous publications in the area of
police psychology and threat assessment (see Exhibit C).
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TAB 11C The methodology for determining which candidate(s) will be
recommended for hiring.

After completion of psychological testing and forensic psychological interview, the
available data will be analyzed using (1) the KS&A requirement of the City of Ft.
Lauderdale Police Department; (2) contemporary research findings in the area of police
psychology; (3) normative test results based on data provided by the test publishers for
law enforcement applicants; (4) applicant responses to the structured forensic

psychological interview; and (5) Dr. Stock’s extensive experience in police psychology.

Subsequently, the applicant will be rated on the following scale:

Acceptable  Suitable Marginal Unacceptable Unacceptable
| 2 3 4 5
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TAB 11D How the recommendation results will be presented. Provide
examples.

Stage Three — Written Report

In all cases, the City of Ft. Lauderdale Police Department will be provided with an in-
depth report including the following:

01)  Applicant’s full name, address, ielephone number and social security number
02)  Job classification for which the applicant is being evaluated (including whether
applicant is a certified or cadet applicant)
03)  Evaluator’s name
04)  Evaluation date
05)  Reason for referral
06)  Statement indicating that, prior to the evaluation, the applicant was given an
informed consent form and understood:
a. the purpose of the evaluation
b. that normal psychologist/patient confidentiality would not be
extended;
¢. that a report would be forthcoming to the City of Ft. Lauderdale Police
Department
07)  Relevant applicant background information
08)  Behavioral observations
09). Assessment instruments/procedures utilized
10)  Test results and interpretations
11)  Recommendations
12}  Evaluator’s signature
When a candidate is rejected, the consultant shall provide the Agency an explanation,
including sufficient evidence to substantiate the recommendation and a predicted area of
liability for the Department if the candidate is employed.

The Equal Employment Opportunity Commission (EEOC) in the “Uniform Guidelines on
Employment Selection Procedures” indicates there are three main issues that are relevant
to psychological screening: adverse impact, ditferential validity, and unfair
discrimination. In order to ensure that the psychological selection process is complying
with Title VII of the 1964 Civil Rights Acts (which prohibits discrimination in hiring,
placement, training, promotion and retention on the basis of race, color, religion, sex or
national origin) statistical analysis of the process will be maintained by the consultant at
no charge.

It is the expert opinion of Dr. Stock that the entire evaluation process described above
conforms to Title VII of the Civil Rights Act of 1964, the 1991 Civil Rights Act, the
Americans with Disabilities Act, the Uniform Guidelines on Employee Selection
Procedures, Principles for the Validation and Use of Personnel Selection Procedures,
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Standards for Educational and Psychological Testing and all other relevant laws,
regulations, guidelines and standards.

Dr. Stock has no financial relationship with the developers or distributors of the tests
proposed in this bid.
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TAB11E Your ability to develop a customized scoring system for the City.

Dr. Stock is more than willing to develop a customized scoring system for the City of Ft.
T.auderdale Police Department. He has customized scoring systems for a variety of law
enforcement agencies in the past. Such a customized scoring system, for example, could
include highlights of critical information; utilization of local norms; recommendations
tied directly to KS&As; and predicative indicators. Dr. Stock is familiar with, and has
access to, sophisticated statistical modeling and analysis.

EXHIBIT 2
14-0297
Page 28 of 184



TAB 12 Any additional information you feel may be pertinent in the
evaluation of your proposal.

Community Betterment Program - Forensic Associates, when feasible, re-invests in the
local community by utilizing business related services from minority and women owned
vendors and suppliers. For example, we sub-contract report typing to a woman-owned
business service, We also attempt to buy office supplics or required repair operations
with minority businesses.

The signer of the proposal declares that the only person(s), company or parties interested
in the proposal as principals are named therein; that the proposal is made without
colluston with any other person(s), company or parties submitfing a proposal; that it is in
all respects fair and in good faith, without collusion or fraud; and that the signer of the
proposal has full authority to bind the principal proposer.

EXHIBIT 2
14-0297
Page 29 of 184



EXHIBIT A

EXHIBIT 2
14-0297
Page 30 of 184



Law and Human Bekavior, Vol. 15, Ne. 6, 199]

Specialty Guidelines for
Forensic Psychologists!

Committee on Ethical Guidelines for
Forensic Psychologists?

The Specialty Guidelines for Forensic Psychologists, while informed by the Eth.
ical Principles of Psychologists (APA, 1990) and meant to be consistent with
them, are designed to provide more specific guidance to forensic psychologists in
monitoring their professional conduct when acting in assistance to courts, parties
to legal proceedings, correctional and forensic mental health facilities, and legis-
lative agencies. The primary goal of the Guidelines is to improve the quality of
foreasic psychological services offered to individual clients and the legal system
and thereby to enhance forensic psychology as a discipline and profession. The
Specialty Guidelines for Forensic Psychologists represent a joint statement of the
American Psychology-Law Society and Division 41 of the American Psycholog-

! The Specialty Guidelines for Forensic .Psyclwiagms were adopted by majority vote of the members
of Division 41 and the American Psychology-Law Society. They have also been endorsed by ma-
Jjority vote by the American Academy of Forensic Psychology. The Executive Committee of Division
41 and the American Psychology Law Society formally approved these Guidelines on March 9, 1991.
The Execntive Committes also voted to continse the Committes on Ethical Guidelines in order to
disseminate the Guidelines and to monitor their implementation and suggestions for revision. Indi-
viduals wishing 1o reprint these Guidelines or who have queries about them should contact either
Stephen L. Golding, Ph.D., Depantment of Psychology, University of Utah, Salt Lake City, UT
84112, 801-581-8028 (voice) or 801-581-5841 {(FAX) or other members of the Committee listed below.
Reprint requests should be sent to Cathy Oslzly, Department of Psycholagy, University of Ne-
braska~Lincoln, Lincoln, NE 68588-0308.

2 These Guidelines were prepared and principally anthored by a joint Committes on Ethical Guidelinss
of Division 41 and the American Acadersy of Forensic Psychology (Stephen L. Golding, {Chair],
‘Thomas Grisso, IDavid Shapiro, and Herbert Weissman [Co-chairs]). Other members of the Com-
mittee included Robert Fein, Kirk Heftbrun, Judith McKenna, Norman Poythress, and Daniel Schy.
man. Their hard work and willingness to tackle difficult conceptual and pragmatic issues is gratefully
acknowledged. The Commitiee would also fike to acknowledge specifically the assistance and guid-
ance provided by Dort Bigg, Lamry Cowan, Eric Harmis, Arthur Lerner, Michael Miller, Russell
Newman, Melvin Rudov, and Ray Fowler. Many other individuals also contributed by their thought-
ful critigue and suggestions for improvement of earifer drafts which were wideily circulated.

655
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656 COMMITTEE ON ETHICAL GUIDELINES

. ical Association and are endorsed by the American Academy of Forensic Psy-
chology. The Guidelines do not represent an official statement of the American
Psychelogical Association.

The Guidelines provide an aspirational model of desirable professional prac-
tice by psychologists, within any subdiscipline of psychology (e.g., clinical, de-
velopmental, social, experimental), when they are engaged regularly as experts
and represent themselves as such, in an activity primarily intended to provide
professional psychological expertise to the judicial system. This would include,

for example, clinical forensic examiners; psychologists employed by correctional '

or forensic mental health systems; researchers who offer direct testimony about
the relevance of scientific data to a psycholegal issue; trial behavior consultants:
psychologists engaged in preparation of amicus briefs; or psychologists, appear-
ing as forensic experts, who consult with, or testify before, judicial, legislative, or
administrative agencies acting in an adjudicative capacity. Individuals who pro-
vide only occasional service to the legal system and who do so without repre-
senting themselves as forensic experts may find these Guidelines heipful, partic-
ularly in conjunction with consultation with colleagues who are forensic experts.

While the Guidelines are concerned with a model of desirable professional
- practice, to the extent that they may be construed as being applicable to the
advertisement of services or the solicitation of clients, they are intended to pre-
vent false or deceptive advertisement or solicitation, and.should be construed in
a manner consistent with that intent. :

I. PURPOSE AND SCOPE
A. Purpose

1. While the professional standards for the ethical practice of psychol-
08y, as a general discipline, are addressed in the American Psycho-
togical Association’s Ethical Principles of Psychologists, these ethi-
cal principles do not relate, in sufficient detail, to current aspirations
of desirable professional conduct for forensic psychologists. By de-
sign, none of the Guidelines contradicts any of the Ethical Principles
af Psychologists; rather, they ampilify those Principles in the context
of the practice of forensic psychology, as herein defined.

2. The Guidelines have been designed to be national in scope and are
intended to conform with state and Federal law. In situations where
the forensic psychologist believes that the re irements of law are in
conflict with the Guidelines, attempts to resoivé the conflict should be
made in accordance with the procedures set forth in these Guidelines
[IV(G)} and in the Ethical Principles of Psychologists.

B. Scope

1. The Guidelines specify the nature of desirable professional practice

by forensic psychologists, within any subdiscipline of psychology
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FORENSIC SPECIALTY GUIDELINES . 657

(e.g., clinical, developmental, social, experimental), when engaged

regularly as forensic psychologists.

a. “‘Psychologist’” means any individual whose professional activi-
ties are defined by the American Psychological Association or by
regulation of title by state registration or licensure, as the practice

- of psychology.

b. “‘Forensic psychology™ means all forms of professional psycho-
logical conduct when acting, with definable foreknowledge, as a
psychological expert on explicitly psycholegal issues, in direct
assistance to courts, parties to legal proceedings, correctional and
forensic mental health facilities, and administrative, judicial, and
legislative agencies acting in an adjudicative capacity.

¢. “‘Forensic psychologist” means psychologists who regularly en-
gage in the practice of forensic psychology as defined in I(B)(1)(b).

2. The Guidelines do not apply to a psychologist who is asked to provide
professional psychological services when the psychologist was not
informed at the time of delivery of the services that they were to be
used as forensic psychological services as defined above. The Guide-
lines may be helpful, however, in preparing the psychologist for the
experience of communicating psychological data in a forensic con-
text.

3. Psychologists who are not forensic psychologists as defined in I(B)(1)

(¢), but occasionally provide limited forensic psychological services,
may find the Guidelines useful in the preparation and presentation of
their professional services.

C. Related Standards

1. Forensic psychologists also conduct their professional activites in
accord with the Ethical Principles of Psychologists and the various
other statements of the American Psychological Association that may
apply to particular subdisciplines or areas of practice that are relevant
to their professional activities. '

2. The standards of practice and ethical guidelines of other relevant
“expert professional organizations'’ contain useful guidance and
should be consulted even though the present Guidelines take prece-
dence for forensic psychologists.

1. RESPONSIBILITY

A. Forensic psychologists have an obligation to provide services in a man-
ner consistent with the highest standards of their profession. They are
responsible for their own conduct and the conduct of those individuals
under their direct supervision.
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IIl.

B.

COMMITTEE ON ETHICAL GUIDELINES

Forensic psychologists make a reasonable effort to ensure that their
services and the products of their services are used in a forthright and
responsible manner.

COMPETENCE

A.

t

Forensic psychologists provide services only in areas of psychology in
which they have specialized knowledge, skill, experience, and educa-
tion.

- Forensic psychologists have an obligation to present to the court, re-

garding the specific matters to which they will testify, the boundaries of
their competence, the factual bases (knowledge, skill, experience, train-
ing, and education) for their qualification as an expert, and the relevance

of those factual bases to their qualification as an expert on the specific

matters at issue.

. Forensic psychologists are responsible for a fundamental and reasonable

level of knowledge and understanding of the legal and professional stan-
dards that govern their participation as experts in legal proceedings.

- Forensic psychologists have an obligation to understand the civil rights

of parties in legal proceedings in which they participate, and manage
their professional conduct in a manner that does not diminish or threaten
those rights. . ‘ )
Forensic psychologists recognize that their own personal values, moral
beliefs, or personal and professionat relationships with parties to a legal
proceeding may interfere with their ability to practice competently. Un-
der such circumstances, forensic psychologists are obligated to decline
participation or to limit their assistance in a manner consistent with
professional obligations. A

RELATIONSHIPS

A.

During initial consultation with the legal representative of the party

seeking services, forensic psychologists have an obligation to inform the

party of factors that might reasonably affect the decision to contract

with the forensic psychologist. These factors include, but are not limited

to

1. the fee structure for anticipated professionahgervices;

2. prior and current personal or professional activities, obligations, and
relationships that might produce a conflict of interests;

3. their areas of competence and the limits of their competence; and

4. the known scientific bases and limitations of the methods and proce-
dures that they employ and their qualifications to employ such meth-
ods and procedures.
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FORENSIC SPECIALTY GUIDELINES ) 659

B. Forensic psychelogists do not provide professional services to parties to
a legal proceeding on the basis of ‘‘contingent fees,” when those ser-
vices involve the offering of expert testimony to a court or administra-
tive body, or when they call upon the psychologist to make affirmations
or representations intended to be relied upon by third parties.

C. Forensic psychologists who derive a substantial portion of their income
from fee-for-service arrangements should offer some portion of their
professional services on a pro bono or reduced fee basis where the

_public interest or the welfare of clients may be inhibited by insufficient

financial resources. .

D. Forensic psychologists recognize potential conflicts of interest in dual
relationships with parties to a legal proceeding, and they seek to mini-
mize their effects. ‘ .

1. Forensic psychologists avoid providing professional services to par-
ties in a legal proceeding with whom they have personal or profes-
sional relationships that are inconsistent with the anticipated relation-
ship.

2. When it is necessary to provide both evaluation and treatment ser-
vices to a party in a legal proceeding (as may be the case in small
forensic hospital settings or small communities), the forensic psychol-
ogist takes reasonable steps to minimize the potential negative effects
of these circumstances on the rights of the party, confidentiality, and
the process of treatment and evaluation.’

E. Forensic psychologists have an obligation to ensure that prospective
clients are informed of their legal rights with respect to the anticipated
forensic service, of the purposes of any evaluation, of the nature of
procedures to be employed, of the intended uses of any product of their
services, and of the party who has employed the forensic psychologist.
1. Unless court ordered, forensic psychologists obtain the informed con-

sent of the client or party, or their legal representative, before pro-
ceeding with such evaluations and procedures. If the client appears
unwilling to proceed after receiving a thorough notification of the |
purposes, methods, and intended uses of the forensic evaluation, the
‘evaluation should be postponed and the psychologist should take
steps to place the client in contact with his/her attomey for the pur-
pose of legal advice on the issue of participation.

2. In situations where the client or party may not have the capacity to
provide informed consent to services or the evaluation is pursuant to
court order, the forensic psychologist provides reasonable notice to
the client’s legal representative of the nature of the anticipated foren-
sic service before proceeding. If the client’s legal representative ob-
jects to the evaluation, the forensic psychologist notifies the court
issuing the order and responds as directed.

3. After a psychologist has advised the subject of a clinical forensic
evaiuation of the intended uses of the evaluation and its work prod-
uct, the psychologist may not use the evaluation work product for
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other purposes without explicit waiver to do so by the client or the
client’s legal representative.

F. When forensic psychologists engage in research or scholarly activities
that are compensated financially by a client or party to a legal proceed-
ing, or when the psychologist provides those services on a pro bono
basis, the psychologist clarifies any anticipated further use of such re.
search or scholarly product, discloses the psychologist’s role in the
resulting research or scholarly products, and obtains whatever consent
or agreement is required by law or professional standards.

G. When conflicts arise between the forensic psychologist’s professional
standards and the requirements of legal standards, a particular court, or
a directive by an officer of the court or legal authorities, the forensic
psychologist has an obligation to make those legal authorities aware of
the source of the conflict and to take reasonable steps to resolve it. Such
steps may include, but are not limited to, obtaining the consultation of
fellow forensic professionals, obtaining the advice of independent coun-
sel, and conferring directly with the legat representatives involved.

V. CONFIDENTIALITY AND PRIVILEGE

_-A. Forensic psychologists have an obligation to be aware of the legal stan-
dards that may affect or limit the confidentiality or privilege that may
attach to their services or their praducts, and they conduct their pro-
fessional activities in a manner that respects those known rights and
privileges.

1. Forensic psychologists establish and maintain a system of record
keeping and professional communication that safeguards a client’s
privilege.

2. Forensic psychologists maintain active control over records and in-
formation. They only release information pursuant to statutory re-
quirements, court order, or the conseat of the client,

B. Forensic psychologists inform their clients of the limitations to the con-
fidentiality of their services and their products (see also Guideline [V E)
by providing them with an understandable statement of their rights,
privileges, and the limitations of confidentiality.

.- C. In situations where the right of the client or party to confidentiality is
limited, the forensic psychologist makes every effort to maintain confi-
dentiality with regard to any information that dods not bear directiy upon
the legal purpose of the evaluation.

D. Forensic psychologists provide clients or their authorized legal repre-
sentatives with access to the information in their records and a mean-
ingful explanation of that information, consistent with existing Federal
and state statutes, the Ethical Principles of Psychologists, the Standards
Sfor Educational and Psychological T esting, and institutional rules and
regulations.
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V1. METHODS AND PROCEDURES

A. Because of their special status as persons qualified as experts to the
court, forensic psychologists have an obligation to maintain current
knowledge of scientific, professional and legal developments within
their area of claimed competence. They are obligated also to use that
knowledge, consistent with accepted clinical and scientific standards, in
selecting data collection methods and procedures for an evaluation,
treatment, consultation or scholarly/empirical investigation.

B. Forensic psychologists have an obligation to document and be prepared
to make available, subject to court order or the rules of evidence, all data
that form the basis for their evidence or services. The standard to be
applied to such documentation or recording anticipates that the detail
and quality of such documentation will be subject to reasonable judicial
scrutiny; this standard is higher than the normative standard for general
clinical practice. When forensic psychologists conduct an examination
of engage in the treatment of a party to a legal proceeding, with fore-
knowledge that their professional services will be used in an adjudicative
forum, they incur a special responsibility to provide the best documen-
tation possible under the circumstances.

1. Documentation of the data upon which one’s evidence is based is
subject to the normal ruies of discovery, disclosure, confidentiality,
and privilege that operate in the Jurisdiction in which the data were
obtained. Forensic psychologists have an obligation to be aware of
those rules and to reguiate their conduct in accordance with them.

2. The duties and obligations of forensic psychologists with respect to
documentation of data that form the basis for their evidence apply
from the moment they know or have a reasonable basis for knowing
that their data and evidence derived from it are likely to enter into
legally relevant decisions.

C. Inproviding forensic psychological services, forensic psychologists take
special care to avoid undue influence upon their methods, procedures,
and products, such as might emanate from the party to a legal proceed- .
ing by financial compensation or other gains. As an expert conducting an
evaluation, treatment, consultation, or scholarly/empirical investiga-
tion, the forensic psychologist maintains professional integrity by exam-
ining the issue at hand from all reasonable perspectives, actively seeking
information that will differentially test plausible rival hypotheses.

D. Forensic psychologists do not provide professional forensic services to
a defendant or to any party in, or in contemplation of, a legal proceeding
prior to that individual’s representation by counsel, except for persons
Judicially determined, where appropriate, to be handling their represen-
tation pro se. When the forensic services are pursuant to court order and
the client is not represented by counsel, the forensic psychologist makes
reasonable efforts to inform the court prior to providing the services.
1. A forensic psychologist may provide emergency mental health ser-
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vices to a pretrial defendant prior to court order or the appointment
of counsel where there are reasonable grounds to believe that such
emergency services are needed for the protection and improvement of
the defendant’s mental health and where failure to provide such men-
tal health services would constitute a substantial risk of imminent
harm to the defendant or to others. In providing such services the
forensic psychologist nevertheless seeks to inform the defendant’s
counsel in 2 manner consistent with the requirements of the emer-
gency situation. .
2. Forensic psychologists who provide such emergency mental health
services should attempt to avoid providing further professional foren-
* sic services to that defendant unless that relationship is reasonably
unavoidable [see IV(D)(2)].

. When forensic psychologists seek data from third parties, prior records,

or other sources, they do so only with the prior approval of the relevant
legal party or as a consequence of an order of a court to conduct the
forensic evaluation.

. Forensic psychologists are aware that hearsay exceptions and other

rules governing expert testimony place a special ethical burden upon
them. When hearsay or otherwise inadmissible evidence forms the basis
of their opinion, evidence, or professional product, they seek to mini-
mize sole reliance upon such evidence. Where circumstances reason-
ably permit, forensic psychologists seek to obtain independent and per-
sonal verification of data relied upon as part of their professional ser-
vices to the court or to a party to a legal proceeding.

1. While many forms of data used by forensic psychologists are hearsay,
forensic psychologists attempt to corroborate critical data that form
the basis for their professional product. When using hearsay data that
have not been corroborated, but are nevertheless utilized, forensic
psychologists have an affirmative responsibility to acknowledge the
uncorroborated status of those data and the reasons for relying upon
such data.

2. With respect to evidence of any type, forensic psychologists avoid
offering information from their investigations or evaluations that does
not bear directly upon the legal purpose of their professional services
and that is not critical as support for their product, evidence or tes-
timony, except where such disclosure is required by law. -

3. When a forensic psychologist relies upon data or information gath-
ered by others, the origins of those data are clarified in any profes-
sional product. In addition, the forensic gsychologist bears a special
responsibility to ensure that such data, if relied upon, were gathered
in a manner standard for the profession.

. Unless otherwise stipulated by the parties, forensic psychologists are

aware that no statements made by a defendant, in the course of any
(forensic) examination, no testimony by the expert based upon such
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statements, nor any other fruits of the statements can be admitted into

evidence against the defendant in any criminal proceeding, except on an

issue respecting mental condition on which the defendant has introduced
testimony. Forensic psychologists have an affirmative duty to ensure
that their written products and oral testimony conform to this Federal

Rule of Procedure (12.2{c]), or its state equivalent.

1. Because forensic psychologists are often not in a position to know
what evidence, documentation, or element of a written product may
be or may lend to a ‘‘fruit of the statement,”’ they exercise extreme
caution in preparing reports or offering testimony prior to the defen-
dant’s assertion of a mental state claim or the defendant’s introduc-
tion of testimony regarding a mental condition. Consistent with the
reporting requirements of state or federal law, forensic psychologists
avoid including statements from the defendant relating to the time
period of the alleged offense.

2. Once a defendant has proceeded to the trial stage, and all pretrial
mental health issues such as competency have been resolved, foren-
sic psychologists may include in their reports or testimony any state-
ments made by the defendant that are directly relevant to supporting
their expert evidence, providing that the defendant has “introduced"
mental state evidence or testimony within the meaning of Federal
Rule of Procedure 12.2(c), or its state equivalent.

H. Forensic psychologists avoid giving written or oral evidence about the
psychological characteristics of particular individuals when they have
not had an opportunity to conduct an examination of the individual
adequate to the scope of the statements, opinions, or conclusions to be
issued. Forensic psychologists make every reasonable effort to conduct
such examinations. When it is not possible or feasible to do so, they
make clear the impact of such limitations on the reliability and validity
of their professional products, evidence, or testimony.

VII. PUBLIC AND PROFESSIONAL COMMUNICATIONS

A. Forensic psychologists make reasonable efforts to ensure that the prod-
ucts of their services, as well as their own public statements and pro-
fessional testimony, are communicated in ways that will promote un-
derstanding and avoid deception, given the particular characteristics,
roles, and abilities of various recipients of the communications.

t. Forensic psychologists take reasonable steps to correct misuse or
misrepresentation of their professional products, evidence, and tes-
timony.

2. Forensic psychologists provide information about professional work
to clients in 2 manner consistent with professional and legal standards
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for the disclosure of test results, interpretations of data, and the fac-
tual bases for conclusions. A full explanation of the resuits of tests

and the bases for conclusions should be given in language that the _

client can understand. :

a. When disclosing information about a client to third parties who are
not qualified to interpret test results and data, the forensic psy-
chologist complies with Principle 16 of the Standards Jor Educa-
tional and Psychological Testing. When required to disclose re-
suits to a nonpsychologist, every attempt is made to ensure that
test security is maintained and access to information is restricted
to individuals with a legitimate and professional interest in ‘the
data. Other qualified mental health professionals who make a re-
quest for information pursuant to-a lawful order are, by definition,
“individuals with a legitimate and professional interest.”

b. In providing records and raw data, the forensic psychologist takes
reasonable steps to ensure that the receiving party is informed that
raw scores must be interpreted by a qualified professional in order
to provide reliable and valid information.

Forensic psychologists realize that their public role as ‘‘expert to the
court™ or as ‘‘expert representing the profession® confers upon them a
special responsibility for fairness and accuracy in their public state-
ments. When evaluating or commenting upon the professional work
product or qualifications of another expert or party to a legal proceeding,
forensic psychologists represent their professional disagreements with
reference to a fair and accurate evaluation of the data, theories, stan-
dards, and opinions of the other expert or party.

. Ordinarily, forensic psychologists avoid making detailed public (out-of-

court) statements about particuiar legal proceedings in which they have
been involved. When there is a strong justification to do so, such public
statements are designed to assure accurate representation of their role or
their evidence, not to advocate the positions of parties in the legal pro-
ceeding. Forensic psychologists address particular legal proceedings in
publications or communications only to the extent that the information
relied upon is part of a public record, or consent for that use has been
properly obtained from the party holding any privilege.

When testifying, forensic psychologists have an obligation to all parties
to a legal proceeding to present their findings, conclusions, evidence, or
other professional products in a fair manner. This principle does not
preclude forceful representation of the data and reasoning upon which a
conclusion or professional product is based. It does, however, preciude
an attempt, whether active or passive, to enggee in partisan distortion or
misrepresentation. Forensic psychologists do not, by either commission
or omission, participate in a2 misrepresentation of their evidence, nor do
they participate in partisan attempts to avoid, deny, or subvert the pre-
sentation of evidence contrary to their own position.
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E. Forensic psychologists, by virtue of their competence and rules of dis-
covery, actively disclose all sources of information obtained in the
course of their professional services; they actively disclose which infor-
mation from which source was used in formulating a particular written
product or oral testimony.

F. Forensic psychologists are aware that their essential role as expert to the
court is to assist the trier of fact to understand the evidence or to de-
termine a fact in issue. In offering expert evidence, they are aware that
their own professional observations, inferences, and conclusions rust
be distinguished from legal facts, opinions, and conclusions. Forensic
psychologists are prepared to explain the relationship between their
expert testimony and the legal issues and facts of an instant case.

EXHIBIT 2
14-0297
Page 41 of 184



EXHIBIT B

IIIIIIII



FORENSIC PSYCHIATRIC AND PSYCHOLOGICAL ASSOCIATES

OF FLORIDA
10097 CLEARY BOULEVARD

ley V. Stack, Ph.D., AB.PP PMB: 300

Licensed Psychologist PLANTATION, FL 33324

License # PY0004029 Telephone:

(954) 452-0434

iplomate, American Board ’ Facsimile:

of Forensic Psychology (954) 452-1134

“ellow, American Academy
of Forensic Psychology

CURRICULUM VITA

HARLEY V. STOCK, Ph.D., ABPP

i. EDUCATION

A.  Degrees Received

1.

2.

5.

Bachelér of Arts degree from the University of South Florida, August 1970.

Master of Arts degree from the University of South Florida, August 1971,

Master of Science degree from Emporia State University, August 1972,

American Psychological Association Approved Internship. Institute of Mental Health
Science, Department of Psychiatry, Rutgers Medical School, September 1975 to September
1976. ' ' :

Ph.D. from the University of Kansas, May 1977.

IL. EMPLOYMENT

A.  SCHOOL PSYCHOLOGIST - Lawrence, Kansas, 1972 - 1974.

The position was occupied while completing graduate training.

B. SENIOR RESEARCH TEACHING SPECIALIST - Department of Psychiatry, Rutgers Medical
School, Piscataway, New Jersey, August 1976 - July 1977.

My duties included:

1.

Development and implementation of new curriculum in Psychiatry and the Behavioral
Sciences for second year medical students.

Tutoring second year medical students in Psychiatry and the Behavioral Sciences.

Coordination and administration of Haison work between Rutgers Medical School and
other psychiafric institutions.

Active membership in the curriculum committee of the Department of Psychiatry.
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CLINICAL FORENSIC PSYCHOLOGIST, Center for Forensic Psychiatry, Arm Arbor Michigan,
August 1977 to February 1990.

In order to be qualified to determine competency fo stand trial and criminal responsibility, 1
have received certification as a Forensic Examiner from the State of Michigan, Department of
Mental Health. Certification in this area requires approximately 1,000 hours of post-doctoral
supervision.

In addition to submitting reports to the various courts in the State of Michigan, testimony was
also given in coutt as an expert witness in the area of Clinical Forensic Psychology.

This position involved:

1. Psychological examination of defendants for the Michigan Court System. My
responsibilities included determining if:

a. The defendant met the statutory requirements in order to be adjudicated competent
to stand trial, and/or

b. If the defendant was criminally responsible for his actions.

2, Chief Clinician, Inpatient Unit. The Inpatient Unit of the Center for Forensic Psychiatry is
the initial treatment facility for individuals adjudicated either:

Incompetent to Stand Trial

Not Guilty by Reason of Insanity
Guilty but Menial IlI, or-
Convict transfer

an g

My responsibilities included:
a. Providing direct clinical services

b. Supervision and coordination of mental health professionals providing clinical
treatment, and

c. Certifying patients back to the court system when they regain competency to stand
trial or back to the prison system.

3. Training and Education

a. Supervision of Forensic Psychiatric Fellows, Psychologists and Social Workers at
various stages of training,

b. Chairperson of Research Committee, 1978 - 1983.
1. Screen any research to be conducted at the Forensic Center
2.  Generate researchable ideas

4.  Deputy Director, Outpatient Evaluation Unit. The oufpatient unit performed
approximately 2,000 diagnostic evaluations per year.
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1L

.

My duties included: S

Supervision of 15 Ph.D. psychologists
Establishment of policies and procedures -
Implementation of administrative decisions '
Liaison with state and federal agencies concetning forensic issues

poope

POLICE PSYCHOLOQGIST, Broward Sheriff’s Office, Ft. Lauderdale, Florida, April 1990 to
April 1992,

My duties included:

Psychological evaluation
Psychotherapy

Crisis intervention

Police academy instractor

ap e

CLINICAL CONSULTANT, Seafield Center, Davie, Florida, April 1990 until closing October
1993, Seafield Center was a private hospital for the treatment of alcohol and substance abuse in
police officers.

CHIEF EXECUTIVE OFFICER, InterPhase 911, Boca Raton, Florida, November 1993 to July
1994, InterPhase 911 was the only residential treatment facility in the United States that treated
exclusively law enforcement personnel for substance abuse disorders.

MANAGING PARTNER, Incident Management Group, Inc., Plantation, Florida. IMG provides
a spectrum of coordinated psychological and security services to major corporate clients.

PRIVATE PRACTICE in forensic psychology and psychotherapy, Plantation, Florida.

LAW ENFORCEMENT RELATED EXPERIENCE

A.

Consulting Psychologist - Ann Arbor Police Department
Consulting Psychologist - Washtenaw County Sheritf's Department
Liaison Consultation - 22 Police Agencies in Michigan

Trained in Hostage Negotiation - F.B.I. Hostage Negotiation School, F.B.I. Academy, Quantico,
Virginia.
Certified S.W.A.T. - Michigan Law Enforcement Officer Training Council

Certified Instructor - Fire Investigation Bureau, Michigan Law Enforcement Officer Training _—
Council

Instructor - Perndale Police Department - Crisis and Stress Management

Consultant - Southfield Police Department - Post-Incident Trauma
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Instructor - Jackson Community College Police Academy - Police Stress
Instructor - Criminal Justice Training Center, Toledo, Ohio - Hostage Negotiations D e
Instructor - Criminal Justice Training Center, Toledo, Ohio - Interview and Interrogation
Instructor - International Homicide Seminar - Interview and Interrogation
Instructor - American Polygraph Institute - Interview and Interrogation
Instructor - International Association of Women Police - Interview and Interrogation
Instructor - Washtenaw Community College Police Public Safety Program
Stress Management for Police
Basic and Advanced Hostage Negotiations for Police
- Stress Management for Dispaichers
Basic and Advanced Interrogation
Jail Stress Management

Psychological Selection of Police
Crisis Communications

I

Instructor - Schoolcraft College Police Public Safety Program

Stress Management for Police

Psychological Profiling of Criminals

Basic and Advanced Hostage Negotiations Training
Crisis Communications

Post-Incident Trauma

Gl Wi~

Instructor - Wayne County (Detroit) Sheriff's Academy - Crisis Communication for Police
Instructor - Qakland County Police Academy

1. Basic and advanced Interrogation
2. Hostage Negotiations Training

Consultant - Canton Police Department - FHostage Negotiations

Consultant - Pittsfield Township Police Department: - Post-Incident Trauma

Consultant - Sylvania {Ohio) Police Department: - Psychological Profiling

Consultant - Toledo (Ohio) Police Department: - Psychological Profiling -
Consultant - Westland Police Department: - Forensic Hypnosis

Instructor - Henry Ford Hospital Security Section - Crisis Intervention and Stress Management
for Public Safety Officers
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BB.

CC.

DD.

EE.

FF.

GG,

O0.

PP.

5

&

uUu.

Invited Guest Instructor - Special Operations and Research Section, F.B.1. Academy, Quantico,

" Virginia - Hostage Negotiation School

Invited Guest Instructor - Behavioral Science Section, F.B.I. Academy, Criminal Psychological
Profiling School

Invited Guest - International Symposium on Terrorism, F.B.I. Academy
Instructor - United States Secret Service Training Academy - Interview and Interrogation

Instructor - International Association of Firearms Instructors - Crisis Communications and
Stress Management

Trained in Forensic Hypnosis - Federal Bureau of Investigation, Quantico, Virginia.
Consultant in Forensic Hypnosis - United States Secret Service
Instructor - United States Secret Service - Seminar, Polygraph/Investigative Techniques

American Psychological Association (Division 18) Task Force - Development of Selection
Criteria for Police Personnel

Consultant - United States Secret Service - Post-Incidentt Trauma

Seminar - Crisis Communication - United States Secret Service

Consultant - United States Customs - Critical Incident Team

Hollywood Police Déparl:ment, Florida - Pre-employment Screening and Staff Consultation
West Palm Beach Police Depariment, Florida - Crisis Intervention Services
Broward County Sheriff's Office, Florida - Pre-employment Screening
Oakland Park Police Department, Florida - Pre-employment Screening

North Miami Police Department, Florida - Pre-employment Screening

Wilton Manors Police Department, Florida - Pre-employment Screening

Boca Raton Police and Fire Departments, Florida - Pre-employment Screening
Hallandale Police and Fire Departments, Florida - Pre-employment Screening
Indian Creek Police Department, Florida - Pre-employment Screening

Taylor Police Department, Michigan - Pre-employment Screening

Livonia Police and Fire Departments, Michigan - i’r,e,_—employmmt Screerﬁﬁg

Parkland Police Department. Florida - Pre-employment Screening
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WW,

XX

YY.

ZZ.

North Bay Village Police Department, Florida - Pre-employment Screening
Miramar Police and Fire Departments, Florida - Pre-employment Screening
Davie Police and Fire Departments, Florida - Pre-employment Screening

DEA - Pre-employment Screening

IV. PRIVATE PRACTICE OF FORENSIC PSYCHOLOGY - FORENSIC PSYCHIATRIC AND
PSYCHOLOGICAL ASSOCIATES OF MICHIGAN (CO-FOUNDER});, FORENSIC
PSYCHIATRIC AND PSYCHOLOGICAL ASSOCIATES OF FLORIDA (PRESIDENT)

Al

E.

G.

Federal Aviation Administration - Psychological evaluation, on medical referral, for Air Traffic
Controller Specialist positions

Disability Determination Service - Psychological consultation and evaluation
Office of the Michigan Attorney General

1. Expert Witness for Licensing and Regulation
2. Civil Toris

Office of the United States Attorney - Various criminal matters
Private Law Firms

Psychological Malpractice
Child Custody

Testimentary Capacity
Worker's Compensation
Police Liability

Special Forensic Consultation

ALl

Psychological Screening of Applicants for Police Agencies

Office of the State’s Attorney - Florida

V. PRIVATE PRACTICE OF PSYCHOLOGY - CENTER FOR APPLIED PSYCHOLOGY,
INCORPORATED (PRESIDENT), ANN ARBOR, MICHIGAN, 19758-1990

A

General practice of psychology with emphasis on short-term therapy within the cognitive-
behavioral model

Business Consultation

Doming’s Pizza World Headquarters
Bendix Corporation

Allied-Signal Corporation
Car-O-Liner, Incorporated

Various medical groups

Gl Qo=
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VI. TEACHING EXPERIENCE

A

University of South Florida, Tampa, Florida, Spring, 1971. Course t Exceptional Children. Class

size: 30, Team teaching, shared responsibility with one instructor.

Division of Continuing Education, Kansas State System of Higher Education, Spring, 1973.
Group Facilitator for “Instruction in Child Management Issues”.

University of Kansas, Lawrence, Kansas, Fall, 1974. Course - Clinical Problems in Classroom
Management. Facilitator for group of seven graduate students. My role was to help them
conceptualize and implement research questions in the schools.

University of Kansas, Lawrence, Kansas, 1974 - 1975, Teaching Assistantship. Course -
Classroom Management.. Seven sections of undergraduates: total class size in 220. Sole
instructor.

Trenton State College, Trenton, New Jersey. Academic year 1976 - 1977. Adjunct Instructor in
Psychology. Course - Adolescent Psychology. Class size: 35.

University of Michigan, Medical School, Department of Neural and Behavioral Science, Ann
Arbor, Michigan, 1977 - 1980. Human Sexuality Sequence.

University of Michigan, Medical School, Department of Neural and Behavioral Science, Ann
Arbor, Michigan, 1979 - 1980. Medical Fypnosis.

Vil, OTHER TRAINING AND EXPER{ENCE

A.

B.

H.

Suicide Prevention Center of Tampa. Counselor. June 1968 to February 1969,
Hotline of Tampa. Project Director. October 1969 to July 1970.

Nina Harris School for Exceptional Children, St. Petersburg, Florida. Internship. April 1971 to
June 1971,

Clinic for Exceptional Children at the University of South Florida, Practicam. September 1970
to April 1971,

Children’s Psychiatric Ward at Tampa General Hospital. Internship. June 1971 to August 1971,

Clinical Practice in Psychology, Topeka, Kansas. Internship. May 1972 to August 1972,

Advanced Practicum in School Psychology, Lawrence Unified School District 497, Kansas.
January 1973 to May 1973.

Field Experience in School Psychology, Kansas. September 1972 to May 1975.

Board of Directors - Douglas County Mental Health Association. September 1974 to Angust
1975,
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Q.

Chatrperson - Child Advocacy Committee, Kansas Association of School Psychologists.

Primary Certificate in Rational Emotive Psychotherapy - Institute for Rational Psychotherapy
(Albert Ellis was applicant’s supervisor).

Group Leader in Human Sexuality - Departments of Community Medicine and Psychiatry.
Human Sexuality Conference. Rutgers Medical School, January 1977,

Group Leader in Human Sexuality - Department of Neural and Behavioral Sciences, University
of Michigan Medical School, 1978 - 1981,

Chairperson - Adolescent Offender’s Committee, Michigan Departiment of Mental Health, 1979
-1982, :

Member - International Committee for the Study of Victimization, 1980 - 1983.

-VILPRESENTATIONS AND PUBLICATIONS

1.

Stock, Harley V. “New Ways of Communicating for the School Psychologist.” Kansas
Association of School Psychologists, Fall meeting, 1974.

Stock, Harley V. ” Applying Transactional Analysis to the Classroom.” State Convention,
Kansas Council for Exceptional Children, Spring meeting, 1975,

Stock, Harley V. and Westrate, Ronald M. “The School Psychologist Working for a Community
Mental Health Center: Consultation Issues.” National Association of School Psychologists,
Cincinnati, Ohio, 1977.

Stock, Harley V. “Multi-Modal Treatment of the Male Sex Offender.” National Meeting of the
Society for the Scientific Study of Sex, 1977,

Stock, Harley V. “Treatment for the Male Sexual Psychopath.” Center for Forensic Psychiatry,
Lecture Series, October 1977.

Stock, Harley V. “Dangerous Behavior: Evaluation and Prediction.” Center for Forensic
Psychiatry. Lecture Series. January 1978,

Stock, Harley V. “ Applications of Stress Management and Systematic Desensitization to a
Forensic Population.” Center for Forensic Psychiatry, Lecture Series, March 1978.

Stock, H.V. and Fine, M.]. “The Effects of a Humanistic-Relational Parent Education Group on
Neurologically Impaired Children and Their Parents.” Journal of Spina Bifida Therapy. October
1978, 1(2): 59-70.

Stock, H.V. and Fine, M.]. “Parent Education Groups: A Humanistic-Relational Mode! 11 Part 11
(A Review of Research)”. Journal of Spina Bifida Therapy, February 1979, 1(3): 115-143.
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10.

11.

12
13.
14,
15,
16
17.
18.
19.
20,
21
22,

23.

24,
25,

26.

Stock, Harley V. and Poythress, Norman. “Reliability of Psychologist's Opinion Formation on
the Issues of Competency to Stand Trail and Criminal Responsibility” American Psychological
Association, Annual meeting, 1979,

Barchlay, Rosalyn: Farley, Gail: Poythress, Norman and Stock, Harley. “Advanced Workshop
on Selected Issues in Forensic Psychology.” American Psychological Association, Annual
meeting, 1979.

Stock, Harley V. “Special Techniques in Forensic Psychology: Hypnosis.” Center for Forensic
Psychiatry, Lecture Series, 1980.

Stock, Harley V. “Special Problems Associated with Sexuality: Criminal Sexual Psychopath.”
Department of Neural and Behavioral Sciences, University of Michigan Medical School, 1980.

Poythress, Norman and Stock, Harley V. “Competency to Stand Trail: A Historical Review and
Some New Data.” Journal of Psychiatry and Law, Summer, 1980.

Stock, Harley V. “Psychological Aspects of High Technology Terrorism.” National
Organization of Victims' Assistance, Toronio, Canada, 1981.

Stock, Harley V. and Hanowitz, Wayne. “Psychological Aspects of 5.W.A.T.” Washtenaw
County Sheriff's Department, Joint Training Seminax, 1981,

Stock, Harley V. “Stress During Hostage Negotiations (F.B.I. Seminar)”, Michigan State Police
Training Academy, Lansing, Michigan, 1982.

Spates, R: Little, P.: Stock, H: Goncalves, S. “Intervention in Events of Terrorism” in Handbook
of Violence and Prevention: Herzberg, L.: Field, J. and Ostrom, J. (Eds.), 1985.
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Stock, Harley. “Why Am I So Tired?” The Chief of Police, December 1992,

“Forensic Hypnosis - Myth or Reality?” - Nova University, Psychology Department, Grand
Rounds, 1992.
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U.S. Department of Justice

Federal Bureau of Investigation
FBI Academy/CIRG/NCAVC
Quantico, Virginia 22135
© April 23, 2002

Harley V. Stock, Ph.D.
Incident Management Group
8751 West Broward Blvd., Suite 212
Plantation, Florida 33324

Dear Dr. Stock,

I want to take this opportunity to express my sincere appreciation to you for taking time |

out of your busy schedule to provide a half day presentation titled, “Executive Overview: Law
Enforcement's Response to Workplace Violence-A New Role” to the members of the National
Center for the Analysis of Violent Crime (NCAVC), the Violent Criminal Apprehension
Program(ViCAP), and the Behavioral Science Unit (BSU).

The response to your presentation by attendees has been extremely positive aﬁd
enthusiastic. Your research and clinical findings have generated stimulating dialogue and

provided a broader theoretical foundation on workplace violence for the members of the NCAVC,

ViCAP, and BSU, which is ultimately the purpose of this type of training. Many agents have
commented on how practical and applicable your teachings are to their cases. In addition, your
audiovisual and handout materials were helpful in providing concrete examples of your theories.

"It is my understanding that you have given permission for your handout to be used by an
instructor in the Behavioral Science Unit as a resource for a National Academy class. We are
grateful for your generosity

Once again, on behaif of the NCAVC, ViCAP, and BSU, I thank ymi. We look forward to
working with you again on training endeavors in the future such as the upcoming Workplace Violence

Symposium being held on June 9-14, 2002.

SW;

Wayne DME0rd, Ph.D., Unit Chief

Child Abduction and Serial Murder

Investigative Resources Center (CASMIRC)

National Center for the Analysis of Violent Crime (NCAVC)
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Law and Human Behavior, Vol. 17, No. 2, 1993

Detection of Deception in Law
Enforcement Applicants

A Preliminary Investigation®

Randy Borumt and Harley V. Stockt

Using the MMPI and the IPI, the present study examined the differences in psychometric defensive-
ness between two groups of law enforcement applicants: applicants identified as being deceptive and
a comparison group of candidates for whom no deception was indicated. Significant differences were
found on the traditional validity (minimization) scales for both instruments as well as several supple-
mental scales and indexes from the MMPIL. A new index (Es-K) from the MMPI showed a highly
significant difference between groups and good classification accuracy. The results suggest that de-
ceptive applicants show more defensiveness on psychometric testing and that test results may assist
in raising the index of suspicion for detecting deception in law enforcement applicants.

It is generally agreed that honesty and integrity are at the cornerstones of being a
police officer (Pendergrass, 1987). In order to identify the best applicant, it has
- been recommended by national advisory panels that police officers be psycho-
logically screened to assure that only the most suitable are chosen *‘to serve and
to protect” (National Advisory Commission on Criminal Justice Standards and
Goals: Police, 1967). The courts have determined that police agencies have a right
to conduct psychological evaluations (McCabe v. Hoberman, 1969; Conte v.
Horcher, 1977) and may be held liable for employees who were not properly
evaluated (Bonsignore v. City of New York, 1981).

* The authors wish to thank Michael Nietzel and two anonymous reviewers for their helpful comments
on an earlier draft of this manuscript, and Ronaid Roesch for his editorial assistance. Requests for
reprints should be sent to Randy Borum, Forensic Training and Research Center, University of
Massachusetts Medical Center, Department of Psychiatry, 55 Lake Avenue. North, Worcester, MA
{1655.

+ Palm Bay Police Department.

T Seafieid 911.
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Typically, psychologists are asked to screen out preemployment candidates
who are at high risk for job-related problems or who could pose a threat to public
safety. These evaluations typically involve a clinical interview and at least two
objective tests such as the Minnesota Multiphasic Personality Inventory (MMPI)
and the Inwald Personality Inventory (IPI); (Inwald, 1985}. However, the psy-
chological evaluation is only one component of a larger police selection process.
Because of the inherent cost factor, psychological screening is often the last step
in a procedure that includes an extensive application form, background investi-
gation, oral board interview, and sometimes a drug screen and polygraph testing.
One implied purpose of this rigorous process is to identify individuals who may be
dishonest and deceptive. Specifically, assessing the veracity of an applicant’s
self-report is also an important aspect of the psychological evaluation (Heilbrun,
1992).

‘Though most psychometric instruments like the MMPI and the IPI have
validity. scales constructed to detect defensiveness, these measures are not *‘lie
detectors.”” They do, however, provide information about the way in which the
respondent is trying to present him or herself. For example, the Guardedness
scale (GD) on the IPI was designed “‘to identify persons who have minimized
shortcomings, denied faults, and answered items in a ‘socially desirable’ direc-
tion” (Inwald, Knatz, & Husman, 1982, p. 6). On the MMPI, the two most
commonly used scales to assess defensiveness are the L (Lie) scale and the K
(Defensiveness) scale (Meehl & Hathaway, 1946). The L scale *‘was designed to
detect rather unsophisticated and naive attempts on the part of the individuals to
present themselves in an overly favorable light’’ while *‘the K scale of the MMPI
was designed to identify clinical defensiveness’” (Graham, 1987, p. 6).

Subsequently, several supplemental validity scales and indexes have been
developed for the MMPI. One of the earliest efforts focused on comparing en-
dorsement of obvious items (those which are easily identified as relating to psy-
chopathology) to endorsement of subtle items (items whose relationship to psy-
chopathology is not as easy to detect). This resuited in the Wiener-Harmon Ob-
vious and Subtle (O-S) scales for the MMPI (Wiener, 1948). The rationale for this
approach was that real patients will endorse both obvious and subtle items/
symptoms of their disorder. However, individuals who are malingering or exag-
gerating psychopathology would endorse a large number of obvious items, but
significantly fewer subtle items. The opposite pattern would be seen in defensive
individuals. Since there are separate O-S scales for 5 of the 10 clinical scales, a
total score would be derived by subtracting subtle scale T scores from the obvious
scale T scores for each scale and adding the sum of the differences. A large
negative number would suggest defensiveness whereas a large positive number
would suggest exaggeration.

Although the research on the O-S scales for detection of ““faking good’” has
been somewhat limited, and opinions regarding their use have been varied (Weed,
Ben-Porath, & Butcher, 1990), they do appear to have some potential for this
purpose (Gendreau, Irvine, & Knight, 1973; Harvey & Sipprelle, 1976; Peterson,
Clark, & Bennett, 1989; Wasyliw, Grossman, Haywood, & Cavanaugh, 1988). In
fact, one study by Grossman, Haywood, Ostrov, Wasyliw, and Cavanaugh (1990)
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has shown the Subtle-Obvious scales to be sensitive to motivational sets among
police officers referred for fitness-for-duty evaluation.

Another MMPI indicator that has shown some promise for detection of *‘fak-
ing good’” is the Positive Malingering (Mp) scale developed by Cofer, Chance, and
Judson (1949). The Mp scale comprises 34 empirically derived items which were
susceptible to defensiveness and insensitive to malingering (faking bad). In the
original study, Cofer et al. (1949) found that a cutting score of 20 or more correctly
classified 96% of the honest records and 86% of positively malingered (instruc-
tions to make the best possible impression) records. Subsequent research has also
found the Mp scale to be effective in identifying *‘faking good™ on the MMPI
(Grow, McVaugh, & Eno, 1980; Kelly & Greene, 1989; Wales & Seeman, 1968).

One other validity index from the MMPI which is commonly used is the F-K
Index, also called the Gough Dissimulation Index (Gough, 1950). This score is
derived by subtracting the raw score of the K scale from the raw score of the F
scale. Although this index is more often used to detect malingering (faking bad),
Gough also hypothesized that any score less than zero would suggest defensive-
ness or faking good. However, subsequent studies have shown that normal indi-
viduals typically achieve a mean score that is closer to — 10 (Colligan, Osborne,
Swenson, & Offord, 1983; Greene, 1986). One problem with this index is that itis
difficult to distinguish between well-adjusted individuals who are not experiencing
psychological distress and individuals who are being defensive (Greene, 1988).
Indeed, it has been difficult to identify cutting scores that distinguish normal from
defensive profiles, resulting in somewhat limited effectiveness of the F-K Index
for detection of defensiveness (Cofer et al., 1949; Grayson & Olinger, 1957; Hunt,
1948; Johnson, Klinger, & Williams, 1977).

Using logic similar to that of Gough in developing the F-K Index, the authors
have proposed a new index, which may be more sensitive to defensiveness or
*faking good."’ This index was created by subtracting the T score of the K scale
from the T score of the Ego Strength (Es) scale. The Es scale was originally
developed by Barron (1953, 1956) to predict responsiveness to psychotherapy and
general ability to cope with problems. He believed that it “‘measured a general
factor of capacity for personality integration or ego strength’” (Greene, 1980, p.
191). According to Graham (1987), high Es scores are indicative of an individual
who is stable, reliable, responsible, and self confident. High K scores are more
indicative of defensiveness in an individual who is trying to give an appearance of
adequacy, control, and effectiveness, and who lacks self-insight and self-
understanding. However, these two scores are considered to be related, and
Caldwell (1988) suggests that interpretation of the Es scale is most effective when
seen in comparison to the K scale. The positive characteristics of ‘‘personal
organization’’ associated with high Es scores seem to be more prominent when Es
is increasingly higher than K. To some extent, both scales measure the effective
operation of psychological defenses to bind psychological distress. Consequently,
the comparison is made to differentiate the heaithy defensiveness from the inten-
tional effort to ignore or minimize difficulties. This is identified as the Es-K Index.

The purpose of the present study was to examine the relationship between
psychometric indicators of defensiveness and conscious deception in law enforce-
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ment applicants. Although these scales were not designed to be *‘lie detectors,™
they do suggest when individuals are trying to present themselves in an overly
favorable manner. The underlying principle is quite similar. The applicant is dis-
torting (withholding or fabricating) self-report information in order to make him or
herself appear more favorable as an applicant. Therefore, it was hypothesized that
there may be a relationship between these two factors. If this is true, then the
validity of these scales is extended, and they could potentially be used to raise the
index of suspicion for deception in these preemployment screenings.

In this study we examine a unique population: applicants for law enforcement
positions who were found to be deceptive and subsequently admitted during the
clinical interview that they had intentionally lied in one or more areas of the
application process. We compare them to a group of police applicants in whom
there was no admitted deception and none could be detected. We were interested
in the following questions:

1. Do these two groups differ on the validity indexes of the MMPI and the IPI?
2. Do any of these scales or indexes discriminate between the groups so that
they could be used to identify candidates who need closer scrutiny?

METHOD
Participants

Participants were 36 applicants for law enforcement positions of police officer
or deputy sheriff. The applicants had applied to law enforcement agencies
throughout Michigan, including both large and small departments. Each of them
had been referred to a contracted center or practice for psychological evaluation
as a component of their screening process. All evaluations used in the study had
been conducted over the past 7 years and included an MMPI, an IP], and a
structured clinical interview lasting approximately one hour. The evaluating psy-
chologist had the test results and the completed application form available at the
time of the interview.

The criterion for deception was an admission by applicants that they know-
ingly lied or provided false information in completing the application or back-
ground questionnaire in order to appear more favorable or because they thought
the information would ‘‘look bad.”’ Areas of deception included both minor short-
comings and more significant problems, and were typically related to job history,
school history, and drug use. These admissions typically occurred when the ap-
plicant was confronted with inconsistencies in collateral information available to
the psychologist. In their deception, each of these applicants had falsified sworn
and notarized documents. Eighteen applicants who met this criterion were iden-
tified, and these subjects comprised the deceptive group. A second group of 18
applicants was drawn randomly from the files. Each of these applicants had de-
nied any deception in completing their application or background questionnaire,
and there was no contradictory information discovered from other documents or
collateral sources of information to indicate deceptiveness. These subjects com-

prised the comparison group.

EXHIBIT 2
14-0297
Page 73 of 184



DETECTION OF DECEPTION 161

The authors note that while all of the deceptive individuals in this study
admitted to lying at various stages of the application process, it is certainly pos-
sible that some applicants in the comparison group also intentionally falsified
information but were not detected.

The total sample was 83.3% male and 16.7% female. Racial composition was
86.19% White, 11.1% Black, and 2.8% Hispanic. Age ranged from 20 to 35 years
with the average age being 25.6. There were 20 significant differences between the
two groups with respect 1o age, gender, or race.

All applicants had completed a medical examination, an extensive application
form, physical agility testing, and oral board interviews prior to their psycholog-

ical screening. They were also required to meet a minimum educational require-
ment of a high school diploma or its equivalent.

Instruments

Psychological testing for each applicant included completion of two ps:cho-
metric instruments. The MMPI is a 566 item, true—false, paper-and-pencil inven-
tory developed by Hathaway and McKinley (1967) to assess clinical psychopa-
thology. Its primary scales consist of three validity and 10 clinical scales measur-
ing a range of psychopathological symptoms and syndromes. The two validity
scales which are related to minimization/defensiveness are the L scale and the K
scale. In addition, several of the supplemental validity '~dexes were examined in
the present study including (a) the F-K Index (Gougi.. 1950), (b) the Obvious-
mintis-Subtle (O-S) scales (Wiener, 1948), (c) the Positive Malingering Scale (Mp)
(Cofer et al., 1949), and (d) the Es-K Index proposed by the authors.

The IPI is a 310-item, true-false, paper-and-pencil inventory designed to
measure dimensions of personality and behavior relevant to law enforcement
(Inwald et al., 1982). It comprises 26 scales including one validity scale called the
GD {(Guardedness) scale.

Procedure

The method of data acquisition was archival. The deceptive applicants were
identified by information in the psychological report which indicated that the
individual admitted to being deceptive with regard to his or her application and/or
background inquiry. Over 300 files were reviewed from multiple contract centers
to identify the 18 deceptive applicants and all necessary test results, The com-
parison group was drawn at random from a group of applicants whose psycho-
logical reports did not indicate an admission of deception. Because of the rela-
tively small number of subjects in the study, the scope of investigation was limited
to seven scales including the L, K, Mp, O-S total, F-K Index, and Es-K Index
from the MMPI and the GD scale from the IPL

RESULTS

A separate analysis of variance was run for each of the seven variables. We
hypothesized that the deceptive applicants would have higher scores cn L, X,
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Mp, and GD, but lower scores on O-S total, F-K Index, and Es-K Index. Lower
scores on the latter three variables (typically in the negative range) would indicate
greater defensiveness.

Results of the ANOVAs revealed significant differences for five of the seven
scales and indexes. On the L scale and the K scale, both MMPI validity scales
designed to measure minimization, scores were significantly different between the
groups, with the deceptive group scoring higher on each. The deceptive group also
scored significantly higher on the Positive Malingering (Mp) scale of the MMPI,
and on the GD scale, the IPI validity scale that measures guardedness. A highly
31gniﬁcant difference was also found for the Es-K index, with the deceptive group
scoring significantly lower (in the expected direction). No significant differences
were found for either the O-S total score or the F-K index on the MMPI. Means,
standard deviations, and F ratios for scales and indices are presented in Table 1.

Classification analyses were examined for all significant variables. The Es-K
Index with a cutoff score of —3 had the best prediction rate, accurately classifying
83.3% of the deceptive applicants with a sacrifice rate (false positives) of only
5.5%. Using a comparable rate for detection of deceptive applicants for three
other scales, the false positive rate was considerably higher, ranging from about
39% to 44%. The GD scale from the IPI performed slightly better than the basic
MMPI validity scales of L and K; however, the GD mean was considerably lower
and its standard deviation somewhat greater. These cutoff scores were ‘‘optimal”
derivations for this particular group, so the issue of ‘‘overfit” is likely to be a
significant factor in these rates of classification aCcuracy. Results of the classifi-
cation analyses are presented in Table 2.

DISCUSSION

The purpose of this study was to examine the relationship between psycho-
metric indicators of defensiveness and conscious deception in law enforcement
applicants. The results suggest that, at least to some extent, such a relationship

Table 1. Comparison of Police Applicant Groups on MMPI
Scales and Indices

Applicant group
Deceptive Comparison
= 18 n =18
MMPI Scale mean {SD) mean (SD) F
L Scale 58.06 (8.67) 50.22 (5.40) 10.60**
K Scale 66,94 (5.65) 62.11 (7.33) 4.91*
Total O-S -~ 88.33 (33.18) —71.89 (34.30) 2.14
Mp Scale 18.39 (3.78) 15.72 (3.79) 4.48*
F-K Index —18.39 (3.48) - 15.89 (5.61) 2.58
Es-K Index -7.00 (4.31) 2.22 (5.59) 30.72%+*
GD Scale 49.39 (8.71) 43.06 (8.59) 4.82*

*p < .05, **p < .01 ***p < .001, two-tailed.
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Table 2. Classification Analysis for

Significant Variables
Variable True positives False positives
Es-K Index < —3 15 (83.3%) 1 (5.5%)
GD Scale >43 15 (83.3%) 7 (38.9%)
K Scale >63 15 (83.3%) 8 (44.4%0)
L Scale >52 14 (77.8%) 7 (38.9%)
Mp Scale >19 7 (38.9%) 3 (16.7%)

does exist. These findings also support the utility of several psychometric validity
scales of the MMPI and IPI for the assessment of defensiveness/deception in these
forensic preemployment screenings.

The traditional validity scales on both the MMPI (L & K) and IPI (GD) that
are designed to detect minimization were significantly different between the
groups. Thus, applicants who provide false information on applications or back-
ground inquiry may also be more defensive or guarded on psychological testing.
Since the distinction occurred for L and K on the MMPI and GD on the 1P], the
indication is that the efforts at deception are both naive (more obvious) and
sophisticated (more subtle). However, the higher level of significance for the L
scale would suggest that the less sophisticated efforts are used more prominently
by deceptive applicants. it is also possible, however, that this evidence of more
naive strategies may reflect identification of less sophisticated deceivers. In other
words, the criterion group might have only consisted of individuals who were poor
liars.

On balance, however, there was no significant difference between deceptive
and control applicants with regard to the total number of obvious versus subtle
items endorsed on the MMPI. However, these items do.more directly assess
symptom report rather than a style of defensiveness or minimization. In addition,
even ‘‘normal’’ subjects’ mean scores are typically in the negative range (Greene,
1988).

With the special scales and indexes from the MMPI, the results were some-
what mixed. The Positive Malingering (Mp) Scale showed a significant difference;
however, when subjected to classification analysis with a suggested cutting score
of 20 (Cofer et al., 1949), the scale would correctly identify only 39% of the
deceptive applicants and 83% of the controls. The strongest finding from this
study was the efficiency of the Es-K Index, which accurately classified about 83%
of the deceptive applicants with a sacrifice (false positive) rate of only 5.5%. This
index shows promise for screening deception/defensiveness in a police applicant
population.

Interestingly, the F-K Index and Obvious vs. Subtle total did not show a
significant difference between the two groups. Though the efficiency of the F-K
index for detecting defensiveness/minimization has not been well documented in
clinical contexts {(Cofer et al., 1947; Grayson & Olinger, 1957; Johnson, Klinger,
& Williams, 1977), other research has found it to be more effective in criminal
forensic and police officer populations (Grossman et al., 1990; Wasyliw et al.,
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1988). A similar trend has been found for the O-S difference (Grossman et al.,
1990). One possible explanation for the discrepancy between our results and
previous findings may be a difference in the criteria. Whereas previous studies
examined motivational sets involving level of psychological/symptomatic distur-
bance, the criterion of deception in the present study did not necessarily relate to
report of symptoms but rather a ‘‘style’’ of trying to conceal or minimize problems
to appear more favorable as an applicant.

It should also be noted that for the total Obvious-minus-Subtle score and the
F-K Index, the means for both groups were within or close to the range that would
indicate minimization (— 11 for F-K, Gough, 1950; & —75 for O-S, Wiener, 1948).
This suggests that, if these indexes are to be used in law enforcement assess-
ments, different cutting scores may need to be applied. This finding is consistent
with previous research that recommends using more liberal cutoff scores for use
of these validity indicators with a law enforcement population (Grossman et al.,
1990). S

There are, however, some potential kimitations to this study that should be
addressed. First, although an admission of lying is an unbeatable criterion for
deception, it also poses a potential problem. Namely, the possibility that only
unsophisticated deceivers are being identified and that therefore the population
may be somewhat skewed and not representative of individuals who are effective
at deception. This reflects the criterion problem in doing any type of research in
deception or malingering. It is also difficult to distinguish whether such individ-
uals produce these scores because they are prone to lying or because they are
overly defensive as a result of problems in their background.

In considering these issues with regard to the present study, we note that
although the participants were classified as deceptive based on an admission, that
admission typically came only after they were confronted with objective evidence
of their deception. None of those who were confronted denied their dishonesty.
As for the question of whether to attribute the scores to being *‘lie prone’’ or to
being overly defénsive based on a problematic history, this distinction may not be
critical for law enforcement applicant screening. In both cases, there is a propen-
sity to distort information for personal gain and refuse to acknowledge fault.
Although the job selection process carries an inherent bias toward presenting
favorably, the deceptive participants in this study intentionally lied and/or falsi-
fied sworn and notarized documents in order to cover up some potential difficuity.
This goes beyond the acceptable scope of positive impression management and
calls into question the integrity of the applicant. It is this characteristic that could
be problematic in a sworn law enforcement officer.

A more important limitation is the small number of participants and the
resulting “‘overfit’* in established cutting scores. Such a limited sample size nec-
essarily limits the generalizability of these findings. Because these cutoff scores
were optimally derived for this specific group, there is likely to be lower classi-
fication accuracy when they are applied to other groups. There is clearly a need
for cross-validation of these findings. It would also be interesting to replicate this
study using the MMPI-2 as all of the indicators except the Mp scale have been
retained at least in a modified form. Based on reports of equivalency between the
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" instruments (Butcher, Dahlstrom, Graham, Tellegen, & Kaemmer, 1989), these
findings from the MMPI should also apply to the MMPI-2.

In summary, these scales and indexes show some promise for identifying
deception in law enforcement applicants. Although they will not categorically
identify or distinguish dishonest candidates, they may provide valuable informa-
tion that the psychologist could use to raise the index of suspicion for a given
individual. The psychologist should review several test indicators and use these in
combination with the interview and collateral documentation.

Preemployment psychological screening of law enforcement candidates
places a heavy ethical and !egal burden on psychologists. In conducting these
evaluations, it is important for the mental health professional to acquire accurate
background and historical information. In addition to the content of this informa-
tion, the applicant’s honesty in disclosure is also of crucial importance. Psychol-
ogists shouid enter these preemployment evaluations with a relatively high index
of suspicion for deception. By combining multiple psychological tests with mul-
tiple sources of collateral information, and a structured clinical interview, the
probability of identifying a deceptive or dishonest applicant increases (Ostrov,
1986). Though additional research is clearly needed, we hope that these findings
will be seen as a first step in developing methods for the detection of deception in

law enforcement applicants.
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CHAPTER 25

POLICE USE OF DEADLY FORCE

Harley V. Stock
Randy Borum
Dennis Baitzley

When one civilian uses deadly force against
- another civilian, the results are obvicusly tragic.
However, such an act is unlikely to have a signifi-
cant impact on those who did not know the victim
or the perpetrator. Certainly, it can be argued that
anyone’s death by violent means diminishes us as

- individuals and as a society, but reality reflects -

that these individual acts occur multiple times on
a daily basis across the world with hardly a blip
on the collective consciousness of the population.
For better or worse, such behavior has become, if
not acceptable as a way of life, at least acknowl-
edged as a tragic consequence of a changing soci-
ety with fluctuating moral values. However, when
a police officer uses deadly force against a civil-
ian, the societal ramifications can be significant.
Like a stone thrown in a pond, the ripple effect
can cause civil unrest that results in the loss of
substantial life and property. '

Legal Justification For
Use Of Deadly Force

Old English law established that unless the
sovereign (King or Queen) granted permission for
a lawsuit to be filed against the kingdom, 8o such
action could be forthcoming. The concept of
“sovereign immunity” was extended to govern-

mental agencies until the 1960s, when several
limitations were identified. Specifically, for
example, under California law, the governmental
entity was determined to be generally liable for
negligent or wrongful acts occurring during
employment (1) if the employee is personally
liable for such an act or omission; (2) when the
governmental body failed to exercise reasonabie
diligence to ensure appropriate compliance with
statutory standards for safety and performance;
and (3) when negligent selection, retention, or
training can be shown to have been the proximate
cause of the injury. In addition, it was determined
that there is no immunity for false imprisonment
or arrest (California Tort Claims Act).

Until 19835, it was difficult for citizens to
claim a coanstitutional violation of their rights
when police allegedly used excessive force
against them. In Tennessee v. Garner (1985), the
U.S. Supreme Court reframed such actions by
police to fall under the Fourth Amendment. The
Court commented that “Whenever an officer
restrains the freedom of a person to walk away,
he has seized that person...there can be no ques-
tion that application of deadly force is a seizure
subject to the reasonableness requirement of the
Fourth Amendment.” This case essentially abol-
ished the over-broad use of the “fleeing felon”
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doctrine by striking down the use of “all neces-
sary means” to apprehend fleeing suspects, For
example, deadly force may not be used against a
fleeing felon unless the officer has probable cause
to believe that the suspect poses a significant
threat of death or serious physical injury to the
officer or others. Thus, a purse snatcher, who
appears unarmed and jumps over a fence, should-
n’t be shot in the back. Additionally, when feasi-
ble, the subject must first be warned before dead-
ly force is used. The Garner case was extended in
1989 (Graham v. Connor) with the concept of
“reasonableness.” That is, was the officer’s use of
force reasonable, given all the current and past
circumstances known to the law enforcement
agent when he took action? This standard is
determined from the perspective of a reasonable
officer on the scene of the crime. For example,
suppose an officer confronts a man with a
weapon in the middle of a robbery. The officer
commands him to drop the weapon. The man
turns toward the officer and points the gun in the
officer’s direction. The officer shoots and Kills the
man. It is then discovered that the weapon was
really a well-constructed toy model of a gun. If
this event is not placed in the proper contextual
framework of a reasonable perception standard,
this officer theoretically would be guilty of shoot-
ing an unarmed man. The only “solution” to this
problem is to let the perpetrator shoot first so the
officer can verify that he or she is being chal-
lenged with a “real” gun. Obviously, such an
alternative is unrealistic.

Prior to the use of such force, there has to be
a governmental termination of freedom of move-
ment by the officer through intentionaily applied
means (Reed v. Hoy, 1991). The Court had previ-
ously recognized the problem of “second guess-
ing” a police action by stating: “Not every push
or shove, even if it may later seem unnecessary in
the peace of a judge’s chambers, violates the
Fourth Amendment” (Graham v. Connor, 1989).

While these cases have addressed the proper

behavior expected of a law enforcement officer
under specific situations, it should also be recog-
nized that when approached by a duly qualified
police officer who gives a lawful command, the
person being arrested or questioned has a duty not
to resist such detainment or arrest. If the person

_chooses not to comply, the officer may lawfully

use that amount of force needed to overcome this
resistance. '

Other than those in the military, police offi-
cers are the only organized group given the
authority to commit institutional homicide. That
is, based solely on the premise of being a swom
law enforcement agent, an officer can use his or
her discretion to take another life, within legal
and departmental guidelines. This was not always
the case. Police officers did not routinely carry
firearms until the 1850s (Miller, 1975). Since
then, virtually ail police departments have regu-
lated those special circumstances under which
deadly force can be utilized. Such requirements
closely emulate the legal definition for justifiable
use of force.

Historically, courts have recognized that
killing someone is not always first degree murder.
For example, a person can use deadly force when
that person, or members of the immediate house-
hold, reasonably believe such force is necessary
to prevent imminent death or great bodily harm to
himself or herself or another, or to prevent the
imminent commission of a forcible felony. Police
officers are given additional special statutory
entitlement. While citizens generally have a duty
to retreat, when possible, from a deadly
encounter, police have no such restrictions.
Indeed, while the average citizen usually tries to
escape from a deadly situation, police officers
have the responsibility to proactively move
toward the problem.

However, restrictions of the use of deadly
force do exist. Police are not given carte blanche.
A police officer is justified in using deadly force
when (a) the officer reasonably needs to defend
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himself or herseif or others from bodily harm
when making an arrest, (b) preventing an arrested
subject in custody from escaping, (c) capturing an
escaped felon, or (d) arresting a felon who is flee-
ing from justice and the felon has committed a
crime involving the infliction or threatened inflic-
tion of serious physical harm to another person.
When feasible, some warning is given. However,
police cannot use deadly force to make an unlaw-
ful arrest (Gould & Gould, 1992).

Deadly force has been statutorily defined as
that force “...which is likely to cause death or
great bodily harm and includes, but is not limited
to: (1) the firing of a firearm in the direction of
the person to be arrested, even though no intent
exists to kill or inflict bodily harm, and (2) the
firing of a firearm at a vehicle in which the per-
son to be arrested is riding” (Gould & Gould,
1992).

Thus, a public policy problem emerges: How
does a police officer maintain civil order by
" enforcing a public policy as mandated by law,
while using the precisely correct amount of force,
in a constantly changing environment, to control
a subject, protect the victim, decrease the risk of
harm to bystanders, and safeguard the officer’s
own life? This set of behaviors operates in an
environment that encourages second guessing of
such action by laymen with little knowledge of
the actual job requirements of a peace officer.
What starts out as a tactical decision by a well-
trained professional operating in a para-military
organization can become a lightning rod for dissi-
dent groups espousing obvious, and hidden, agen-
das. Some civilian groups believe that the police
have too much discretion in the use of deadly
force and need to be carefully monitored through
civilian review processes. It should be noted that
“[bly the end of 1991, more than 60 percent of
the nation’s largest cities had civilian review sys-
tems, half of which were established between
1986 and 1991” (American Civil Liberties Union,
1992). Other militant groups are afraid that the
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eroding of police powers in favor of the “bad
guy” will accelerate the decline of society. The
United States is not the only country facing this
dilemma. Studies in China (Fairbaimm & Sykes,
1987), Australia (Elliot, 1979), and Canada
(Chappell & Graham, 1985) reflect the increasing
use of deadly force by police around the world.

Frequency Of Use Of
Deadiy Force By Police

How often is deadly force, which results in a
justifiable homicide, used by our nation’s police
agencies? Nobody knows for sure. Multipie hur-
dles currently exist that impede the interpretation
of meaningful data. These include: (1) reporting
mechanisms within individual police depart-
ments, (2) definitions of what constitutes a criti-
cal incident, (3) policies defining the use of dead-
ly force, (4) officer training in a “use of force”
continuum, (5) reported crime levels within a
community, (6) local victimization rates, (7) con-
textual factors, and (8) low reporting rates of use
of force by police agencies. In addition, some
police agencies do not report an incident by a
police officer who shoots at a perpetrator and
misses, as a “shooting by a police officer”. Even
though this officer clearly intended to use deadly
force, but because of some factor was unsuccess-
ful, this action seems not to “count.”

When the International Association of Chiefs
of Police, the major “membership” group for
police administrators, faunched its first attempt to
quantify data on justifiable homicide rates by
police, only 42% of those agencies surveyed
responded (Matulia, 1982). However, other
research has evidenced higher return rates. A
Police Foundation study had a 93% response rate
(Sherman & Cohn, 1986). Even so, the actual
number of police-involved homicides fluctuates
greatly, depending on the reporting source. The
National Center for Health Statistics of the U.S.
Health Service initiated a reporting mechanism
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for medical examiners to describe “Death by
Legal Intervention of Police” (National Center for
Health Statistics, 1967). Significant criticism of
this system (Blumberg, 1989) suggests that the
reported rate of 200 to 300 citizens killed by
police each year underreports the actual occur-
rence rate by 50 to 75%. In a New York study,
public health records accurately captured only
38% of already reporied homicides by police
(New York State Commission on Criminal Jus-
tice, 1987).

Further, although the Federal Bureau of
Investigation (FBI), through its Uniform Crime
Reporting System, has maintained information on
justifiable homicides by police since 1940, prob-
lems of data interpretation exist., Submission of
information by police agencies is largely volun-
tary. While there are over 15,000 police depart-
ments and sheriff offices across the United States,
an average of only 9,000 agencies report data to
the FBI. This presents an interesting dilemma in
terms of defining the true scope of the problem.
The FBI has captured exquisitely detailed data on
how many police officers are killed in the line of
duty. Generally, over the last decade, between
140 and 160 officers are killed yearly in the line
of duty, with about half feloniously killed. How-
ever, because only about 60% of all law enforce-
ment agencies report fatal actions taken by the
police, a significant flaw is evident.

Some research (Sherman & Cohn, 1986) sug-
gests a “ratio” of one police officer slain on duty
" for every twelve citizens (1:12) justifiably killed
by the police in large cities. Analysis of FBI data
suggests an actual ratio of 1:4.4 nationwide (FBI
Annual Report, 1979, 1980, 1988, 1991). Thus,
annual estimates of justifiable fatal shootings by
police range from 250 to 300 (Sherman & Lang-
worthy, 1979) to over 1,000 (Fyfe, 1988). If only
60% of all police agencies report such data to the
FBI, and if the reporting mechanism is flawed, an
extrapolated ratio of approximately one officer
feloniously killed for every eight police-initiated

justifiable killings of citizens (1:8) can be
derived, suggesting approximately 500 to 600
fatal police shootings annuaily.

Geller (1986) estimated that police attempt to
fatally shoot about 3,600 people per year. Of
these, 600 perpetrators are fatally wounded, 1,200
are wounded but not killed, and 1,800 are shot at
but missed. In general, justifiable fatal shootings
by police have been decreasing (Sherman &
Cohn,. 1986). However, it should be noted that
each time a police officer shoots at a suspect, the
intent is to stop the person’s aggressive actions.
This may or may not result in death, The idea of
“shooting to wound” is the stuff of T.V. fantasy
and certain civilian groups’ naivete. Police offi-
cers are trained to shoot at the “center mass” of a
subiject, that is, the middle of the chest. Any other
wounding of an individual is generally the out-
come of unintended circumstances. An attempt to
statistically quantify this slippery issue really
misses the point. The vast majority of police con-
tacts with citizens do not result in the use of dead-
ly force.

The probability of any one police officer
becoming involved in a fatal shooting is prover-
bially less than being struck by lightning. For
example, given that the average officer retires
after 25 to 30 years of service, a police officer
employed in Jacksonville, Florida, would theoret-
ically have to be on duty 139 years before being
involved in a fatal shooting (Sherman & Cohn,
1986). In Portland, Oregon, an officer would have
to work 193 years (Snell & Long, 1992). Even in
New York City, the use of firearms by police
against civilians is rare. Of 1,762 events in which
physical force was used to subdue a subject, offi-
cers resorted to the use of a firearm on only five
occasions (New York State Commission of Crim-
inal Justice, 1987). In the entire state of New Jer-
sey in 1990, police responded to approximately
8.5 million calls. Officers fired their weapons on
167 occasions (Sullivan, 1992). The FBI estimat-
ed that during 1990, almost 1.8 million individu-
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als were arrested for what could collectively be
viewed as violent crimes (assaults, robbery, mur-
der, and rape). Yet, as described previously, less
than 1/20 of 1% of all encounters with citizens
resulted in a fatal shooting committed by a police
officer (FBIL, 1991).

We believe that police officers, in generai,
tend to under react with regard to the use of dead-
ly force in situations where such force is legally
justified. While there is scant evidence in the
research literature to support this view one way or
the other (Dwyer, Graesser, Hopkinson, &
Lupfer, 1990), the authors’ clinical experience
with thousands of police officers suggests that
before an.officer uses deadly force, he or she con-
siders a variety of issues. The factor most fre-
quently reported to us in our informal surveys,
and the least discussed in the police literature, is
liability. When faced with the prospect of having
to defend one’s life, or that of someone else, an
officer often worries if trouble will resuit from his

~or her actions. '

While in many ways it may seem encourag-
ing that police are not killing as many citizens as
might be “justified,” one potential concern is that
a tendency for officers to underreact when addi-
tional force is necessary (not merely allowed)
may actuafly endanger more officers and civil-
ians. Thus, fear of liability may inhibit an officer

from taking justifiable action. These averted

deadly force opportunities need to be carefully
examined to ensure that police officers are
responding appropriately and to identify those
tactics which can be employed on a systematic
basis to deescalate a potentially deadly encounter.
Very few police departments gather any informa-
tion in this regard (Greenberg, 1990; Jamieson,
Hull, & Battershill, 1990).

Use Of Deadly Force Models

Multiple police tactics exist that can be con-
strued as deadly force. For example, a police car
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ramming a fleeing vehicle can obviously cause it
to crash and kill the occupants (or innocent
bystanders). One technique for halting a fleeing
vehicle is called “precision immobilization” and
is used by some law enforcement agencies (Pear-
son, 1992). While theoretically, such a tactic may
be sound, fleeing felons often don’t obey the rules
of the road.

The U.S. Supreme Court has reviewed a pro-
cedure that is known as the “dead man’s road-
block.” This occurs when a roadblock is inten-
tionally erected by the police on the roadway so
that the fleeing person’s observation of the
impasse is restricted until it is unlikely that he or
she can avoid it and the vehicle crashes (Brower
v. the County of Inyo, 1989). Other police inter-
ventions that can result in deadly force, intention-
al or not, include: (1) the use of incendiary
devices, such as “flash-bang” grenades; (2) high
speed pursuits; (3) defensive physical technigues
inappropriately applied, such as choke holds; (4)
road spikes that flatten tires; (5) fatal attacks by
police dogs; (6) fatal TASER shocks; (7) the use
of chemical agents, such as tear gas; (8) striking
devices, like batons; and (9) firearms.

There is no general agreement in the police
literature on what constitutes “deadly force.” The
International Association of Chiefs of Police
Model Deadly Force Policy (1990), The Commis-
sion on Accreditation for Law Enforcement
Agencies Standards on Use of Deadly Force
(1988), and the National Organization of Black
Law Enforcement Executives (1990) each
approach the issue from slightly different per-
spectives and suggest somewhat different rules
and regulations.

Police officers always have a range of options
from which to choose in a confrontational (tacti-
cal) situation. These levels are often described in
terms of a “use of force continuum.” Desmedt
and Marsh (1990) have defined the following lev-
els of officer response in a use of force continu-
un:
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(1) Social Control - Using positive body lan-
guage to set appropriate boundaries. Just having a
police officer on a scene can quell a potentially
violent situation. However, too many officers
confronting one subject may induce “panic” and
increase aggressive actions of a subject.

(2) Vérbal Control - Verbal direction is given
in short bits of information that can be readily
followed to insure compliance, i.e., “Drop the
gun. Do it now.”

(3) Weaponless Control Techniques - (a) Pain
compliance holds - These cause the subject to
shift his or her attention from the officer to the
site of the pain. As compliance to commands is
forthcoming, the painful stimuli are decreased to
reinforce appropriate behavior. Pain compliance
holds are based on stimulating nerve pathway
transmissions and are not intended to cause per-
manent physical destruction of tissue.

{b) Control (short stick) instruments can also
be used. These are non-impact devices. They
maximize pain but do not produce permanent
physical damage. The ability of a subject to toler-
ate pain, as well as altered states of consciousness
induced by drugs or alcohol, may render pain
compliance techniques unreliable for gaining
control over a resisting subject.

(4) Stunning Techniques - Physical blows that
cause temporary stunning will inhibit resistance
without causing permanent physical damage
(although there is some probability of physical
injury). A stunning technique overwhelms the
sensory input and causes short-term disorienta-
tion.

(5) Direct Mechanical Techniques - Signifi-
cant leverage or impact pressure is used directly
against the skeletal structure of the body, as
opposed to muscle groups. This can fracture bone
or cause damage to tissue.

(6) Neck Restraint Immobilization Techniques
- Such techniques must be appropriately applied
in a specified way to avoid depriving the brain of
oxygen for a significant period of time or causing

heart arthythmia. This is to prevent a nonlethal
maneuver from becoming a fatal one. These holds
include carotid restraint, Iateral vascular restraint,
and “choke holds.” While a vascular restraint
may cause pain and confusion, choke holds con-
strict air to the lungs and may induce severe
physical damage that can only be remediated by
surgical intervention to the throat cartilage.

(7) Electrical Shocking Devices - Non-lethal
electrical field discharge weapons (TASER) are
commonrly referred to as stun guns. Disadvan-
tages include limited range and immobilization
ability.

(8) Chemical Agents - Often referred to as
“tear gas,” this class of control options has a vari-
ety of different chemical compositions. Problems
with these agents include: (a) unpredictable
effect, (b) the time required for the chemical to
become reactive against the subject, and (¢)
immediate incapacitation is not guaranteed.

(9) Impact Weapons - These include batons
and flashiights and are used to apply increased
mechanical pressure at specific points of the
body, including nerve pathways and joints. They
may also be used to stun the subject. General
police instruction is to use such weapons only
below shoulder level.

(10) Firearms - This refers to the use of a
handgun, shotgun, or rifle. Attempts by officers to
gain control and compliance of subjects are not
unilateral. As Desmedt and Marsh (1990) noted
“...the officer will control with the subject’s con-
sent, if possible, but force the subject to comply,
if necessary.” In a police encounter with a civil-
ian, three types of subject responses have been
identified: (1) The cooperative subject — this
individual is essentially compliant with police
commands; (2) The resister — this individual is
not being responsive to verbal or social control,
but is not proactively aggressive towards the offi-
cer. The passive resister does not attempt to flee,
but also does not follow the officer’s directions.
Such an individual may grasp a fixed object, such
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as a telephone pole, to immobilize himself or her-
self. The active resister tries to continually main-
tain a physical space between the resister and the
officer. Such maneuvers may include swinging
the arms to avoid being detained or running
away; (3) The assailant — three levels are identi-
fied. In the first, the subject moves toward the
officer and attempts to make physical contact.
The action is not likely to cause significant physi-
cal damage to the officer, but may limit the offi-
cer’s responses. At the second level, the actions
of the subject will probably cause physical injury.
This is considered an “attack,” although it usually
occurs without a weapon. The likely injury out-
come to the officer is not “serious.” It may

include sprains, minor broken bones, cuts, or.

damage to the teeth of the officer. At the third lev-
el, the subject’s actions will probably cause death
or serious physical injury. Imminent threat of
serious physical injury or death to the officer or
innocent civilians is clear. The mode of infliction
"of damage can be varied, i.e., gun, car, or tire
iron. This is considered to be the use of “lethal
force” by the subject (Desmedt & Marsh, 1990).

As a way to help officers apply use of force
guidelines in practice, a number of agencies have
adopted a “use of force continuum” (as noted
above), which suggests the range of appropriate
officer responses based on the level of subject
resistance (Desmedt & Marsh, 1990; Graves &
Connor, 1992; Kazoroski, 1987). The potential
value of this visual and conceptual aid is that it
provides a heuristic or model that the officer can
use to evaluate and plan his or her response.
However, the utility of a continuum depends on
two key variables: defensibility and applicability.
That is, the continuum must be consistent with a
defensible departmental policy that has adequate-
ly considered appropriate legal standards, and it
must be easily understood and applied by officers
in field situations.

There are several models which have sought,
in different ways, to address these two important
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issues. An empirical approach was taken by
Samuel Faulkner (1991) at the Ohio Peace Offi-
cer Training Academy. Faulkner developed an
Action-Response Continuum, which is based on
research with over 5,000 law enforcement offi-
cers and trainers. He also collected data on
responses by members of the community and civ-
il rights protection groups. This enhanced the
defensibility of his approach. In addition, he took
this research and placed it in the context of a con-
tinuum where areas of subject resistance and offi-
cer responses are conducive to images which are
easily remembered. Therefore, this type of con-
tinuum can be more easily recalled and applied in
actual confrontations.

Another comprehensive and well-integrated
use of force continuum has been developed by
Desmedt and Marsh (1990), as illustrated in Fig-
ure 1. This model shows how an assailant’s action
leads to the choice of “force options” available to
the officer, and how an “officer reaction” occurs

" based on which force option was chosen. For

example, a person may be cooperative, but physi-
cally be standing too close to an officer so that
the officer’s safety is compromised. The use of
verbal direction is appropriate at this level
(“please back up™), but certainly not pain compli-
ance techniques. However, if the subject cannot
be controlied by verbal directions, such as persua-
sion or warning, and continues to be “resistant,”
pain compliance maneuvers are indicated. Yet, it
would be inappropriate to put a “choke hold” on
this subject. As the subject’s behavior escalates
by becoming more aggressive, the officer has
more counter-aggressive responses to choose
from. While such a continuum may suggest a
smooth fluidity, this is often not the case. A per-
petrator may be relatively caim in response to the
officer’s verbal commands and then produce 2
gun. The officer will clearly not have the luxury
of going through pain compliance techniques,
then “stunning” maneuvers, and then using chem-
ical agents. An officer may “jump” the continuum
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to the use of lethal force. This is referred to as
“One Plus One” response. The officer uses one
level of force higher than the level of resistance

offered by the suspect.
The officer must have the “ability to disen-
gage or escalate” during such an ongoing event

53

EXHIBIT 2
14-0297
Page 88 of 184



{Americans for Effective Law Enforcement,
1988). This implies that, in addition to a purely
physical response to a situation, appropriate judg-
ment is also needed to sort through the multi-lev-
el, multi-task, situation-specific response the offi-
cer is going to make. We recommend that psycho-
logical training in decision-making under stress be
incorporated into tactical training (Borum, 1993).
Meyer (1991) evaluated eight noniethal force
strategies. The TASER (stun gun} and chemical
irritant sprays were potent agents o stop physical
aggression and produced little physical injury.
Other acceptable alternatives (baton, physical
attack and flashlight) caused significant injury.
Newer methods of restraint (capture nets, for
example) could decrease injury to officers and
civilians, increase positive public perception of
police tactics, and reduce liability claims. Korn-
blum and Reddy (1991) noted that upon investi-
gating 16 deaths thought to be caused by TASER
use, 11 actually resulted from drug overdose,
‘three from gunshot wounds, one from a combina-
tion of heart disecase and TASER shock, and the
cause was undetermined in the remaining case.
Advances in technology suggest that sophisti-
cated alternatives to lethal force are on the hori-
zon (American Society of Law Enforcement
Trainers, 1995). Aqueous foam will irnmerse the
individual in a solution that causes disorientation.
This has application to riots and prison uprisings.
Sticky foam creates a “synthetic spider web” that
entangles the individual. Unfortunately, if a suffi-
cient amount is applied to the subject’s head, suf-
focation may occur. A “smart gun” is being devel-
oped that will only operate once it “recognizes”
the operator of the weapon. These options are
being evaluated by cooperation between govern-
mental agencies and private industry.
After reviewing the multiple possible agents
of lethal force, we now suggest the adoption of a
definition of deadly force by police as any tacti-
cally-approved technique which reasonably can
be expected, when appropriately applied, to have
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as an intentional outcome the death of a person.
For exampie, one person in 10,000 may have an
allergic reaction to the application of CS (tear)
gas. Such a death cannot be reasonably anticipat-
ed, nor was the application of this controiling
agent intended to kill. Thus, this would not be an
intentional application of deadly force.

What Kind of Peolice Officer
Uses Excessive Force

As noted previously, the use of excessive
force by a police officer is a compiex, interaction-
al event and cannot be explained solely by the
officer’s personality dynamics. Scrivner (1994),
however, recently described the following five
profile types of violence-prone officers, listed in
ascending order of frequency:

Chronic Risk Group

These individuals appear to have a lifelong,
ingrained pattern of problematic behaviors that
brings them in conflict with others. They are
threat sensitive, manipulative, and may abuse
psychoactive substances. They tend to project

- blame onto others for their problems and, because

they don’t seem to learn from past experiences,
are likely to get in trouble repeatedly.

Job Related (Traumatic) Experience Group

Officers involved in critical incidents, such as
fatal shootings, often have difficulty re-integrat-
ing into routine police work. Such incidents may
leave officers more vulnerable to “acting out” if
proper psychological debriefing and follow-up
treatment are not initiated.

Early Career Stage Problems Group

Some police agencies only require a high
school education for employment. Thus, individu-
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als as young as 20 years old are hired. In one
department with which the senior author consult-
ed, they hired such an individual and issued him a
gun, but not the ammunition. He had to have his
father go to the local sporting goods store to buy
bullets for him because he was under 21. Young
officers are often “gung ho.” They like the power
and authority given to them. Unfortunately, they
often do not have extensive life experiences to
help them modulate their impulses. A strong Field
Training Officer (FTO) Program, in which a spe-
cially trained senior officer monitors behavior and
gives corrective feedback, will often guide the
youthful officer through a maturational process.

Inappropriate Patrol Style Group

As some officers progress in their career, they
become more cynical. They believe that using
force will generally bring most situations under
control. Because this style often “works,” they
ignore a more problem-solving orientation. How-
ever, these officers will often respond to interven-
tions by the agency because their interpersonal
style is' acquired over time, rather than resulting
from fixed personality traits, as seen in the chron-
ic risk group.

Personal Problems Group

For these officers, their “emotional glass”

may have already been almost full. When faced
with a personal loss, such as divorce or perceived
change in job functioning, their behavior may
deterioraté. Such officers may exhibit pre-inci-
dent behavioral characteristics that can be detect-
ed by an early-warning system. As shown in
Table 1, the five categories are not equally dis-
tributed.

Who Gets Shot And Why

Retired Officer Mark Fuhrman, of the Los
Angeles Police Department, who will forever be
marked as a racist and a liar for his testimony in
the O.J. Simpson double murder trial, represents
what most Americans identify as a “rogue cop.”
In a transcript obtained by the New York Times,
Fuhrman stated: “Most real good policemen
understand that they would just love to take cer-
tain people and just take them to the alley and just
blow their brains out. All gang members for one.
All dope dealers for two. Pimps, three.” (Reib-
stein, Murr, Crogan, & Foote, 1995). Even if such
statements were made as “self-aggrandizement,”
people view them as representative of police
behavior.

The 81 second beating of Rodney King that
was captured on video tape on March 3, 1991
showed him to be shot with a TASER, kicked,
punched, and also hit with a baton 56 times. This
beating was administered by three officers, with

TABLE 1
OFFICERS REFERRED TO COUNSELING DUE TO EXCESSIVE FORCE®*

* Adapted from Scrivner, 1994

Officer profile type Percent referred
‘Personal Problems 28%
Patrol Style 21%
Early Carser Problems 18%
Job-Related Experience 17%
Chronic Risk 16%
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one sergeant assisting. Approximately 20 police
officers stood by and watched. That Mr. King
didn’t die is more likely attributable to luck than
skillfully administered tactical blows by the
police. The jurors saw the tape differently. One of
the jurors noted after the verdict that Mr. King
appeared to be proactively resisting arrest and
“was in full control” of his behavior (Daniels,
1992). Yet, approximately 86 percent of White
Americans and 100 percent of Black Americans
polled felt the verdict was unjust (Marshall,
1992). Such demonstrations by police officers
fuel the perception of the public that they need to
be afraid of those who have sworn to protect
them. Two separate reports following the King
beating suggested that significant attention needs
to be paid to the selection process of police offi-
cers (Independent Commission on the Los Ange-
les Police Department, 1991; Kolts, 1992).

The rate of fatal police shootings is not even-
ly distributed across the country, or even within a
given jurisdiction (Geller & Karales, 1981; Hor-
vath, 1987). Indeed, some of the most seemingly
tranquil parts of the country (San Diego, Califor-
nia) report amongst the highest rates of fatal
shootings per 1,000 police officers (4.1). The
New York Police Department reports among the
lowest (0.7) (Geller & Scott, 1992).

Many of the fatal shootings by police take
place in Black communities. Black perpetrators
were 7.7 times more likely to be shot at than
Whites in St. Louis, Missouri (St. Louis Metro
Police Department, 1992), six times more than
likely than Whites in New York (Fyfe, 1981), and
four times more likely than Whites in Chicago
(Geller & Karales, 1981). Yet, between 1970 and
1984, the number of Black civilians killed by
police dropped significantly (Sherman & Cohn,
1986). In general, fatal shootings by police have
decreased over the past decade. Data on Hispanic
Americans is more difficult to recover because of
problems in ethnic classification.

Data on who kills police officers is enlighten-
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ing. From 1981 to 1990, of 1,030 persons who
killed police officers, 42% were Blacks, 55%
were White, and 3% were of “other” classified
races (FBI, 1991). Eighty-seven percent of offi-
cers killed were White, 12% were Black, and 1%
“other races” (FBI, 1989). There does appear to
be a fairly strong correlation between arrest pat-
tern and shooting victims. For example, Horvath
and Donahue (1982) reported that in an urban
population center of Michigan, 75% of those
arrested were Black, as were 82% of those at
whom shots were fired. In a non-urban area, Hor-
vath (1987) reported a Black arrest rate of 36%,
with Blacks comprising 35% of those at whom
shots were fired. Similar findings were suggested
by Binder, Scharf, and Galvin {1982) and Meyer
(1980). Interpretation of these data is difficult in
that multiple possible explanations arise: (1) It
has been reported that Blacks proportionally com-
mit more crime (Matulia, 1985)./(2) Blacks have a
higher unemployment rate than Whites and thus

" come into contact with police more often (Milton,

Halleck, Lardner, & Albrecht, 1977). (3) Police
racism — “The evidence of racial discrimination
in arrests undermines any use of arrest rates to
show an absence of discrimination in police
homicide...Neither suspects’ attitudes nor a com-
plainant’s preferences constitute proper grounds
for enforcement decisions” (Sherman, 1980).
Interestingly, Black officers shoot civilians
(Geller & Karales, 1981) and are shot by civilians
(Konstantin, 1984) at a much higher rate than
expected. (4) Several factors, other than race,
seem to dictate when lethal force is used by
police. These include whether the suspect engages
in threatening behavior, has a weapon, and the
type of crime being committed (Alpert & Fridell,
1992). Almost all the suspects shot by police are
male. Donahue and Horvath (1991) indicated that
those who were fatally shot by police in Detroit
were usuaily armed, threatened use of a weapon,
and had a higher number of prior misdemeanor
and felony charges and convictions.
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Obviously, many more possible explanations
exist. However, a general review of existing
research on the interaction of police shootings
and the race of subjects evidences significant
methodological problems (Alpert & Fridell,
1992), and “easy” explanations shouid be avoid-
ed. Most likely, all lethal outcomes involving
police use of deadly force occur from muitiple
causes.

The following case study is based on an actu-
al police incident involving use of lethal force.
Names, dates, and locations have been changed.

Variables associated with key events are in paren- -

theses.

Case Hlustration. On the evening of July 14,
1993, the rain was falling heavily and impaired
visibility (attribute of setting). John Collins, a 33-
year-old, Caucasian male, heard his neighbor’s
burglar alarm go off at 1:30 a.m. (mobilizing
event). His neighbor was away and John had the
key to the house. He went to investigate. Finding
nothing unusual, he turned the alarm off with the
code his neighbor had left with him. )

Shelly Green, who lived behind John, also

heard the alarm sound. She called the police

{mode of mobilization — police dispatch). How-
ever, she thought the alarm was coming from
John's house and provided his address.

When Officer Pete Mattheson, a 23-year-
old, Black officer, arrived at the scene, he was
dressed in a departmental issued black rain
coat. He was wearing a baseball-type hat that
had the name of the police agency stencilled in
one-inch high white letters. He was not required
by departmental regulations to remove his
badge from his uniform and place it on the out-
side of his rain gear. His partner, Sam Leonard,
a 29-year-old, Caucasian, was similarly
dressed.

When Mr. Collins had retirned to his house,
he inadvertently did not pull the outside living
room door completely shut. The driving rain and
wind subsequently blew it open. He returned to

bed. Thus, when Officers Mattheson and Leonard
arrived at the scene of the dispatched burglar
alarm, they found Mr. Collins’ door ajar.

Officer Leonard, with a shotgun, decided to
maintain a perimeter (i.e., a boundary or line of
force) on the step leading up to the door. Officer
Matztheson went in and announced “police.” Mr.
Collins was aroused from his sleep by a noise, got
up and peered around the corner into his living
room. He turned on a light. There, he saw a Black
male, in a black rain coat and baseball-type hat,
with a gun (attribute of participants). He jumped
Officer Mattheson. The two struggled for control
of Officer Mattheson'’s weapon (actions, inten-
tions, and resources of suspect). In the struggle,
they fell through the open door and out onto the
step where Officer Leonard was standing. Now,
faced with two perceived assailants, Mr. Collinsg
went for Officer Leonard’s shotgun. Officer
Mattheson shot and killed Mr. Collins.
~ Officer Mattheson was subsequently fired
from the department, charged and tried for
manslaughter. He was eventually acquitted. He
received extensive psychological counselling for
Post-Traumatic Stress Disorder. He was unable to
get another job as a police officer and now works
as a security guard. Mr. Collins’ family success-
fully sued the police department for wrongful
death.

Multiple coincidental events, unfolding in
cascading fashion, shaped this particular use of
lethal force: {1) The neighbor gave police the
wrong address of the burglary alarm. (2) The door
to Mr. Collins’ house was blown ajar due to the
weather conditions. (3) Officers Mattheson and
Leonard, while in departmentally issued rain
attire, were not easily identified as police officers.
(4) Officer Mattheson thought he was at the right
address of a possible burglary, found a door open,
and got no response when he announced “police.”
Thus, his “vulnerability awareness” was high. (3)
Mr. Collins had already answered an alarm next
door and was hypervigilant. (6) Officer Matthe-

57

EXHIBIT 2

14-0297

Page 92 of 184



son decided he “had to do something,” so he
moved forward into the house. (7) Mr. Collins,
awakened from his sleep, saw a Black male with
a gun in his living room. He went into a “sur-
vival” mode, and responded. (8) Some tactical
problems, as they relate to training, existed at this
juncture. Officer Mattheson should have continu-
ally yelled, “Police. Get down on the floor,” and
used furniture or his free hand to keep a distance
between himself and Mr. Collins. However, “real
life” action does not always allow for theoretical
training. (9) As the struggle continued, Officer
Leonard became involved. Neither he nor Officer
Mattheson shouted “police.” Instead, they were
fighting for their lives. Officer Mattheson com-
mitted to a “here goes” strategy and shot Mr.
Collins.

This case illustrates how a situation that start-
ed with a dispatch call to the wrong address, was
complicated by inappropriate regulations con-
cerning officer uniform display and perhaps lack
of sufficient tactical training, caused mispercep-
tions in both police officer and victim that lead to
a fatal shooting.

Various sociological theories have emerged
to explain who becomes the *victim” of a police
shooting. Terms such as institutional racism,
social deprivation, lack of appropriate opportu-
nity for employment, or an oppressive environ-
ment, suggest that perpetrators of violence may
not always be fully accountable for their actions
(Cloward & Ohlin, 1960). A competing theory
holds that there is a “subculture of violence”
within certain segregated sections of a commu-
nity. This subculture is defined by “...a cluster of
values that support and encourage the overt use
of force in interpersonal relations and group
interactions.” {Wolfgang & Zahn, 1983). How-
ever, this viewpoint appears to paint with too
broad a brush. Certainly, the large percentage of
people who emerge from such an environment
are not violent. We believe that a police-
involved shooting is a much more complex,
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interactional event. It encompasses a specific
officer with unique attributes, under certain situ-
ational variables, in a broader contextual envi-
ronment. Thus, while one officer may elect to
use fatal force, under the same circumstances,
another may not.

There do appear to be situationally mobilizing
events that are frequently associated with a police
shooting. The “pre-intervention situation” (Sher-
man, 1983) is the type of call that compels an
officer to respond. A mobilizing aggressive event
on the part of the subject then causes the officer
t0 engage in a tactical response. Consistently, rob-
bery calls and domestic and non-domestic distur-
bances account for between 53 and 66% of police
shootings (Fyfe, 1978; Geller & Karales, 1985;
Milion, Halleck, Lardner, & Albrecht, 1977).

A police-civilian shooting episode is always
interactional. While an officer may start a “con-
frontation” just by arriving at a crime scene in
progress, it is the perpetrator who determines how

“the interaction will proceed by his or her level of

compliance with lawful police directions. The
events leading up to the shooting may take place
over a long time, as during a stand-off. Or, such
events may transpire in “split-seconds,” as when
an officer comes upon a crime scene and the sus-
pect reacts with overily aggressive behavior that
could be construed as life-threatening to the safe-
ty of the officer or others. The International Asso-
ciation of Chiefs of Police (IACP) claims that
about 90% of police shootings take place within a
three-second time frame (IACP, 1989). However,
it is unclear when the clock starts to toll. Qur
interpretation is that the time starts from the first
aggressive movement by the subject which the
officer determines is life-threatening to himself or
herself or others. Fyfe (1989), an opponent of the
“split-second syndrome,” believes that examining
and modifying officers’ approaches to potentially
violent encounters is more likely to reduce vio-
lence in police-citizen encounters than are
changes in officers’ actions during the encounter.
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Psychological Factors In The Use
Of Deadly Force

Solomon (1990) described five stages in the
“dynamics of fear” that an officer goes through in
a potentially violent encounter. These stages are
fluid and an officer can “jump” from Stage I to
Stage [V, for example, instantaneously.

Stage I: “Here comes trouble” — The officer
has reason to believe that a situation has the
potential to become problematic.

Stage II: “Vulnerability awareness” — The
officer may believe that he or she is becoming
vulnerable to the threat or may lack immediate
control to contain the situation.

Stage III: “I’ve got to do something” —
There is a cognitive shift in this stage from inter-
nal focus on perceived vulnerability to the adop-
tion of an action plan.

Stage IV: “Survival” — If life threatening
behavior on the part of the perpetrator continues,
perceptual narfowing may occur to focus on the
immediate threat and survival strategies are illu-
minated. '

Stage V: “Here goes” — The officer commits

to engage in the survival strategies as the only
viable option to the perceived threat.

Scharf and Binder (1983) have taken another
approach to de-constructing these high risk
encounters into identifiable stages: _

1. Anticipation: This stage covers the period
from when the officer becomes aware of a need
for intervention (e.g., radio call} up to the offi-
cer’s arrival on the scene.

2. Entry and Initial Confrontation: This is the
stage at which the officer physically enters the
scene or makes initial citizen contact. Tactical
decisions here include observations about possi-
ble use of cover and concealment to protect the
officer.

3. Dialogue and Information Exchange: This
is referred to as the “definitional phase” — the
stage at which the officer makes an assessment,

issues orders if necessary, or attempts to negotiate
with the subject/citizen about the nature of the
problem, possible solutions, or both.

4. Less-than-lethal Control Tactics: This
stage, added by Geller and Scott (1992), suggests
that the officer should consider whether non-
lethal control tactics could be effectively utilized.
These might include weaponless defensive tactics
or weapon-assisted leverage and compliance
techniques, or even chemical, electrical, or
impact weapons.

5. Final Frame Decision: At this critical
point, an officer must make a decision about
whether or not to shoot.

6. Aftermath: This is the post-event stage
encompassing any departmental and administra-
tive response, procedure, or review related to the
encounter.

We believe a similar “model” is also working
in the mind of the perpetrator. Fear is contagious.
If the officer is afraid because of the situation, the
perpetrator is also likely to be afraid. The ability
of a person to respond to a stressful situation
involves a complex relationship among arousal,
perception of the task, and capacity to respond
efficiently and effectively as first demonstrated
by Yerkes and Dodson (1908): “(1) For any task
there is an optimal level of arousal such that per-
formance is related to arousal in the form of an
inverted U. (2) The optimum level of arousal is a
decreasing monotonic functioning of the difficul-
ty of the task” (Hockey, 1979). Stress or anxiety

~can increase performance until it reaches 2 point

where it becomes overwhelming and then perfor-
mance rapidly decreases.

We interpret this to address the issue of lack of
requisite behavioral variety under stress. That is,
when faced with an unfamiliar or stress-arousing
situation, the perpetrator engages in Option A,
which doesn’t work to solve the problem. The per-
petrator then tries Option B. That doesn’t work.
Neither does Option C. The perpetrator then
reverts to Option A. It still won't work, but
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because of high arousal levels, the capacity to
choose from other aiternatives is diminished. For
example, the subject during a home invasion rob-
bery points a gun (Option A) at the responding
officer and is commanded to “drop it.” The perpe-
trator turns and looks for an avenue of escape
{Option B), which may be blocked, then runs into
a bedroom (Option C) and is cornered. The perpe-
trator cannot think of any other options, again
points the gun (Option A) at the officer, and is
fatally shot. The interactional nature of a
police/perpetrator situation is described in Table 2.

Based on what we have learned from the
research on deadly force encounters and the psy-
chological factors that operate therein, several pre-
scriptive strategies can be recommended.

Suggested Strategies to Lessen the Use of
Deadly Force by Police

1. Tracking System: A nation-wide, systemat-
ic tracking system should be developed that can
accurately collect data on the fatal and nonfatal
use of force by police officers. The National
Highway Traffic Safety Administration maintains
the Fatal Accident Reporting System (FARS)
related to vehicular accidents. Data is uniformly
collected in 90 different categories (Teret, Winte-
mute, & Beilenson, 1992). A similar system
should be constructed for incidents involving
police use of force. This data can be utilized to
enhance training programs.

This proposed reporting system should be
mandatory. All law enforcement agencies wouid
be required to comply, either by law or to main-
tain accreditation. While the following is not
intended to be all inclusive, the information might
describe the reported event as follows: {a) weath-
er conditions, (b) lighting, (c) patrol assignment,
(d) perpetrator biography, (e) type of crime, (f)
gun and ammunition used by officer, (g) number
of shots by officer, (h) tactical decisions (reason
for discharge of weapon), (i) number of perpetra-
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tors, (j) number of victims, (k) relationship of vic-
tim and offender, (1) officer on or off duty, (m)
level of threat by perpetrator prior to shooting, (n)
shots fired or weapon used by perpetrator, (o)
other options used by officer (mace, baton, etc.),
(p) type of officer injuries, (q) protective cover
used or not by officer, (r) was officer wearing bal-
listic vest, (s) prior knowledge of subject or situa-
tion, (t) stray bullets by officer and perpetrator (u)
unintentional wounding, (v) demographics of
officer, and (w) use of force continuum sequence.

Fyfe (1981) also suggested a shooting typoto-
gy that might be incorporated to uniformly
describe these events. He indicated that some
shootings are “elective” by the officer because
other options of gaining control of the situation
could have been implemented. “Non-elective”
shootings are those in which the officer’s dis-
charge of a weapon is the only viable choice.
Fyfe’s typology includes: (1) assauits with guns
against police, (2) assauits with knives or other
weapons, (3) physical assauits on police, and (4)
unarmed or no assauli.

2. Establish Clear Policy: Every agency
should develop a written policy directive on the
use of deadly and non-deadly force. This policy
should contain clear definitions of leveis of force,
a description of the standard used to judge the
appropriateness of an officer’s actions, and the
conditions under which force or restraint may be
used.

The directives should be consistent with con-
stitutional principles and current case law in the
jurisdiction. This is imperative because this poli-
cy outlines the agency’s expectations about offi-
cer conduct in use of force situations and pro-
vides a consistent standard by which to judge an
officer’s action in any given situation. However,
in developing these policies, it is also important
to seek input from line personnel so that feedback
from field experience can enhance the “real
world” applicability of the directives as they are
described.
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TABLE 2
DYNAMICS OF LETHAL INTERVENTION

Police Officer

1. Probable cause to believe that a crime is being
committed and response to the crime scene.

1. Something is wrong. Environmental cues suggest
dangerous situation is evolving. Officer assesses
altematives.

1. Perceptual narrowing occurs (weapon focus
sffect).

2. There is 2 heightened sense of danger and physio-
logical arousal.

3. Iaternally focused response to threat causes
changes in thinking patterns.

1. Based on subject’s level of perceived compliance
to commands, tactical option selected from
internalized use of force continumzm,

1. The officer enacts an action plan and modifies it
continually based on compliance by subject.

- Avert plan - retreat and reformuiate new strategy.

. Develop a new plan and implement it.

WM

Activating Event

Selective Attention To The Perceived Dangerous Stimuli

Cognitive Changes or Distortions

. Selectad Action Plan

Action Plan Enactment

Perpetrator
1. Engaging in behavior that solicits police attention

1. Police presence signals that previous acts now
have law enforcement scrutiny and avenues of
¢scape are narrowing,.

1. A perceptual shift from original target of the
encounter to the police officer takes place.

2. Choices narrow - fight, flee, give up.

3. Physiological arousal leads to changes in thinking,

1. Based on officer’'s behavior, and avenues of
escape available, decision to be compliant or not.

1. The suspect can comply with officer demands or,
2. Face consequences of non-complying,

A number of departments were forced to
change their use of force policies following the
U.S. Supreme Court’s decision in Tennessee v.
Garner (1985), which ruled that any policy direc-
tives authorizing vse of deadly force to apprehend
unarmed and nonviolent criminal suspects were
unconstitutional. As noted above, this decision
did not erase all ambiguity concerning proper
standards for deadly force, however, it did estab-
lish a national minimum standard. Many of the
agencies that did modify their policies adopted
language more consistent with a defense-of-life

standard (which is now required by the Commis-
sion on Accreditation of Law Enforcement Agen-
cies [COALEA] for any department seeking to be
accredited) (Geller & Scott, 1992). Thus, their
policies tended to become more restrictive,

Despite initial concerns that such restrictions
might place officers at increased risk, experience
with these more restrictive policies suggests that
they did reduce the number of shootings by police
without producing any negative impact on officer
safety. As stated by Geller and Scott {1992):

The empirical research suggests with remark-
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able unanimity, but, admittedly, with less data
and weaker research techniques than are desir-
able, that restrictive policies seem to have worked
well where they have been tried....Adoption of
restrictive policies usually has been followed by
marked decreases in shootings by police, increas-
es in the proportion of the shootings that are
responses to serious criminal activity, greater or
unchanged officer safety, and no adverse impact
on crime levels or arrest aggressiveness.

3.Enforcement of Policy: For a policy to have
effective force, it must have administrative sup-
port and follow-through enforcement. Particularly
when an agency moves to a more restrictive dead-
ly force policy, it is important for the written
directives to be buttressed by a clear message
from the highest levels of the administration that
supports the principles of the policy and encour-
ages officers to use restraint in shootings (Sher-
man, 1983).

Many agencies have some type of internal
shooting review system to ‘investigate possible
policy violations, and sometimes to aid in
enforcement. William Geller of the Police Execu-
tive Research Forum has identified several fea-
tures of Review Boards that appear to be quite
promising (Geller & Karales, 1981; Geller &
Scott, 1992): (1) conducting reviews of all inci-
dents in which shots are fired, not just those in
which an individual has been struck; (2) includ-
ing reviews of “averted shootings,” that is, inci-
dents in which an officer would have been justi-
fied to shoot, but was abie to resolve the incident
by other means; (3) ability to provide dispositions
or recommendation that are not limited to judg-
ments about the appropriateness of the individual
officer’s actions, but may also include administra~
tive deficiencies, if relevant; (4) ability to go
beyond the adjudication of officer liability in the
case, to also identify and recommend preventive
strategies at a systemic level (e.g. training needs,
weapon and equipment modification, supervisory
changes, etc.).
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4. Pre-employment Screening: While there is
no clear demographic “profile” of the officer with
a propensity to use deadly force, and the empiri-
cal relationships between individual officer char-
acteristics and the outcomes of high risk encoun-
ters are presently not compelling, law enforce-
ment agencies are still responsible for exercising
reasonable care in the selection of employees for
public safety positions, and they may be held
liable for improper conduct by employees who
were not properly screened or evaluated (Bon-
signore v. City of New York, 1981).

Many, if not most, major law enforcement
agencies currently have comprehensive, multi-
stage selection systems that include psychological
screenings as one component of the program.
Indeed, this component of the screening process
has been widely advocated (Milton et al., 1977)
and is mandated by COALEA for agencies seek-
ing accreditation. Although pre-employment psy-
chological screening by itself does not guarantee
the identification of all applicants who may sub-
sequently use force inappropriately, a carefuf pre-
employment application process consisting of
personnel interviews, written tests, and careful
background investigation may reveal characteris-
tics, such as a history of impulsive or aggressive
behavior or poor emotional control, that could
suggest that the applicant would be at higher risk
to show an inappropriate response in a stressful
use of force encounter. The empirical basis for
these assessments is continuing to expand.

5.Assessment Center: Through the above
screening process, departments can reasonably
identify minimally qualified candidates who are
unlikely to be problems to the department later.
This is not sufficient. Using a business model, the
customers (the public receiving the services) are
demanding highly skilled service providers
(police officers). The chalienge is to select and
promote the people most likely to be high level
performers. The assessment center concept may
be the answer.
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The premise of an assessment center is that
the closer we can get to having the applicant actu-
ally perform the job, the more accurate the test
will be, and the higher the probability of success
on the job. This is the strength of an assessment
center. With an assessrnent center, we identify the
critical tasks required to do the job. The applicant
is then placed in a scenario where these critical
tasks are simulated and has to actually perform
the job tasks. For example, some of the critical
task areas for a new law enforcement officer are
to handle interpersonal conflicts (e.g., a domestic
violence call) and take reports (e.g., on burglary
calls}).

An entry level assessment center might place
the applicant in a room with arguing spouses, sib-
lings, or roommates. The applicant would have
received instructions on what resources were
available to him or her prior to going into the
simulation. The applicant’s task would be to use
the appropriate skills to calm the participants
down and gather sufficient information to write a
simple report or make a determination if one or
both of the suspects should be arrested. The appli-
cant might then participate in another simulation
involving a recent burglary with witnesses avail-
able. This task would measure the applicant’s
ability to gather sufficient information, through
questioning, to complete a basic report. As can be
seen, we are measuring many skills, such as lead-
ership, judgment, oral and written communica-
tion, and the ability to follow instructions.

The assessment center and job sample
methodologies have some negative aspects. This
testing is expensive and time consuming to
arrange. Some critics note that if care is not taken
to provide compelling simulations, realism suf-
fers and applicants are not motivated to perform
(Cordner, 1992).

6.Early Warnings Systems: Some agencies
have developed “early warning systems” to moni-
tor officer conduct and identify cases in which
further review of an officer’s patterns of behavior

might be warranted. These systems almost always
monitor officers’ histories of complaints and dis-
ciplinary action, with consideration given to the
officers’ assignment and the rates and types of
complaints that are typically found among simi-
larly-situated officers. Specifically, the following
factors have been identified in the professional
literature as being relevant to include in these
warning systems (Geller & Scott, 1992): (2) civil-
ian complaints against the officer, (b) rates of
arrest made for resisting arrest or disorderly con-
duct, (c) involvement in prior shootings or inci-
dents involving injury, (d) record of assignments,
including partners and supervisors, (e) record of
discipline, and (f) prior commendations and per-
formance evaluations.

Reviews can be conducted by administrators
or peer review panels, and may also include inter-
views with the officer involved. If problem areas
are identified, the reviewers can make recommen-
dations for remediation where appropriate, which
could include re-training in areas of need, special-
ized new training, psychological counseling, or
referral to a psychologist for a fitness for duty
evaluation.

7.Employee Assistance Programs: It is well
known that law enforcement is a highly stressful
occupation with the potential for family/relation-
ship difficulties (Borum & Philpot, 1993), alco-
holism (Pendergrass & Ostrov, 1986), and other
stress-related problems that can affect officers’
conduct on-duty. Thus, police agencies are well-
advised to provide access to psychological ser-
vices for their employees. Many agencies have a
psychologist either on staff or retained on a con-
sulting basis to handle referrals for counseling or
evaluation. Some departments have moved toward
more formal programs for employees’ mental
health services such as Employee Assistance Pro-
grams (EAPs). Police administrators should
encourage officers to seek these services when
they need them. Officers are unlikely to utilize
these services if they believe the administration
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will view it as a sign of weakness or instability.

8. Training: Once a clear, defensible use of
force policy has been developed and implement-
ed, it becomes necessary to train officers in its
interpretation and meaning so that they can apply
it appropriately during encounters in the field.
Officers shouid be able to understand all aspects
of the policy and its intent in the context of
departmental values and relevant statutory and
case law. At least one case from the U.S. Supreme
Court also suggested that agencies are indeed
responsible to train officers on constitutional
standards regarding the use of deadly force by
law enforcement officers (City of Canton v. Har-
ris, 1989).

This level of training should focus on applica-
tion and implementation. There should be discus-
sions about, and possibly even role playing of,
likely field scenarios involving potential use of
force and how the policy should guide officers’
decision making. Ideally, this would include par-
ticipation by command (or management-level)
personnel and representation from the city attor-
ney or aitorney general’s office for legal guid-
ance. Specific types of training are described
below.

Dynamic Training. There is a principle of
leamning called “state dependent learning” that is
important to consider in all aspects of use of force
training. This principle suggests that it is easier to
recall and apply a skill when the conditions under
which it was learned are similar to the conditions
in which it is to be applied. This includes not only
environmental conditions, but also conditions of
physical and mental states. For example, target
shooting skills acquired in a distraction-free
indoor range and practiced at a relaxed pace may
not generalize well to an actual armed encounter
because the conditions (internal and external) are
dramaticaily different.

It is sometimes stated that individuals under
stress will react according to their training. This is
not eatirely true. Under conditions of extreme
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stress, it is not necessarily the “trained” response,
but the “dominant” response, that emerges. The
goal of training in the appropriate use of force is
to make the trained response the dominant one.
That is, to train officers in a way that allows the
correct response to become reflexive and auto-
matic (Borum, 1993).

This points out the importance of “dynamic
training” or simulation scenario training under
“real life” conditions. Whether training for ver-
bal, physical, or shooting skills, an officer must
learn to respond under stressful conditions where
the adrenaline is pumping, there are distractions
in the environment, and there is a threat to which
one must respond. This type of training is called
“dynamic™ because it changes. The scenario is
not set or predictable. The officer must assess and
respond to an ongoing situation (Chaney, 1990).
Circumstances which are much more similar to
actual law enforcement encounters are utilized.
The officer can gain a sense of confidence in his
or her ability to respond and survive and, where
necessary, can analyze mistakes without having to
suffer the actual consequences. Recent advances
in the technology of Virtual Reality show tremen-
dous potential for these types of law enforcement
training applications.

Performance Under Stress. Despite advances
over the years in use of force training, insufficient
attention is still given to the mental and psycho-
logical factors involved in stressful confronta-
tions (Borum, 1993; Borum & Stock, 1992). Offi-
cers can learn the techniques and physical skills
of defensive tactics and shooting, but if they pan-
ic, “freeze,” or “overioad” under pressure, they
may not be able to respond appropriately. Stress
and anxiety, at extreme levels, can interfere with
an individual’s thinking and motor skill perfor-
mance (Nideffer, 1985); therefore, officers must
learn about these psychological and physical
reactions, and be trained to control and minimize
their negative effects. It is important for officers
to realize that such reactions are normal, and that
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they can learn to control their responses and per-
form effectively.

Extremely stressful conditions can affect the
officer both physically (e.g., tension, rapid
breathing and heart rate) and psychologically
(e.g., fear, poor concentration, distracting nega-
tive thoughts). Effects in either area may create
anxiety at a level that can interfere with judgment
and performance. Through training and exercises
in relaxation, breathing control, concentration
enhancement, positive self-talk, and mental
rehearsal, officers can learn to improve and con-
trol their physical and psychological responses.
These strategies can be used to improve perfor-
mance generally, and to minimize any negative
effects during high-stress situations specificaily
{Meichenbaum, 1985).

Perceptual Distortion. It is also important to
train officers and those who investigate shootings

_about the range of perceptual distortions that can
occur during deadly force encounters {(Solomon
& Horn, 1986). Perhaps the most common of
these (up to 83% in one study) is time distortion.
Many officers report feeling an expanded sense of
time — that the event seemed to be happening in
slow motion, where seconds seemed like minutes
(67%). Others, however, have reported an oppo-
site effect, where events seemed to happen faster
than actual time (15%). Auditory distortion is also
quite common (63%) and typically involves

either an intensified (18%) or diminished (51%)

intensity of sound during an event. For example,
a shot may sound like a cannon or not be heard at
all. This “auditory exclusion” phenromenon has
obvious implications for reconstruction or inves-
tigation of the incident. Another common factor is
visual distortion, which was experienced by 56%
of the officers in Solomon and Horn’s sample.
Although some officers may experience a marked
increase in perceived detail (18%), the more com-
mon distortion is to experience some narrowing
of focus, similar to “tunnel vision” (37%). In
these cases, the officer becomes completely

focused on one specific target area, and blocks
out all other surrounding objects or events. Some
officers even report that objects or persons in
focus appeared to be magnified. This narrowing
of visual scope may be particularly intensified
when a weapon is involved. This phenomenon,
known as the weapon focus effect, has been well-
documented in the social science literature
(Kramer, Buckhout, & Eugenio, 1990; Loftus,
Loftus, & Messo, 1987).

Tactical Training. Clearly, any comprehen-
sive training effort on deadly use of force must
include extensive tactical and shooting proficien-
cy training. As we have previously noted,
fircarms training must transcend the firing range
and incorporate realistic scenarios and dynamic
training. The FBI and a growing number of police
departments have created simulated city stages
(e.g., Hogan’s Alley) where trainers and officers
engage in simulated encounters that require offi-
cers to make decisions about the proper level of
force and to respond under realistic conditions.
Officers should also be trained to fire their
weapons accurately under a variety of different
environmental conditions with variable lighting,
after sprinting, and in scenarios with muitiple
opponents, bystanders, or both (Morgan, 1992).
Shooting accurately is an important skill, but the
ability to apply (or not apply) that skill appropri-
ately under stressful conditions is equally critical,
The goal of tactical training more generally is to
teach officers to think critically about ail stages of
a potentially violent encounter.

9. Human Relations and Cultural Aware-
ness: Many states have begun to include 2
required training block on “human diversity” in
the requirements for basic officer and instructor
certification. Training in advanced interpersonal
skills and cultural awareness can also have impli-
cations for preventing and managing high risk
encounters,

Police-suspect encounters are incredibly com-
plex social interactions. Each actor is scanning
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the other person and the situation for cues of
aggression or threat to guide their response. Giv-
en that the level of tension in these encounters is
often quite high, there is the potential for misin-
terpreting cues or for inadvertently engaging in
behavior that causes the other person to feel a
heightened sense of fear or perceived threat. In a
survey of Colorado law enforcement agencies,
John Nicoletti (1990) found that

elevated stress levels, lack of training, lack of
control over the situation and lack of seif-confi-
dence were the most frequently cited causes for
overreaction, while the behaviors mentioned most
frequently as being desirable for de-escalation of
Jorce were communication and mediation skills,
attitude, self-defense and physical condition and
anger control.

Thus, the goal of training in human refations
and diversity is to help officers to attend appro-
priately to the interpersonal dynamics of these
encounters so that they can better “read” and con-
trol the situation. '

10. Conflict Management: A natural exten-
sion of the human relations training is to broaden
skills in conflict management. This goes beyond
training in firearms and defensive tactics to help-
ing officers learn about communication, media-
tion, and negotiation. If an officer lacks appropri-
ate communication and interpersonal skills, he or
she may, through the officer’s own behavior,
induce fear in the citizen that could unnecessarily
precipitate an aggressive response.

Tactical conflict management or “violence
reduction” exercises have beenr developed in
major law enforcement agencies in New York
City; Chicago, Illinois; and Dade County, Florida.
These programs utilize role playing and scenario
exercises to teach officers how to control a poten-
tially violent encounter and to de-escalate, rather
than exacerbate, tensions. Offering violence
reduction training also strongly reinforces a
departmental philosophy about using the “least
injurious control techniques” that would be
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appropriate in any given encounter. Although
there have not been any well-controlled empirical
investigations of the effectiveness of these vio-
lenice reduction programs, anecdotal accounts
from programs such as the one in Metro-Dade
(Miami, Florida) suggest that there has been some
success in reducing shootings by police, enhanc-
ing officer safety, and improving relations
between police and the community.

Case Ilustration: Officer John Maynard was
dispatched to a “domestic disturbance” at 1410
W. Washington Avenue. Sgt. Stan Norman
responded as a “backup” unit. At the scene,
Tonya Jackson informed them that her husband,
LaMont Jackson, had trapped four relatives in a
bedroom and had a knife. He had been drinking
heavily and was very angry.

The officers entered the residence, initially
drawing their police batons, but not their
firearms. The officers encountered LaMont Jack-
son, who was agitated and stabbing the outside of
the bedroom door with a knife. Upon seeing the
officers, he put the knife down. Officer Maynard
directed Jackson to move away from the knife.
Instead, Jackson picked it back up and stood still.
He was near the kitchen, about 9 t0 12 feet from
the officers. The four relatives remained in the
bedroom, behind Jackson. The officers repeatedly

directed Jackson to drop the knife as they drew

their firearms. Jackson moved toward the offi-
cers, with the knife held in an aggressive Pposture,
When Mr. Jackson was about six feet away, Sgt.
Norman fired one time, striking Jackson. Mr.
Jackson continued advancing toward the officers,
still holding the knife. Sgt. Norman fired a second
round, which caused Mr. Jackson to fail to the

ground. He subsequently died.

Relevant Considerations:
1. The officers entered the residence with

batons, not firearms, drawn. This demonstrates
that they were not predisposed to resort primarily
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en that the level of tension in these encounters is
often quite high, there is the potential for misin-
terpreting cues or for inadvertently engaging in
behavior that causes the other person to feel a
heightened sense of fear or perceived threat. In a
survey of Colorado law enforcement agencies,
John Nicoletti {1990) found that

elevated stress levels, lack of training, lack of
control over the situation and lack of self-confi-
dence were the most frequently cited causes for
overreaction, while the behaviors mentioned most
frequently as being desirable for de-escalation of
force were communication and mediation skills,
attitude, self-defense and physical condition and
anger control,

Thus, the goal of training in human relations
and diversity is to help officers to attend appro-
priately to the interpersonal dynamics of these
encounters so that they can better “read” and con-
trol the situation. ‘

10. Conflict Management: A natural exten-
sion of the human relations training is to broaden
skills in conflict management. This goes beyond

training in firearms and defensive tactics to help- -

ing officers learn about communication, media-
tion, and negotiation. If an officer lacks appropri-
ate communication and interpersonal skills, he or
she may, through the officer’s own behavior,
induce fear in the citizen that could unnecessarily
precipitate an aggressive response.

Tactical conflict management or “violence
reduction” exercises have been developed in
major law enforcement agencies in New York
City; Chicago, Hlinois; and Dade County, Florida.
- These programs utilize role playing and scenario
exercises to teach officers how to control a poten-
tially violent encounter and to de-escalate, rather
than exacerbate, tensions. Offering violence
reduction training also strongly reinforces a
departmental philosophy about using the “least
injurious control techniques” that would be
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appropriate in any given encounter. Although
there have not been any well-controlled empirical
investigations of the effectiveness of these vio-
lence reduction programs, anecdotal accounts
from programs such as the one in Metro-Dade
(Miami, Florida) suggest that there has been some
success in reducing shootings by police, enhanc-
ing officer safety, and improving relations
between police and the community.

Case Illustration: Officer John Maynard was
dispatched to a “domestic disturbance” at 1410
W. Washington Avenue. Sgt. Stan Norman
responded as a “backup” unit. At the scene,
Tonya Jackson informed them that her husband,
LaMont Jackson, had trapped four relatives in a
bedroom and had a imife. He had been drinking
heavily and was very angry.

The officers entered the residence, initially
drawing their police batons, but not their
firearms. The officers encountered LaMont Jack-
son, who was agitated and stabbing the outside of
the bedroom door with a knife. Upon seeing the
officers, he put the knife down. Officer Maynard
directed Jackson to move away from the knife.
Instead, Jackson picked it back up and stood still.
He was near the kitchen, about 9 to 12 feet from
the officers. The four relatives remained in the
bedroom, behind Jackson. The offers repeatedly
directed Jackson to drop the knife as they drew
their firearms. Jackson moved toward the offi-
cers, with the knife held in an aggressive posture.

‘When Mr. Jackson was about six feet away, Sgt.

Norman fired one time, striking Jackson. Mr.
Jackson continued advancing toward the officers,
still holding the kmife. Sgt. Norman fired a second
round, which caused Mr. Jackson to fall to the
ground. He subsequently died.

Relevant Considerations:
1. The officers entered the residence with

batons, not firearms, drawn. This demonstrates
that they were not predisposed to resort primarily
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to the use of firearms for physical control or even
intimidation.

2. The officers were duty bound to protect
occupants behind the bedroom door which they
had observed Mr. Jackson stab repeatedly. There-
fore, they could not retreat from Mr. Jackson,
even for purposes of their own safety.

3. The officers repeatedly and continuously
attempted to persuade and direct Mr. Jackson to
drop the knife. o

4. Sgt. Norman waited at his own risk until
LaMont Jackson was within a distance of about
six feet from him until he fired at Jackson, there-
by placing himself at great risk.

5. To attempt to use a police baton could
have been ineffective use of force and placed oth-
ers at similar danger to that in which Sgt. Norman
found himself.

6. Sgt. Norman’s second shot represented a
discreet transaction brought about by Mr. Jack-
son’s second attempt to assault with the knife.
Each shot was purposeful and no other alternative
existed, given the quickly escalating dynamics of
the situation,

7. Forensic findings did not dispute the dis-
tance between the subject and Sgt. Norman, as
described by Sgt. Norman, at the time he dis-
charged his firearm,

Conclusion

In summary, the available data indicate that the
use of lethal force by police is a relatively rare
event. In general, police officers appear to be
enforcing the law within the constitutional and
statutory limitations entrusted to them. Yet, there
certainly are some officers who overreact to
provocative situations. We have attempted to iden-
tify the complex interaction between officer and
subject that leads to deadly encounters and offer
comprehensive strategies to analyze data, select
appropriate law enforcement candidates and train
them for the important job they are to undertake.
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CHAPTER 20

Workplace Violence: Advances in
Consultation and Assessment

Harley V. Stock

FORENSIC PSYCHOLOGICAE BUSINESS CONSULTATION

Who should conduct workplace violence threat assessments? Clinical psychologists
treat patients. Industrial/organizational psychologists treat companies. Forensic psy-
chologists evaluate the clinical psychologist’s patient who is threatening the indns-
triai/organizational psychologists’ company. The forensic psychologist, by virtue of
training and experience, is uniguely positioned to evaluate threats that emanate from
the workplace (Packer & Borum, 2003). _ )

An organization is an open system (von Bertalanffy, 1950). Such a system is
dynamic and attempts to maintain equilibrinm among the individual business unit
requirements, overall company functioning, and the outside world the company in-
teracts with (Levinson, 2002). A threat of violence can destabilize some or all of
the system and cause significant disruption to business continuity. The forensic
psychologist conducting a workplace violence threat assessment must be sensitive
about and have the ability to evaluate how the organizational culture and the indi-
vidual employees are contributing o the threatening event. The organization has
as much of a personality as does the subject of the evaluation. Without this under-
standing, the forensic psychologist conducting a workplace threat assessment may
encounter significant resistance from the organization to enact a risk managemen(
strategy, which is the nltimate outcome of the forensic process. For every forensic
risk management suggestion involving an employee, there may be an opposite, and
pot equal, reaction by the organization.

BUSINESS PREPARATION AND RESPONSE FOR A
WORKPLACE VIOLENCE EVENT

Itis cheaper and safer to prepare a workplace to prevent potential disaster than to re-
spond after a disaster has occurred. The following practices identify methodology to
evaluate and react to individual and environmental workplace violence risk factors.
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Preemployment Screening

A number of methods (psychological testing) and techniques (behavioral interview-
ing) exist that can, to some extent, identify behaviors and experiences that might
suggest further inquiry prior to hiring an employee. The forensic psychologist must
be familiar with the legal and ethical issues associated with preemployment screen-
ing. For example, certain questions on the Minnesota Multiphasic Personality In-
ventory 2 may be considered medical, and for legal reasons, this test may have to be
administered after a conditional job offer is tendered (Klimoski & Palmer, 1994).

Background Investigation

Information on past criminal activity and financial and employment history may be
investigated by a third-party security consulting firm. Multiple safeguards about
disclosure of such information must be in place.

Workplace Risk Audit

This process involves evaluation of any policy, procedure, or physical barrier that
contributes to the reduction of risk. Companies should have a workplace violence
policy that clearly describes the commitment to a safe workplace, employees’ roles
and respoasibilities, and remediation (reporting mechanism and responses) avail-
able. Definitions of unacceptable behavior are described, along with possible ad-
ministrative remediations. A security risk audit may include an employee survey
about security concerns and examination of current protective practices (liaison
with local law enforcement, evacuation plans, and assessment of protective barriers
such as access control),

Threat Assessment

This function can range from establishing an mternal threat management team,
consisting of representatives from human resources, legal, security, and occupa-
ticnal health, to contracting out the assessment process to a forensic psychologist. It
is wiser for the business to establish this process prior to the threatening event. If
not, the company will have a crisis within a crisis.

Damage Control

If an event occurs that has the potential to significantly disrupt business continuity,
a critical incident siress management plan should be available (Paton & Smith,
1995). This plan addresses the stages of corporate response (i.e., precrisis, crisis
phase, resolution phase, postcrisis phase) and individual response to a crisis (i.e.,
anxiety, denial, anger, grief, resolution).

INCIDENCE OF WORKPLACE VIOLENCE

The issue of workplace violence has received so much attention that, at least for one
setting, the U.S, Postal Service (USPS), the term “going postal” has become part of
everyday usage. However, this is not a fair representation of the true incidence of
workplace violence within the USPS.

Over a 14-year period (1986 to 1999), there were 29 workplace homicide events
resulting in 54 deaths at various postal facilities. In 15 of those episodes, a postal
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employee was the perpetrator (Lopez, 2005). The expected national base rate dur-
ing that period of time was 1 workplace homicide per 150,000 employees/year.
Given the mumber of USPS employees (approximately 770,000), the actual number
of workplace homicides (54) in the USPS was 25% lower over that time period than
the expected homicide rate of 72. Thus, such a characterization of Postal Service
employees as more dangerous than employees of other occupations is a myth
(USPS, 2000). As another example, discharged psychiatric patients are not the pro-
totypical violent offender in the workplace. Approximately 0.6% committed a vio-
ient act in the workplace within 1 year of discharge {(Monahan et al., 2001). This
illustrates the importance for the forensic psychologist to understand base rates, or
how often an event happens in a specific population.

The occurrence of a targeted homicide in the workplace, in which the nexus is an
established interpersonal workplace relationship between the perpetrator and the
victim, is greatly exaggerated in the press and professional publications. Often re-
ferred to as an “epidemic,” an “explosion” of violence, or “a recurrent national
nightmare” (S. A. Baron, 1993; Labig, 1995; Mantell, 1994}, a closer analysis of
the data suggests the opposite trend. Of 4,154 occupational homicides between
1997 and 2002, 80% (3,310) took place during the commission of a crime in which
the victimt and perpetrator had no workplace-oriented relationship prior to the
event, and therefore it was not a targeted workplace homicide (Bureau of Labor Sta-
tistics, 2002},

There are two official, government-sponsored surveillance systems for work-
place homicide: the Bureau of Labor Statistics (2002) national Census of Fatal Oc-
cupational Injuries, which gathers data from death certificates, open information
sources such as newspapers, and reports from regulatory agencies, and the National
Institute for Occupational Safety and Health {NIOSH), which supports the Na-
tional Traumatic Occupational Fatalities system and gathers information from
death certificates. The calculated base rate of workplace violence homicides for
2003 is approximately | per 218,000 employees annually. Over a 10-year period
(1994 to 20603), the overall occupational incidents of homicide decreased from
1,080 to 631, a decline of approximately 42% (Bureau of Labor Statistics, 2003).

The vast majority of victims were workers in retail and personal services, such
as cashiers, clerical personnel, and taxi drivers. These attacks are generally oppor-
tunistic and may involve venues in which protective measures (i.e., bullet-resistant
glass, immediate door-locking mechanisms) are considered an expensive luxury
{NIOSH, 1996). Forensic psychologists are generally not consulied about specific
threat assessment in these cases as the homicidal events are usually spontaneous.
However, forensic psychologists can play a role in preincident planning by helping a
business become aware of situational specificity of aggression, preattack verbal
and nonverbal perpetrator communication, and victim behavioral responses that
can lead to increased safety.,

As was the trend with workplace homicides, the overall violent victimization
rate dropped precipitously from 55 to 33 per 1,000 employees between 1993 and
1999 (Bureau of Justice Statistics, 2001). In the most robust study done to date, it
is estimated that approximately 6 million workers were threatened yearly in the
workplace (Northwestern National Life, 1993). There are an estimated 1,700,000
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“violent victimizations” yearly in the workplace. Compared (o being killed in the
workplace, a worker is 150 times more likely fo be sexually assaulted and 1,600
times more likely to be the victim of a simple assault (U.S. Department of Fustice,
2004). This data may be inaccurate due to reporting mechanisms available and the
hesitancy of victims of workplace violence to acknowledge these episodes.

In general, workplace offenders were not known to their victims in over half of
the assaunlts. However, teachers and mental health workers knew about two-thirds of
their assailants. Men (49.6%) were more likely than women (40.2%) to report a
workplace crime to the police. When the crime was rape or other sexual assault in
the workplace, it was reported 24% of the time, compared to 71% of robberies
being reported. The occupational field reporting highest workplace violence was
law enforcement (74.8%), and the lowest was mental health (22.9%; Bureau of Jus-
tice Statistics, 2001).

In summary, out of about 600 to 800 annnal workplace homicides, approximately
160 to 200 homicides occurred in which a personal relationship was established
prior to the event (i.e., work associate; a relative, such as husband or wife; or other
acquaintance, such as current or past boyfriend/girlfriend). Men were almost four
times as likely to be killed by a work associate and women were almost twice as
likely to be killed by an intimate partner or other personal acquaintance (Bureau of
Labor Statistics, 2003). The implications for domestic violence spilling over into
the workplace are addressed later in this chapter.

CONSEQUENCES OF WORKPLACE VIOLENCE

Eleven percent of employees in the Northwestern National Life (1993) survey
indicated that they considered bringing Mace to work, and approximately
4% thought about bringing a gun to the job. Of those attacked at work within the
year prior to the survey, 40% contemplated bringing Mace to work, and about
20% thought about bringing in a gun. The hidden and tangible costs of a work-
place violence event can be substantial. Individuals who are victims of violence
are likely to miss more days of work, have higher workers’ compensation com-
plaints, change jobs more frequently, make more medical claims, soffer higher
rates of burnout, and generally be more dissatisfied than other workers (Budd,
Arvey, & Lawless, 1996). American businesses lose over $4 billion a year in
productivity and business disruption due to violence (Albrecht, 1997). How-
ever, Castillo (1995) indicated, research about nonfatal violence may not always
be accurate.

DEFINITION OF WORKPLACE VIOLENCE/AGGRESSION

Over the past 30 years, aggression in the workplace has been labeled work harass-
ment {Brodsky, 1976), wnreliable workplace behavior (Hogan & Hogan, 1989),
workplace violence (Kinney & Johnson, 1993}, and counterproductive work behay-
ior (Fox & Spector, 1999). A general definition of violence is “the actual, at-
tempted, or threatened physical harm to another persom that is deliberate and
nonconsensual” (Webster, Douglas, Eaves, & Hart, 1997, p. 13). Reiss and Roth
(1993) take a parsimonious route by defining violence as an action by a perpetrator
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that creates a fear in, attempts to harm, or does harm the victim. National Institute
for Qccupational Safety and Health (NIOSH) defines workplace violence as “all vi-
olent acts, including physical assaults and threats of assault, directed toward persons
at work or on duty” (Jenkins, 1996, p. 6). Although Webster et al. (1997) note that
dangerousness is viewed as a trait and violence as an event, the author of this chap-
ter believes that violence is the outcome of putting a potentially violent person in a
specific set of circumstances.

Workplace violence is a special type of violence and thus deserves a unique def-
inition. The following definition of workplace violence is suggested: an intentional
act committed by an individual or group for the purpose of (or resulting in) psycho-
logically and/or physically affecting an organization or persons associated with an
organization. This definition encompasses the following dimensions: (2) inten-
tional act—the initiating event is a reflection of a purposeful series of behaviors;
(b) individual or group—the perpetrator(s) may be acting individually or may rep-
resent an ideological position, such as a terrorists; (¢) purpose of (or results in)—
the behavior may have an intended course or may cause an outcome that; (d)
psychologically and/or physically effects—violence can both psychologically
destabilize and physically harm the intended target (most events of workplace vio-
lence are more likely to psychologically, rather than physically, impact the target);
and (e) an organization or persons associated with an organization—a business’s
capacity for continuation can be significantly disrupted, for example, by an attack
on its computer system. In that instance, no individual employee would be hurt, but
all employees might suffer the repercussions of such an attack. This part of the def-
inition also recognizes the self-injurious (suicidal) behaviors by the perpetrator,
that the location of the threatening event does not have to physically be at the work-
place, and that unintended targets need to be considered (Stock, 2002).

CAUSES OF WORKPLACE VIOLENCE/AGGRESSION

There is some semantic splitting between the concepts of aggression, such as any at-
tempt to harm (Tedeschi & Felson, 1994), and violence (direct, impactful, and
physical behavior; Neuman & Baron, 1998). For our purposes, workplace violence
is at the far end of the workplace aggression continuum (see Table 20.1).

Forensic psychologists are most often called to consult with business or govern-
ment agencies on issues of workplace violence when the content of the threat is
death or significant disruption of business activity. Although aggression in the
workplace has been described as a continuum in Table 20.1, forensic psychological
evaluations will generally be in the high-risk (7 to 10) range.

R. A. Baron and Richardson (1994) suggest that the root causes of workplace vi-
olence can be segregated into five distinct categories: (1) physical aspects of the
workplace (e.g., ambient temperature, auditory overloading, close physical proxim-
ity to others); (2) social impact (e.g., group and societal expectations as to appro-
priate and inappropriaie workplace behavior, coupled with individual expectations
and interactions); (3) biological causes (e.g., hormonal influences, specific arousal
[limbic] pathways, physical/neurological disorders, level of consciousness as medi-
ated by psychoactive substances); (4) cognitive distortions (e.g., misinterpretation
of events, linked associations between the current disruptive event and past similar
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Table 20.1  Aggression in the Workplace

1
2
3

Y. TN

[re]

10

Withholding minor information
Spreading rumors Low Risk
Verbal argument

Work slowdown

Misdirected activities

Minor computer sabotage
Nounlethal threats/harassment

Moderate Risk

Environmental aggression/lethal threats
Nonlethal attack High Risk
Lethal attack

behaviors); and (5) individual personality confributions (i.e., specific personality
characteristics of the aggressor).

James (1998) has identified six unique justification mechanisms that give the
perpetrator an “excuse” for aggression:

1.

Hostile attribution bias: The employee believes actions by coworkers, even
those behaviors others might see as positive, are intended to hurt the em-
ployee. For example, by making the employee a project manager of a difficult
endeavor, the supervisor is intentionally setting the employee up to fail.
Other employees would view the same assignment as a positive challenge.

Retribution bias: Aggression is legitimized as the vehicle to regain respect
or get even. Maintenance of the relationship is secondary to vindication
and revenge.

Derogation of target bias: The flaws of the target are amplified and positive
attributes are devalued.

Victimization by powerful others bias: Themes of exploitation and perceived
injustice attributed to the target cast the perpetrater in the role of victim.

. Potency bias: Being perceived by others as strong, assertive (aggressive), or

fearless is enhanced by acting against those in a position of authority/strength.
Conversely, any indication of weakness by the perpetrator is seen to invite ag-
gression from the {arget.

Social discounting bias: Using “socially unorthodox” or antisocial ideas to
justify aggression, the perpetrator will significantly embrace nontraditional
values and unconventional beliefs.

LEGAIL AND ETHICAL ISSULS

Forensic psychologists must be familiar with the special legal constructs, legislative
requirements, and ethical constraints for the area in which they practice. Because of
the unique nature of forensic consultation to the workplace, the forensic psycholo-
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gist may be exposed to liabilities and issues not previously encountered, This sec-
tion describes key legislative, legal, and ethical workplace-retated concerns.

Legislative Issues

The U.S. Department of Labor’s Occupational Safety and Health Administration
(OSHA) was initially concerned about deficits in workplace environmental safety
that could lead to physical injury. The OSHA general duty clause indicates that an
employer “shall furnish to each of his employees employment and a place of em-
ployment which are free from recognized hazards that are causing or are likely to
cause death or serious physical harm to his employees” (Occupational Safety and
Health Act, 1979). In 1992, OSHA exiended the general duty clause to include rec-
ognized hazards from violence. Some states, such as California, have adopted lan-
guage similar to that in the OSHA general duty guideline (California Occupational
Safety and Health Act, 1973). The federal OSHA subsequently recognized that spe-
cific environments, such as retail establishments that are open at night and hospitals
and health care/fsocial services settings are at increased risk for violence. OSHA
(U.S. Department of Labor, 1996) eventually promulgated volunieer guidelines for
these types of locations. OSHA also issued an advisory statement requiring those
types of businesses to implement specific record keeping, risk analysis processes,
and training. Some states (Alaska, 2003; Washington Industrial Safety and Health
Services Agency, 1997) have enacted legislation concerning workplace violence
that is not limited to certain types of businesses. Canada (Canadian Province of
Quebec, Labour Standards Act, 2004) enacied North America’s first legislation on
antibullying in the workplace. “Vexatious™ workplace behavior in Canada includes
repetitive, hostile, or unwanted actions that are damaging to the victim’s psycholog-
ical integrity or personal dignity and are harmful to the work environment.

In general, to prove a violation of the OSHA general duty guideline, it must be
established that

(1) a condition or activity in the employer’s workplace presented g hazard to employees, (2)
the cited employer or employer’s industry recognized the hazard, (3) the hazard was likely
to cause death or serious physical harm, and (4) the feasible means existed to sliminate or
materially reduce the hazard. {Biles, 2004, p. 3}

Legal Theories

Legal theories, which are bolstered by judicial decisions, illuminate the minefield
that companies try to maneuver. Foremsic psychologists conducting workplace
threat assessments may find their behavior being examined under the following
legal constructs.

Negligent Action

The basic elements of a negligence action are:

* Duty: Did the company, or with due diligence, could the company have known
about the individual’s propensity for violence?

» Breach of duty: Once put on potice about the potential risk of harm, what did the
company do to mitigate that risk?
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» Causation: Was there a direct nexus between what the company knew, or should
have known, about the potential risk and a subsequent incident?

* Damages: The nature (physical/psychological), type (punitive}, and financial
award are determined in this step.

Several different types of negligent action may directly or indirectly involve the
forensic psychologist:

» Respondent superior: An employer is acting through the facility of an employee
or agent, and if an on-the-job civil liability is incurred due to some fault of the
employee/agent, the employer must accept responsibility. This concept estab-
lishes a “special relationship” between an employer and employee. For example,
if coworker A threatens to kill supervisor B at her home, the employer cannot ab-
dicate its responsibility to protect the supervisor solely because the murder will
not take place on company property.

*  Negligent hiring: The majority of negligent hiring actions focus on failure to do
background screening that would have revealed a record of violence (Grove v.
Rainbow International Carpet Dyeing and Cleaning Company, 1994), but preem-
ployment psychological screening, particularly in a law enforcement environ-
ment, may expose the forensic psychologist to examinaiion of the selection
procedures used (see Borum, Super, & Rand, 2003, for a discussion of screening
for high-risk occupations).

» Negligent security: Based on the information available concerning a foreseeable
risk of violence, did the workplace establish sufficient physical or environmental
barriers to prevent or mitigate against the violent act? (Saelzler v. Advanced
Group 400, 2001). On the surface, this issue would appear to be clearly, and
only, within the purview of the security consultant. However, depending on the
type of risk assessment, a question such as “What is the likelihood the subject
will approach the target within the next 12 hours?” or “Should we put this person
under surveillance to make sure he or she does not approach the target?” may be
asked of the forensic psychologist.

e Negligent retention: This occurs when the employer knows an employee has a
propensity toward violence but permits the employee to retain employment despite
this knowledge (Natasha Saine v. Comcast Cablevision of Arkansas, Inc., 2003).

» Negligent supervision: The company assumes liability for its management team
members or agents when a management person fails to properly supervise an
employee who, ultimately, inflicts harm on other coworkers (Simmons v. U.S.,
1986). A forensic psychologist may be asked to evaluate whether a supervisor is
creating a toxic work environment that could foster organizationally disruptive
behaviors in his or her subordinates. A toxic work environment is characterized
by authoritarian management style, unpredictable discipline patterns, and em-
ployee devaluation.

»  Negligent training: Companies that fail to train employees about specific issues,
such as workplace risk assessment, or offer improper training may be liable. 1t
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would not be recommended for a forensic psychologist to offer a company training
on workplace violence risk assessment that is only brief or superficial. Such train-
ing may lead the employer to the false belief that it can assess risk of violence in
the workplace, resulting in inappropriate decisions with unfortunate outcomes.

Other civil claims arising out of a workplace risk assessment include intentional
or negligent infliction of emotional distress on the victim or wrongful death of the
victim. The subject of the risk assessment may also file claims of defamation of
character, invasion of privacy, wrongful discharge, discrimination, and being a
qualified individual under the Americans with Disabilities Act (ADA).

Forensic psychologists conducting risk/threat assessments should be familiar
with the three main components of the Title I (Employment section) of ADA:

L. Disability: (a) a “physical or mental impairment” that “substantially limits”
one or more of the “major life activities” of an individual, (b) a “record” of
such an impairment, or (c) “being regarded” as having an impairment.

2. The need for reasonable accommodation: Employers must attempt o make
“reasonable accommodations” for the identified mental or physical impair-
ment of otherwise “qualified individuals with disabilities” unless it can be
demonstraied that the accommodation would impose an “undue hardship”
such as significant costs or other difficulty on the employer. A “reasonable
accommodation,” for example, may include physical modification of existing
facilities or job restructuring. However, it is essential for the forensic psy-
chologist to understand that, even if an employee is suffering from a major
mental illness, an employer is not obligated to offer a reasonable accommoda-
tion if the employee represents a “direct threat” to self or others. Evidentiary
factors for a “direct threat” include (a) the duration of the risk, (b) the nature
and severity of the potential harm, (c) the likelihood the potential harm will
occur, and {d) the imminence of the potential harm. A risk of a direct threat
is significant if there is “a high probability of substantiated harm: a specula-
tive or remoie risk is insufficient” (ADA, 29 C.ER., 1900).

3. Discrimination: The purpose of the ADA is to describe a “clear and compre-
hensive national mandate for the elimination of discrimination against indi-
viduals with disabilitics™ through enforceable standards (ADA, § 2, 1990).

~ Discrimination of disabled individuals is barred in job application procedures,
job advancement, discharge, compensation, job training, and “other terms,
condition or privilege of employment” (ADA, § 102(a), 42 U.S.C,, § 12101,
1990).

The Health Insurance Portability and Accountability Act (IITPAA, 1996) has not
yet been subjected to judicial opinion regarding the relationship between a forensic
psychologist in the course of conducting a risk assessment dnd the employee, or
subject of that assessment. Connell and Koocher (2003) offer cogent arguments
why the forensic practitioner needs to be HIPAA compliant: (a) Diagnosis in a
forensic examination may be considered “health care,” and those who perform the
evaluation are “covered entities™; and (b) the forensic examiner may receive health
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care information from another provider. This information must be handled in a se-
cure way. Connell and Koocher make equally persuasive arguments why the type of
evalrations typically done by forensic psychologists do not fall under HIPAA re-
quiremenis: {a) Forensic evaluations are not health care because there is no intent to
treat the subject of the evaluation, and (b) the evaluation is undertaken to answer a
psychological question and forensic evaluation services are not recognized for
third-party insurance payment, They offer the caveat, “Each practitioner must en-
gage in a carefu! analysis of their own practice activities that might qualify as
‘health care’ services” (p. 16).

Ethical Issues

The forensic psychologist must be familiar with and adhere to the “Ethical Princi-

ples of Psychologists and Code of Conduct” of the American Psychological Associ-
ation (APA, 2002). Not having membership in the APA does not excuse a
psychologist from behavior comporting to the generally acceptable ethical princi-
ples of the profession.

The following sections of the “Ethical Principles of Psychologists and Code of
Conduct” (APA, 2002) should be carefully reviewed and followed when conducting a
workplace threat assessinent: 2.01 (Boundaries of Competence); 2.04 (Basics for Sci-
entific and Professional Judgments); 3.05 (Multiple Relationships); 3.07 (Third-
Party Requests for Services); 3.10 {Informed Consent); 4.02 (Discussing the Limits
of Confidentiality); 4.04 (Minimizing Intrusions on Privacy); 6.01 (Documentation
of Professional and Scientific Work and Maintenance of Records);, 6.04 (Fees and Fi-
nancial Arrangements); 9.01 (Bases for Assessment); 9.02 (Use of Assessments);
8.03 (Informed Consent in Assessmenis); 9.04 (Release of Test Data); 9.06 (Inter-
preting Assessment Resulis); 9.08 (Obsolete Tests and Outdated Test Resulis); 9.09
{Test Scoring and Interpretation Services); 9.10 (Explaining Assessment Results).

If a psychologist claims special status, such as being a forensic psychologist,
there is an obligation to follow the “Specialty Guidelines for Forensic Psycholo-
gists” (Committee on Ethical Guidelines for Forensic Psychologists, 1991).

HISTORY OF RISK ASSESSMENT PRACTICES

The concept of risk assessment is not novel to forensic psychology. Risk assessment
methods have been applied to unexploded bombs (Macdonald, Knopman, Lock-
wood, Cecchine, & Willis, 2004), environmental damage (Goklany, 2001), and var-
ious health risks (Bailar, Needleman, Berney, & McGinnis, 1993).

Monahan (1981) initially tattooed into the literature clinicians’ inability to accu-
rately assess the relationship between violence and mental illness by noting that psy-
chologists and psychiatrists were correct in only one out of three predictions
concerning future violence in a known population of violent, mentally ill individuals.

Although mental health clinicians initially argued among themselves about the in-
ability to predict dangerousness, the U.S. Supreme Court believed that it was both
necessary and possible for clinicians to comment about future violence under certain
circumstances. In Barefoot v. Estelle (1983, p. 8), Justice White, perhaps somewhat
naively, noted that the probability to predict that 4 “particular criminal will commit
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other crimes in the future and so represent a danger to the community” was not that
difficult a task because “if it is not impossible for even a lay person sensibly to arrive
at that conclusion,” then psychiatrists should certainly be qualified. In legal chal-
lenges to violence risk assessment outcome, such as sex offender recidivism (Kansas
v. Hendricks, 1997), the Court indicated that a risk assessment process was an ac-
ceptable procedure to assist the trier of fact in deciding whether a sex offender
should be civilly committed to a mental hospital after serving a prison sentence.

Today, most clinicians are familiar with the Tarasoff decision (Tarasoff v. Re-
gents of the University of California, 1976} in terms of duty to warn or protect an
identifiable target from aggression by a patient. This decision emphasized that psy-
chotherapists were required to follow the standards of the profession when assess-
ing the likelihood of future violence. Justice Mosk, in a separate opinion for the
case, asked, “What standards?” Amazingly, the courts today have the same view of
risk assessment. In another California case that will likely extend the impact of
Tarasoff, the Court noted that predicting a patient’s dangerous propensities accord-
ing to the standards of the profession presents four serious problems: (1) “It is al-
most universally agreed among mental health professionals themselves, that
therapists are poor predictors of future violent behavior”; (2) fear of liability will
cause therapists to overpredict “dangerousness”; (3) a duty to warn requirement
may obfuscate clinical treatment; and (4) such expectations of prediction “holds
psychotherapists to an ill-defined community standard” (Ewing v. Northridge Hos-
pital Medical Center, 2004, p. 11).

Monahan’s (1988) negative initial assessment about violence prediction capabil-
ities was attenuated by his positive suggestions concerning the potential use of his-
torical, individual, contextual, and clinical variables in risk assessment. These early
insights formed the basis for the subsequent generations of risk assessment devel-
opment. It is now recognized that the question of violence prediction is not generic.
One model of risk assessment will not fit all possible circumstances that the foren-
sic psychologist is called on to evaluate. This is particularly true with targeted
threat assessment in the workplace. ’

CURRENT RISK ASSESSMENT PRACTICES AND ISSUES

There is currently debate in the forensic risk assessment arena regarding the appro-
priate application of actuarial versus forensic clinical risk assessment procedures.
This is not an easy dichotomy to dissect.

Historically, Meehl (1954) clearly differentiated between clinical (i.e., a hy-
pothesis about individual behavior) and actuarial (i.e., a systemized combining of
information, resulting in a probability statement) methods. He supported actuarial
assessment when possible. Contemporary researchers (e.g., Litwack, 2001) suggest
that actuarial methods are defined by fixed and specific decision rules. For exam-
ple, Monahan et al. (2001) used CHAID (Chi-squared Automatic Interaction De-
tector) to construct a classification tree model for risk.

Based on a review of the divergent forensic literature on actuarial versus foren-
sic clinical risk cvaluation, the following definition outlines the essential minimum
components for a forensic actuarial risk assessment: (a) identification of static
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(fixed or unchangeable; e.g., age, past history of sexual abuse) and/or dynamic
(contemporary and changeable; e.g., escalating violent fantasies) predictor vari-
ables; (b) by empirical method, theoretical formulation, or clinical observation;
{(c) that in optimal combination with each other produces a score; (d) that at a sta-
tistically significant level can segregate the person being evaluated into a discrete
risk class membership (i.e., high, moderate, low) with both sensitivity (true posi-
tives) and specificity (true negatives); (e) on the specific dependent variable being
assessed (e.g., general violence, risk of recidivism, sexual offending, workplace vi-
olence); and (f) over an identified time period.

What constitutes “clinical judgment™ is not well understood. Grove and Meehl
(1996) suggest that clinicians use idiosyncratic, not well-conceived, uninformed
methods to formulate predictions of violence. Notwithstanding this position,
other research (Menzies & Webster, 1995) reveals that clinicians have a better
than chance ability to predict violence. Borum, Otto, and Golding (1993) have
identified specific areas that affect clinical decision making (i.e., limitations in
complex configural analysis, underutilization of base rates, confirmatory bias),
but note that such decisions are not as flawed as the literature might indicate. At
the other extreme, Quinsey, Harris, Rice, and Cormier (1998) believe that any
form of clinical assessment of violence shouid be halted in favor of using solely an
actuarial process. What separates true actuarial measures from clinical judgment
is that statistical (mathematical) methods are consistently utilized to reach an
opinion in actuarial assessment. For example, the use of receiver operating char-
acteristics can compensate for Type I and Type LI errors and adjust for alternating
base rates and selection ratios in calculating an effect size.

As Monahan et al, (2001) noted after the completion of the MacArthur Study of
Mental Disorder and Violence, actuarial insfruments

are best viewed as “tools” for clinical assessment (¢f. Grisso & Appelbaum, 1998)—itools
that support, rather than replace, the exercise of clinical judgment. This reliance on clinical
judgment—aided by an empirical understanding of risk factors for viclence and their infer-
actions—reflects, and in our view should reflect, the standard of care at this juncture in the
field’s development. (p. 134)

Depending on the source, violence risk assessment is in its [ifth (Hall, 2001),
sixth (Donglas & Kropp, 2002), or seventh generation (Banks et al., 2004). The ma-
turing of the field is characterized by the application of more refined statistical
(actuarial) analysis comingling with increasingly informed forensic clinical judg-
ment, including the reliance on multiple sources of data {see Table 20.2). The blos-
soming of the risk assessment field has scen outcome predictions undergo a
metamorphosis from such statements as “My best guess is . . .” (unstructured clini-
cal opinion) to “Based on a combination of muitiple risk factors from these identi-
fiable risk models, Mr. X has Y probability of committing X offense in Z time
frame” (actuarial/informed forensic opinion).

Until this risk assessment issue (forensic, forensic in combination with actuarial,
or purely actuarial) is settled by a court, Duggan’s Law may apply: “To every PhD,
there is an opposite PhD” (Dixon, 1978, p. 132).
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Risk Assessment Instruments

There are several current structured risk assessment guides that have utility for the
forensic psychologist, depending on the population membership of the subject
being evaluated: the Violence Risk Appraisal Guide (VRAG; Quinsey et al., 1998);
the HCR-20 (Historical, Clinical, Risk Management), developed by Webster et al.
(1997); the Sex Offender Risk Appraisal Guide (SORAG; Harris et al., 2003); the
Spousal Assault Risk Assessment (SARA) Guide (Kropp, Hart, Webster, & Eaves,
1999); and the Structured Assessment of Violence Risk in Youth {(SAVRY; Borum,
Bartell, & Forth, 2000).

There are no purely actuarial risk assessment instruments currently available for
assessing workplace violence, but strides have been made in this area. For example,
this author (Stock, 1997) developed the Behavioral Risk Assessment System
(BRASS), a proprietary workplace risk analysis instrument with 23 categories of
behaviorally anchored risk-related activities (i.e., target compliance, volatility,
perceived injustice) that were derived from the literature on violence in general
and workplace violence in particular. Hall (2001) has proposed a Workplace Vio-
lence Risk Assessment Checklist that has 60 items divided into four categories:
(1) historical and demographic; (2) recent events (e.g., acquires firearms or related
lethal equipment or weapons); (3} work attitude and traits {e.g., sense of identity
wrapped up in the job; tends to have poor assertiveness skills); and (4) orpaniza-
tiona! deficiencies (e.g., the organization uses intrusive methods to monitor em-
ployees, especially electronic monitoring; performance standards do not have
built-in employee input).

By bifurcating how an organization’s corporate culture might enhhance the risk
for workplace violence versus the risk factors that focus on an individual employee,
Webster, Bloom, and Eisen (2003) have developed two complementary risk instru-
ments. The Workplace Risk Assessment (WRA-20) samples five domains of an or-
ganization’s structure that, left unchecked, may support the eruption of a violent
event: (1) status (e.g., grievances/human rights complaints); (2) prevention (e.g.,
employee assistance program); (3) communication (e.g., reporting/disclosing
events); (4) responsiveness (e.g., termination process); and (5) environment (e.g.,
management style). The Employee Risk Assessment (ERA-20) samples four do-
mains: (1) historical (e.g., history of suicide attempts); (2) clinical {e.g., substance
abuse); (3) attitudinal (e.g., disgruntled); and (4) situational (e.g., laid off, fired,
demoted, missed promotion). Webster et al. warn about the “provisional, untested
nature” (p. 5) and lack of norms for the WRA-20 and the ERA-20.

None of these instruments should be considered to have sufficiently researched
psychometric properties to be considered a test. In general, the most efficacious use
of these instruments is as a guide to ensure that all domains of the specific risk re-
ferral question are being evaluated and that any actuarial risk information available
is factored into the risk or threat question being addressed.

A NEW MODEL FOR WORKPLACE VIOLENCE ASSESSMENT

People who threaten violence in the workplace are different from those who
threaten in other environments. For example, Monahan et al. (2001) describe it as a
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“rare” risk factor when hospitalized psychiatric patients admit to making a threat;
because “most minimally rational people who do not want to be in a hospital can
consciously suppress the verbalization of such intentions while they are being eval-
uated, direct threats are presumably rare and for that reason will not emerge as
items on an actuarial instrument” (p. 133). Yet, in an unpublished sample of 100
cases of risk assessment in the workplace by this author, in which a threat to kill was
alleged to have been uttered by the subject of the evaluation, approximately 85% of
the examinees acknowledged making such a threat to kill. Another significant dif-
ference between traditional and workplace risk assessment is the triggering event
that propels the request for a forensic psychological threat analysis. For example, in
an unpublished sample by this anthor of 250 cases of threats of violence in the work-
place, 76% involved specific threats to kill an identifiable target(s), 12% threatened
to commit suicide, 8% involved a threat to engage in a behavior that wounld cause sig-
nificant business disruption (e.g., attacks on the critical infrastructure of the busi-
ness such as computer data storage), and only 4% consisted of specific threats that
were likely to have less than lethal consequences (e.g., break someone’s leg). Thus,
the forensic psychologist engaging in workplace risk assessment is likely to be asked
to evaluate the potential for lethal outcome, as opposed to general acts of violence.
In 100% of cases described previously, some type of threatening communication
(face-to-face, third party, e-mail) occurred prior to the forensic psychological as-
sessment. Given the very low base rate of interpersonally targeted workplace hommi-
cide, in the majority of the cases of threatening comununication a prediction of
nonlethal behavior will be correct, even without any data. However, the wrong pre-
diction in those few cases of true positives for lethal bebavior will be catastrophic
to everyone involved (the victim, the victim’s family, coworkers, the reputation of
the workplace, and the forensic psychologist). The forensic workplace violence
threat assessment process needs to be able to optimally distinguish between those
people who threaten and those who actually pose a threat.

All current risk assessment instruments (e.g., VRAG, SORAG, SARA, HCR-20,
WRA, BRASS) utilize HOT (history, opportunity, triggering stimuli) risk vari-
ables interacting with individual characteristics that support violence (Hall, 2001).
A nonexhaustive list may include (a) history of violence, child abuse, violent par-
ent(s); (b) opportunity factors—purchase/access to a weapon, noncompliance with
use of psychotropic medication, release info an environment that supports violence;
and (¢) triggering stimuli-—drug/alcohol nse, changes in relationships.

However, little attention in the risk assessient literature has been paid to con- -

tributing behaviors of the target, or potential victim. This author (Stock, 2000) pro-
poses a model of four separate, but potentially overlapping, interactive domains to be
considered when performing a workplace risk assessment process. These domains
can be sampled using actuarial assessment tools and forensic clinical judgment. Each
area is discussed next and some (but not all) contributing risk variables are de-
scribed. HOT issues are contained in each domain (see Figure 20.1).

1. Employee/subject. This factor focuses on the individual who has allegedly
uttered the threat. It may be a current or past employee, vendor, customer,
patient, or significant other to the targef. Examples of this domain include
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IL

1L

A

i = Employee/Subject

il = Extra Work-Related Variables
Hl = Work-Related Variables
IV = Target/Victim Behavior

Figure 20.1 General configural analysis.

current and past mental state, motivation and means to carry out the attack,
current and past psychoactive substance use, hostile attribution bias, sense
of perceived injustice, volitional controls, and likelihood of behavioral com-
pliance with recommendations.

Extra work-related variables. These factors include situations or events that
are occurring in the subject’s life outside of the workplace but may be con-
tributing to, or mitigating against, violence in the workplace. For example,
health issues for self or important others, financial obligations, disruptive
interpersonal interactions, social status, and support system availability
may be referent conditions.

Work-related variables. These factors include workplace activities, supervi-
sory behaviors, environmental conditions, corporate culture, and coworker
relationships.

Target/victim behavior. The target is the identified (or could be identified)
focus of the threat. The target may be an individual, group of individuals, or
the entire business entity. Target assessment includes reasons for target se-
lection, likely target compliance with protective measures, psychological
status of target, and relationship to the subject making the threat.

This model may serve to assist the forensic examiner in the risk abatement pro-
cess. To illustrate the use of this maodel, consider that employee A has threatened to
kill employee B. Category I analysis indicates that A currently drinks eight beers a
day, is currently in treatment with a psychiatrist and is on psychotropic medication,
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i = Employee/Subject

H = Extra Work-Reiated Variables
i = Work-Related Variables
IV = Target/Victim Behavior

Figure 20.2 Case-specific overlap.

believes B has treated him unfairly, and blames B for his work problems. Category
1I analysis finds that Employee A’s father is terminally iil, causing him significant
stress; the employee is filing for bankrupicy; and his wife has recently informed
him that she wants a divorce. Category I1I analysis reveals that the employee works
in a physically uncomfortable environment; his coworkers do not like him; his com-
pany is contemplating disciplinary action against him; and the corporate culture
supports, by ignoring, incidents of teasing and bullying. Category IV analysis sug-
gests that the target of the threat, Employee B, teases Employee A mercilessly.
Even after human resources intervention, B continues to make inappropriate re-
marks to the subject. Conceptually, this case presents with significant overlap in all
domains (see Figure 20.2).

To enhance the risk mitigation strategies, the company, in consultation with the
forensic psychologist, decides to relocate Employee B to another plant site. This is
enough to disrupt the violent event by removing the target, even though categories [
through I1I continue to indicate contributing risk factors (see Figure 20.3).

The purpose of this model is to analyze the overlap of the four contributing be-
havioral areas of concern and identify those unique risk variables that can be ma-
nipulated, in a specific sequence, to reduce the risk to the identified target(s). This
model suggests that not all issues need to be addressed equally. Those variables, in
this case, target behavior that can be identified and changed, may be sufficient to
significantly reduce the risk. As the domain overlap increases, more complicated
risk reduction strategies will be in order.
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(=

| = Employee/Subiject

Il = Extra Work-Related Variables
lit = Work-Related Variables
IV = Target/Victim Behavior

¥

Figure 20.3 Case-specific risk strategy.

ISSUES IN CONDUCTING A WORKPLACE TARGETED
THREAT ASSESSMENT

Four general classifications of workplace aggressors have been identified:

Type I: The aggressive act is generally committed during the commission of a
crime. The perpetrator has not specifically targeted the victim based on prior
work-related interpersonal friction. These crimes are opportuaistic and often
spontaneous. (The forensic psychologist will not be called on to do a targeted vi-
olence threat assessment on the Type [ perpetrator.) Prevention for this type of
violence is enhanced security measures.

EXHIBIT 2
14-0297
Page 128 of 184



Workplace Violence: Advances in Consultation and Assessment 529

Type II: The perpetrator is a customer, client, resident (e.g., pupil, inmate, patient),
or other recipient of services provided by the victim employee’s organization.

Type II1: The perpetrator has a specific current or historical employment rela-
tionship to the workplace (e.g., ex-employees, vendors, or current employees).

Type IV: The perpetrator may or may not be an employee, but the motivation for
the threat is extrawork related (e.g., domestic violence). In this classification,
the interpersonal tension between the perpetrator and the victim migrates from
outside of the workplace (Injury Prevention Center, 2001).

Risk assessment and targeted violence threat assessment are two distinct, but
sometimes overlapping processes. Reddy et al. (2001) define targeted violence as
pccurring “where both the perpetrator and target(s) are identified or identifiable
prior to the incident” (p. 157). Some risk assessments (e.g., domestic violence) may
have an identifiable target, but most risk assessments do not (e.g., Is a patient ready
for discharge into the general community? Is the inmate ready for rejease into the
general population of the prison? Does the sexual offender pose a general risk for
recidivism?). The distinctions between general risk assessment and workplace tar-
geted threat assessment are described in Table 20.3.

Table 20.3 Risk versus Threat { Targeted Violence) Assessment:

Risk Assessment "Threat Assessmeni

Goal is to predict future behavior. Person may  Goal is to prevent harm to targeted person;
already be in custody or involved in some type  subject not likely in custody; legel control may

of difficulty. not be possible when threat is issued.
Before an action is taken (release, proba- Some action may be taken before assessment

tion), a risk assessment is initiated: Sitwation  is completed: Situation is dynamic.
is static, Base rate usually available.

No identifiable, specific victim. Usually a specific target/asset identified.

\ A

Assessment is comparison to z known reference  Assessment may not have comparison to a

group {base rate). reference group (base rate}.
Protective options/inhibitors are already Protective options/situation management
in place. is fluid.

\) \:

Decision is yas/no if high risk. Don’t engage If credible threat, decisions depend on rapid-
in questioned event (release/probation). ity of activity toward target and avallable
options to reduce hacm.
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Depending on the workplace environment of the target, the lack of a direct threat
to the target does not decrease risk. For exampie, a U.S. Secret Service study found
that in the past 50 years, 43 people have attempted attacks on public figures in the
United States. None of them directly threatened the intended victim (Fein &
Vossekuil, 1999). The targeted threat assessment approach has three guiding princi-
ples: (1) “Targeted violence is the result of an understandable and often discernable
process of thinking and behavior™; (2) “violence stems from an interaction among
the potential attacker, past stressful events, a current situation, and the target™; and
(3) identification of the subject’s “attack-related behaviors™ is possible (Borum,
Fein, Vossekuil, & Berglund, 1999, p. 329).

Given these rather broad contours of the threat assessment process, how does the
forensic psychologist conduct a targeted workplace threat evaluation? In general,
one answer is: cautiously and prudently. The following are basic issues to be con-
sidered in conducting a forensic threat assessment:

Preevaluation Issues

« What is the specific purpose of the threat assessment, and am I qualified to
conduct such an evaluation? For example, a fitness-for-duty evaluation of a police
officer (Borum et al., 2003) is a different process, in terms of legal, ethical, and
risk factors, from evaluating an employee who has threatenad to kill a coworker.
Due to the current state of the art of workplace violence targeted threat assessment,
the forensic psychologist must be up-to-date on those risk variables that empiri-
cally demonstrate some predictive utility, but should also use forensic/clinical acu-
men acquired performing similar types of evaluations. Supervision by a qualified
forensic psychologist is often helpful.

o What is the relationship between the evaluator and the subject of the evalua-
tion? In general, it is considered unethical for a forensic psychologist to both evalu-
ate the potential perpetrator of workplace violence and treat the same individual as
a patient. However, this does not mean that a treating clinician, with proper autho-
rization, cannot provide data that may inform the risk abatement process.

» What type of notification of informed consent must be provided? Neither the
“Hthical Principles of Psychologists and Code of Conduct” (APA, 2002) nor the
“Specialty Guidelines for Forensic Psychologists” (Committee on Ethical Guide-
lines for Forensic Psychologists, 1991) specifically address informed consent in the
context of a workplace violence threat assessment process, but general guidelines
can be inferred and documented in the consent form:

—If the subject is being mandated to participate, this should be clearly stated.

—Under most circumstances, there is no psychologist-patient relationship; the
person is undergoing a forensic threat assessment, not psychotherapy. Al-
though the forensic psychologist will have a professional relationship to the
examinee, confidentiality does not exist.

— These is no privilege (control) of the evaluation records by the subject of the
evaluation. The client is the company making the referral. A report may be
generated or information discussed with the referring company. The forensic
psychologist, of course, should use discretion about disclosing information. it
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is iroportant to be familiar with applicable state and federal statutes concern-
ing what kind of, and under what circumstances, information can be released,
even with a signed consent form.

—All possible outcomes of the risk assessment should be disclosed. For example,
in a fitness-for-duty threat assessment these would include (a) fit for duty with-
out restrictions, (b) fit for duty with mandatory counseling, (c) temporarily
unfit for duty with mandatory counseling, or (d) permanently unfit for duty,

By informing subjects of the possible outcomes, they can determine if they want
to participate in the evaluation. If they elect not to participate, consequences of the
refusal (possible job termination) should be discussed. The minimum acceptable
forensic practice in a face-to-face risk/threat assessment is written informed con-
sent, Such notification should be carefully documented. Verbal informed consent is
acceptable for those occasions when a remote threat assessment (e.g., by telephone)
may be necessary. =

» Who has access to the results.of the evaluation? Although privilege is waived
during most forensic risk assessments, the subject of the evaluation may be entitled
to a summary of the examiner’s findings. This feedback may be verbal or written at
the forensic psychologist’s discretion.

» If psychological tests will be utilized, can the examiner demonstrate the utility
of the test to the assessment question being asked? There is great debate in the
forensic arena about the use of projective tests, such as the Rorschach (Gacono,
Evans, & Viglione, 2002; Wood, Nezworski, Stejskal, & McKinzey, 2001; Chapter
3). The justification for use of projective technigues in workplace risk assessment
should be carefully considered. There are specific tests (e.g., Hilson Safety/Secu-
rity Risk Inventory [HSRIJ; Inwald, 1995), that, although not normed on workplace
violence perpetrators, include germane questions related to violeat or “risky” be-
havior. For example, the HSRI has scales that measure “lack of anger control,”
“risk taking patterns,” and “lack of work ethic.” Inwald, the test developer, indi-
cates there is “an inverse relationship between lack of social judgment and work
history to engaging in anti-social behaviors and risk taking patterns” (R. Inwald,
personal communication, May 2003).

« Who does the evalnator guestion and in what order? It depends on the nature
of the threat. For example, if an employee calls from home indicating that she will
bring a bomb to work in 4 hours, it is probably more prudent to direct the initial risk
assessment questions (o her, as opposed to gathering a group of her coworkers 1o in-
terview. Collateral sources are often helpful to inform the unfolding events.

THE WORKPLACE TARGETED THREAT ASSESSMENT PROCESS

One model for assessing targeted violence in the workplace is based on the threat
assessment protocol developed by the United States Secret Service. This procedure
is defined as “a set of operational activities that combine the use of an investiga-
tive process and information gathering strategies with target-violence relevant
questions” (Reddy et al., 2001, p. 168). This definition may seem similar to other
risk assessment strategies, yet there are significant differences in its theoretical
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underpinnings. Empirically guided or actuarial systems are inductively based
(Turvey, 1999), using risk factors derived from a known population to classify the
examince into a discrete risk category and then derive an intervention strategy.
The Secret Service threat assessment approach is deductive, based on a series of
10 research-based questions (Fein & Vossekuil, 1598).

'Three core principals form the bulwark. First, targeted violence is predicated on
the thinking processes and preattack behaviors of the subject that are identifiable.
For example, weapon selection, method of attack, purpose of attack, and psychologi-
cal factors should be considered. Second, targeted violence occurs because of a spe-
cific interaction between the perpetrator and the target, mediated by current and past
situational (stressful) contextual experiences. Third, specific factors about the tar-
get, including environmental vulperability and the subject’s information-gathering
processes about the target’s behaviors and lifestyle, are considered.

This process focuses on information gathered about each unique case to generate
inferences (as opposed to relying on risk factors) to determine if the individual sub-
ject is on a pathway of aggression toward an identified, or identifiable, target. Mul-
tiple collateral sources of daia are explored. The rate of this acceleration toward the
target is captured in the acronym ACTION (Borum & Reddy, 2001): '

Attitudes that support or facilitate violence: Does the subject believe that vio-
lence is a justifiable solution? What provocation is necessary to engage in the vi-
olent act? Will this violent act support the ultimate goal of the subject?

Capacity: What are the subject’s physical and intellectual abilities to carry out
the threat? Does he or she have the means {e.g., access to weapons) and opportu-
nity (¢.g., proximity) to carry out the attack?

Thresholds crossed: Has the subject engaged in illegal behaviors (e.g., stalking)
to further the plan for violence? Does the subject care about going to jail?

Intent: Many people threaten, but few carry out the threat. The key question is
whether the person has psychologically shifted from rumination about an attack
to action toward the target.

Others’ reactions: Some social support systems (e.g., terrorist groups) encourage
violence. Other support systems {(e.g., family, influential coworkers) may dis-
courage or interfere with the aggressive act. Interpersonal insensitivity, as re-
flected in lack of interest in other people’s opinions to mitigate violence, may
put the subject at increased risk.

Noncompliance: How likely is the subject to be compliant with work recommenda-
tions (i.e., avoid the target) and treatment recommendations? Does the subjectev-
idence sufficient insight about his or her own contribution to the current situation?

Intervention strategies are then devised to disrupt the pathway to violence. By
attempting to distinguish between the issuance of a threat and the intent to imple-
ment the content of the threat, the emphasis is placed on risk mitigation, as opposed
to solely risk prediction. Following are the 10 key questions identified in the Secret
Service study (Fein & Vossekuil, 1998), along with comments by this chapter’s au-
thor on their application specifically to workplace targeted threat assessment.
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Question 1

What motivated the subject to make statements or take action that caused him or her
to come to attention? People do not necessarily threaten before they take an
aggressive action. Therefore, the forensic psychologist should inquire about why this
event is now taking place. In the workplace, such motivations may include
(a) disruption of normal business routine, (b) informing the workplace of a potential
problem, (c) intimidating the target, or (d) calling attention to self to prevent homi-
cide/suicide. In this author’s experience, a sense of “perceived injustice” frequently
permeates workplace threats. This may be overlooked by forensic psychologists,
perhaps because of a lack of familiarity with the organizational retaliatory behavior
(ORB) iiterature. Skarlicki and Folger (1997) define ORB as specific disraptive be-
haviors by an employee who feels he or she was treated unfairly by the employer.
Perceived injustice has its grounding in equity theory (Homans, 1961), which eval-
nates the income-output expectation ratio between iwo employees or an employee
and an organization, Distributive injustice occurs when an employee perceives that
he or she has not teceived a fair share of the bounty a company has to distribute,
such as time off, a bonus recognition for a task, or a pay increase (Greenberg, 1990).
A sensc of procedural injustice occurs when the employee believes that the organi-
zation’s policies and procedures are being enacted in an inconsistent, biased, or un-
ethical way (Cropanzano & Folger, 1989). An employee may perceive interactional
(or interpersonal) injustice by a supervisor’s lack of respect, not providing adequate
information about decisions, or acting in an interpersonally insensitive manner. A
perception of unjust treatment in the workplace may lead to retaliaiory behavior in

* an attempt to reestablish psychological equilibrium. Such acts generally do not in- -

clude significant physical aggressjon (Skarlicki & Folger, 1997).

Although retaliation is certainly important to understand motivation, this aunthor’s
experience suggesis, and recent literature supports, that the difference between those
who threaten and those who pose a realistic threat is the presence of the need for re-
venge (Bies & Tripp, 2005). Aquino, Tripp, and Bies (2001) define revenge as an ac-
tion by an employee in the face of perceived injustice that serves to injure or punish
the wrongdoer. Retaliation consists of a set of less than lethal bebaviors. Revenge is
the motive for interpersonal aggression. A workplace targeted threat assessment is
incomplete without inquiry into perceived injustices and motivation for revenge.

Question 2

What has the subject communicated to anyone concerning his or her intentions?
There are three kinds of threats:

1. Direct threat: The specific target, specific perpetrator, and specific outcome
are clearly identifiable. Significant linguistic analysis is not necessary to un-
derstand the content of a direct threat.

2. Conditional threat: The unique conditions that must be present for the ag-
gressive act to happen are described (e.g., “If you don’t bring my tools back
tomorrow by 8 A.M., then I’m going to punch you in the head”). A conditional
threat may allow a quick de-escalation of potential aggression. by satisfying
the “if” part of the threat; in this case, return of the tools. However, this is not
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to suggest that conditional threats are any less serious than direct threats, but
this type of threat may ailow for rapid mitigation strategies to be enacted.

3. Veiled threat: The receiver of this communication generally responds by ex-
periencing a physiological sensation of uneasiness but cannot pinpoint the
exact threat content. There is a lack of specificity of outcome and motivation
for action in this type of threat, such as a statement by an employee to a su-
pervisor: “Tomorrow you'll be sorry.” Typically, threats will be delivered to
one or more audiences: (a) the target, (b) coworker(s), (c) a supervisor, (d) a
family member, or (¢) organizational representatives (e.g., human resources,
security, or occupational health). The threat delivery system may be verbal,
written, or even a videotape. Special attention should be paid to the subject’s
report of impending loss of volitional control.

Question 3

Has the subject shown an interest in targeted violence, perpetrators of targeted vi-
olence, weapons, extremist groups, or murder? Some individuals who threaten in
the workplace evidence identification with the aggressor. They may verbalize, “1
understand why the person ai another company killed his supervisor. I'm in the
same spot he was in.” Weapon inquiry should not only focus on access to weapons,
but, more important, whether the subject envisions the weapon as a “power equal-
izer” against the target. Inquiries about contemporary weapon proficiency practice,
special weapon training, and type of weapon availability is appropriate. Too fre-
quently, a weapon is interpreted to be a handgun, rifle, or shotgun. Also inquire
about explosives, biological and chemical agents, and exotic weapons-such as com-
pound hunting bows and martial arts devices. Membership or interest in extremist
groups that esponse violence should be evaluated.

Question 4

Has the subject engaged in attack-related behavior, including any menacing, harass-
ing, and/or stalking type behavior? Attack-related behaviors include gathering in-
telligence on the victim’s habits and lifestyle, analysis of security protective
barriers and procedures in the workplace, and approaching the victim in novel or
unusual ways. Stalking is described as multiple approach behaviors toward a target
that cause the target to fear for his or her safety (Meloy & Gothard, 1995). Meloy,
Davis, and Lovette (2001) identified three risk factors of violent stalkers that dif-
ferentiate them from nonviolent stalkers: {1) history of sexual intimacy with the
victim, (2) lack of Axis I major mental disorder, and (3) an explicit threat.
Domestic violence, which may or may not include stalking, clearly affects the
workplace. In a 1997 national survey, 74% of domestic violence victims reported
being harassed at work by their abuser (Wells, 2004). Triggering behaviors by the
victim should be examined. For example, Walker and Meloy (1998) noted that a
woman is at highest risk for spousal homicide after a separation has been initiated.
A significant finding by Rosenfeld and Harmon (2002, p. 672) in a study of “stalk-
ing and obsessional harassment” was that “criminal history and previous violence
was unrelated to violence in the course of stalking and harassment cases” based on
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access to official arrest records. This finding is in stark contrast to other, similar
research (Mullen, Pathé, Purcell, & Stuart, 1999) and suggests that in special cir-
cumstances such as harassment and stalking, the reliance on the dictum of past be-
havior predicting future behavior needs to be judiciously applied.

Question 5

Does the subject have a history of mental illness involving command hallucina-
tions, delusional ideas, feelings of persecution, and so on, with indications that the
subject has acted on those beliefs? The true base rate for mental disorder for those
who threaten or carry out threats in the workplace is largely unknown. Feldman
and Johnson (1996) studied 252 incidents of workplace violence. They- gathered
information from news accounts and personally conducted consultations. The
most frequent diagnosis for the perpetrator was Antisocial Personality Disorder
(20.71%), followed by depression (18.93%), substance abuse disorders (13.93%),
and psychotic disorders (10.36%). A human resource publication (JOMA, 2005)
cites a reconstructive study using media sources that found a mental health history
of 13.4% in perpetrators of workplace violence.

Clinical common sense has suggested that the presence of a major mental illpess
greatly enhances the probability of violence due to fack of volitional control. Some
research (Binder & McNiel, 1988) suggests that because of hyperarousability and
other dyscontrol symptoms, individuals in the manic phase of a Bipolar Type Dis-
order are at a higher risk for acting out inappropriately. Monahan et al. (2001)
found that in discharged psychiatric patients, the 1-year prevalence rate for vio-

_ lence was almost twice as high for those diagnosed with depression (28.5%) versus

a diagnosis of Schizophrenia (14.8%). Patients diagnosed with Bipolar Disorder
were in the middle (22%). However, a multiplier (two to three times) for violence
across all three groups was the concomitant use of alcohol or drugs. The highest
group at risk for violence was diagnosed with a personality or adjustment disorder
and substance abuse.

The key forensic risk factors for those with a mental disorder are (a) substance
use in combination with diminished behavioral control, (b) medication/treatment
noncompliance, and (c) the presence of violent thoughts (Monahan et al., 2001).
Grisso, Davis, Vesselinov, Appelbaum, and Monahan (2000) devised a useful tool,
the Schedule of Imagined Violence, to systematically evaluate violent cognitions in
a structural way by inquiring about presence of violent thoughts; recency, fre-
quency, chronicity of violent thoughts; type of harm planned; target selection;
change in seriousness of harm; and proximity to the target.

Threat/control override delusions should be asked about. These are a special
kind of delusion that require a focused investigation. The astute forensic examiner
will ask the subject: “Is someone trying to harm you?” “What is the motivation
to harm you?” and “Do external forces have the ability to control your actions
or thoughts?” Command hallucinations are another symptom calling for special
attention. Approximately 39% to 89% of psychotic individuals who experience
command hallucinations, including commands to corumit violence, comply (Hersh
& Borum, 1998). The forensic examiner should inguire about the identity of the
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voice, the frequency and context of past compliance with a specific command, cur-
rent ability to resist the command, the presence of a delusional belief that supports
the command, and if there is a specific command for violence.

Question 6

How organized is the subject? Is he or she capable of developing and carrying out
a plan? FRI studies of serial killers have proposed an “organized” versus “disor-
ganized” scheme (O Toole, 1999). Even a very disorganized perpetrator is capa-
ble of carrying out 2 fatal attack. The forensic examiner should evaluate current
cognitive abilities, focusing on the capacity to (a) concentrate on tasks, (b) link
together various sources of data, (c) acquire a weapon, (d) move toward the target
in a logical and perhaps undetected way, and (e) defeat security/protective barri-
ers. By adopting the perpetrator’s model of the world, the forensic psychologist
should also evaluate what mitigating/aggravating factors about the attack can be
envisioned.

Question 7

Has the subject experienced a recent loss and/or loss of status, and has this led io
feelings of desperation and despair? Losses, real or imagined, can be pathways to
impaired function. For example, Price, Choi, and Vinokur (2002) noted that an ac-
tivating event such as job loss, perceived as a reduction in personal control, may be
expressed as a mental health issue. The nature of the loss, ranging from the death of
a pet (Sharkin & Knox, 2003) to deficits in physical ability (Rothermund & Brand-
stidter, 2003) and loss of a job, may not correlate with the perceived psychological
value of the loss. Areas of inquiry should focus on loss of relationships, environ-
mental /material possessions, and perceived status changes. After identifying the
area(s) of loss, it is advisable to examine the relationship between perception of the
loss, the psychological impact of the loss, and subsequent action regulation control.
An inverse relationship exists between despair and resilience such that the more
desperate the person becomes and the higher the attribution bias of cause of despair
to the target, the higher the risk.

The study of resilience is relatively new (Bonanno, 2004), but application to
forensic risk assessment is apparent. The core question is how sufficient is the
perpetrator’s ability to maintain psychological equilibrium following a significant
loss. Analysis should be on the personality trait of “hardisess,” which has three
components: (1) finding a purpose in life, (2) the capacity to evaluate and influ-
ence the oufcome of current precipitating events, and (3) the belief that one can
benefit from both positive and negative life experiences (Kobasa, Maddi, &
Kahn, 1982).

If an individual threatens to commit suicide, and the attribution for the suicidal
ideation is attached to the workplace, he or she is at higher risk for committing
homicide in the workpltace (Burgess, Burgess, & Douglas, 1994). That is, employees
who say “This place is driving me crazy and I’m going to kill myself here at work”™
have less inhibition for lethal attack on their tormentors because they have decided
to end their own life.
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Over a 10-year period (1992 to 2001), 2,170 workers committed suicide in the
workplace, about 3.5% of all workplace fatalities. At work, an individual is at
higher risk from homicide than suicide. Away from work, the oppoesite is true.
Ninety-four percent of work-related suicides were men. Relative risk indicators that
increase risk for suicide in the workplace are sex (male), race (Caucasian), age (55
and older), and being self-employed. Among all occupations, police officers had
the highest relative risk {Pegula, 2004).

Question 8

Corroboration. What is the subject saying, and is it consistent with his or her actions?
As noted previously, most subjects who threaten to kill in the workplace admit to the
threat. This author’s experience suggests that the main motivation for threatening is
to call attention to perceived grievances in the workplace. Secondarily, these subjects
want some intervention to disrupt their plan, without the perception that they cannot
conirol their own behavior. Although the subject may acknowledge making the threat,
he or she may tend to dissimulate about culpability in the events leading up to the
threat by saying, “Yes, I said I would blow the place up, but I was just kidding. I was a
little mad, but anybody in my place would be and I didn’t say I would bring in dyna-
mite and attach it to the main generator of the plant.” Therefore, multiple collateral
sources of information (e.g., coworkers, supervisors, and employment records} are im-
portant. The ability to assess credibility of received information is a critical skill for
a forensic psychologist. Familiarity with the literature on the detection of behavioral
deception (Frank & Fkman, 2004) is advisable.

Question 9

Is there concern among those who know the subject that he or she might take action
based on inappropriate ideas? The potential of imminent behavioral dysregulation
should be addressed. The pioneering work by Dollard, Doob, Miller, Mowrer, and
Sears (1939) on the relationship between frustration and aggression is highly rele-
vant. Specific attention should focus on environmental conditions that lead to frus-
tration, the emotional response (such as anger to the workplace event), and the
cognitive appraisal systems engaged in response to the provocation of aggression
{Fox & Spector, 1999).

Question 10

What factors in the subject’s life and/or environment might increase/decrease the
likelihood of the subject’s attempting to attack a target? Destabilizing environmen-
tal factors include access to and use of psychoactive substances. Protective (or mit-
igating) factors are important to assess (Swanson et al., 1997). Target availability is
a key factor. A protective strategy of relocating the target does not diminish the im-
pact of the perpetrator’s psychiatric disorder but still significantly decreases risk.
On the other hand, increasing the perpetrator’s social support system, decreasing
workplace expectancies, assessing financial stability, and enhancing treatment
compliance through a workplace behavioral contract are perpetrator-centered risk
mitigation strategies.
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Table 204 The Workplace Targeted Threat Assessment Process

1. Understanding the nature of the threat A. What is the threat?
B. What is the likelihood of imminence of
threat action?
'C. Is a forensic threat assessment needed?

II. Conducting a forensic threat assessment  A. Document everything.
B. Review personnel file (of subject and target)
and ather data sources.
. Interview the subject(s).
. Interview the target(s).
. Interview the collateral sources.
1. Supervisor
2. Coworkers
3. Spousefsignificant other
4. Past employer(s)
. Consider doing a background investigation.
. Use a structured risk assessment methad.

Mmoo

. Protect the target.
. Protect property.
. Consider contacting law
enforcemetit/criminal prosecution.
Consider contacting emergency mental
health provider.
. Consider a restraining order.
. Develop a specific plan based on the risk
assessment to modify/control:
1. Subject behavior ‘
2. Work-related variables
3. Extrawork-related variables
4. Target behavior
G. Tf the subject is going to be terminated,
evaluate if this is a high-risk termination.

II1. Risk management

e O

=

M

The forensic examiner should evaluate not only current protective or destabiliz-
ing factors, but also forecast “what if ” scenarios so that a proactive, rather than a
reactive, risk abatement plan can be implemented. Workplace targeted violence as-
sessment should be conducted in a logical and coherent way (see Table 20.4).

RISK COMMUNICATION

How information about the risk assessment outcome is conveyed greatly influences
the utility of that information. In an attempt to explain communication errors,
Karelitz and Budescu (2004) noted that when “probabilities” are not clearly ex-
plained, errors in communication occur. Such miscommunication between the
sender and the receiver of the information can have disastrous results. Most com-
municators of risk information want to express a clinical opinion (“I don’t think he
is at risk for being violent™), whereas the receiver wants to get precise, numerical
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information (“There is a 60% probability he will be violent”; Wallsten, Budescu,
Zwick, & Kemp, 1993).

Heilbrun, O’Neill, Strohman, Bowman, and Philipson (2000) identified six
strategies for conveying risk information:

(1) The probability that Mr. X will commit a violent act towards others over the next Y
months is X. (2) Mr. X, a Y year old male with a certain status (e.g., *a 45 year old male
with a violence history, no substance abuse problem, and not psychopathic’). (3} Mr. X's
risk of committing a violeat act towards others is (high versus moderate versns fow). (4)
Mr. X’s risk of committing 2 violent act towards others is dependent npon (identified risk
factors); to reduce risk (specify interventions to address each risk factor). (5) Mr. X is
(dangerous versus not dangerous). (6) Mr. X is (%) likely to commit a violent act fowards
others. (p. 142)

The purpose of evaluating an individual in the workplace who has threatened
harm is not to issue a general statement as to whether the person is dangerous or
not. This author believes that the best model for communicating risk assessment in-
formation is to indicate the risk posed by a particular individual (a) with identified
risk factors, {b) engaging in a specific set of behaviors, (c) under described circum-
stances, (d) toward an identified target, (e) within a circumscribed time frame, and
(f) given the information currently available.

RISK MANAGEMENT: THE FINAL STEP

The gods today stand friendly, that we may, Lovers in peace, lead on our days to age! But
since the affairs of men rest still incertain, Let’s reason with the worst that may befall.
—William Shakespeare, Julius Caesar, Act 5, Scene |

As Shakespeare noted: Expect the best and plan for the worst. The goal of the
workplace risk management process is to immediately assess, control, reduce, and
ultimately prevent the act of targeted violence. It is not primarily to psychothera-

peutically intervene with the perpetrator to assist in developing insight into the un- -

derlying dynamics that drive the threatening behavior, although this may certainly
be a secondary outcome.

Risk management strategies have been applied to the determination of insurance
rates (Theil, 2001), risky behavior and outcomes (Warneryd, 1996), and terrorist
attacks (Fleming, 1998). Across all venues, the basic risk management process has
five components:

(1) Identification and evaluation of exposure loss; (2) Development of cost efficient and
effective alternative tools and technignes to effectively avoid, retain, transfer and/or con-
trol these exposures; (3} Selection of desirable alternatives within applicable budgetary
constraints; (4) Implementation and administration of the chosen alternative(s) with
(5) dynamic mounitoring and feedback systems to better assure long-term effectiveness
and efficiency of the ongoing effort, (Ferguson & Theil, 2003, p. 1)

Current forensic risk management approaches generally suggest identification
of specific risk variables and subsequent integration of these into a strategy to
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promote risk reduction { Webster, Douglas, Belfage, & Link, 2000). Kraemer et al.
(1997) suggest that a risk assessment process is separate from the generation of
risk reduction strategies. Others (Douglas, Webster, Hart, Eaves, & Ogloff,
2001) have linked risk management and treatment strategies to specific risk as-
sessment instruments, sach as the HCR-20. Monahan et al. (2001) disagree with
an integrated risk assessment approach and instead opine that it should be a bifur-
cated process. Calling risk reduction a “crucial issue,” they suggested it is “best
addressed on its own merits, separate from the issue of risk assessment” (p. 139).
Monahan and Appelbaum (2000) do acknowledge that there may be “clues” from
the risk assessment process (e.g., substance abuse, anger, and violent fantasies)
that may inform risk management efforts, but they argue that in general violence
assessment, there are too many risk variables to isolate those “causal” factors
unigue to the individual. Most risk management strategies in violence prevention
have focused on “treatable” factors that reside within the subject of evaluation
(i.e., psychological issues), with the assumption that these risk variables can be
manipulated and such manipulation will lower the risk of violence.

However, this author believes that effective risk management involves the abil-
ity to transform risk data into actionable information in a dynamic environment.
Therefore, multiple systems external to the subject of the evaluation {e.g., work
environment, support system, target compliance} should also be examined for
their sensitivity to manipulation and their subsequent impact on the deceleration
of the pathway to aggression. Additionally, it is imperative to factor into the risk
management strategy the likely probability of implementation for each mitigation
strategy. Without such consideration, a sophisticated plan on paper could trans-
late into a real-world disaster. For example, it is determined after a risk assess-
ment that an employee who is significantly depressed and is threatening to hurt a
coworker should be referred to a psychiatrist for psychopharmacology evaluation.
The employee does not meet the criteria for involuntary hospital cormmitiment. The
company is in a remofe location and the next available appointment with a psychi-
atrist is in 6 weeks. The employee indicated that he will keep the appointment but
will not take the medication. Because the probability of medication compliance is
low, other protective measures (e.g., additional security at the plant) might be in
order. This real-world probability assessment shonld form the core of the risk
management process and take place prior to the final risk mitigation presentation
to the company.

A complete risk assessment process includes (a) identifying the perpetrator(s);
{b) identifying the target(s); (¢) quantifying the financial and psychological loss
value of the target, should it occur; (d) analyzing the threat content, including the
capability and intent of the perpetrator; (e) analyzing environmental vulnerabilities
that can be exploited by the perpetrator to gain an advantage over risk mitigation
strategies, and then identifying specific countermeasures (e.g., if the target of the
threat always takes the same route home, a countermeasure would be to have her
take a different route ecach day); and (f) assessing the cost/benefit of proposed
countermeasures. The focus is on protecting the target and controlling the subject.
Trade-offs between cost and benefit are evaluated. For example, putting a subject
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Table 20.5 Tiem Risk Scoring

Risk Score 13 4-6 7-9
Risk level Low to Moderately low to Maderately high o
moderately fow moderately high very high

under surveillance is very costly but may have high protection benefits if the sub-
ject is stalking the target.

Workplace Risk Exposure Formula

Given the paucity of workplace risk management strategies in the forensic litera-
ture, this author postulates a formula to calculate risk exposure level. This for-
mula does not predict, as a final outcome, the actual risk level presented by the
subject. That is only one part of the calculus. The purpose of the Workplace Risk
Exposure Formula (WREF) is to assist the company in recognizing the
liability/risk exposure level of the specific case and what steps need to be taken to
manage such exposure.

R=VLTF + 2(1RL) + NPI + NPC

where R = Overall risk level. VLT = The value of the loss/impact of loss of the tar-
get. IRL = Identifted risk level of the subject’s currently carrying out the threat to
the target based on a risk assessment evaluation (this assessment can be based on
-actuarial, forensic/actuarnial;, or forensic risk data). NPI = Negative probability of
implementation of risk management strategies. This also includes target compli-
ance. The higher the negative probability {decreased likelihood of implementation),
the higher the risk. For example, a risk mitigation strategy is to enroll the subject in
a drug treatment program, but he refuses. The probability of compliance is there-
fore low (i.e., negative probability of noncompliance is high, and continved drug
use increases the chances of behavioral dysregulation). NPC = Negative probability
of countermeasures/protective options being implemented. The fewer the suggested
rescurces for protective functions that are available or utilized, the higher the risk
to the target.

By using a 1 to 9 scale, each item can be assigned a risk weight (see Table 20.5).

After calculating the formula of R = VLT + 2(IRL) -+ NPI + NPC, a total risk
exposure level is suggested (see Table 20.6). The formula emphasizes that the

Table 20.6 Risk Exposure Level

Risk Score 5-15 16-30 31-45
Risk level Low 1o Moderately low to Moderately high to
moderately low moderately high - very high
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identified risk level of the subject (IRL) is of paramount concern and is given a
weighting of twice the other categories.
Following are three different examples using the WREFE,

Illustrative Cases

Case 1

Employee A (subject) said she recently purchased a gun and wants to kill her su-
pervisor (target) because of the way she has been treated at work. Using a targeted
workplace threat assessment process, it has been determined that the subject is cur-
rently using amphetamines, recently dropped out of therapy, is going through a di-
vorce, blames her supervisor for her not receiving a promotion, and has followed her
supervisor home to see where he lives. Risk mitigation strategies include getting
her into a drug treatment program, transferring her to another work location,
puiting her under surveillance, and getting a forensic fitness-for-duty evaluation.
Countermeasures/protective options include providing protection at the supervi-
sor’s home, notifying law enforcement of the threat, and encouraging the supervisor
io take ont a restraining order. The supervisor will not take out a restraining order
and does not want personal protection because he does not consider her to be “seri-
ous” about her threat.

Using the WREF, VLT = The threat content is homicide and the value (loss of
life) is 9 (very high): IRL = Identified risk level of the perpetrator is 8 (high); NPL
= Negative probability of implementation of risk strategies is 7 (moderately high);
and NPC = Negative probability of enacting countermeasures/protective options is
9 (very high), where low to moderately low probability = 1 to 3, moderately low to
moderately high probability =4 to 6, and moderately high to very high probability
=7 to 9. Therefore, in this case:

R = VLT (9) + 2(IRL)(2 x 8) + NPI(7} + NPC(9) = 41

This would be considered a high-risk exposure case (see Table 20.6). This score
would call for reevaluation of what other protective measures must be implemented
to protect the target until the subject can be physically or psychologically stabilized.

Case 2

Employee A (subject) reported that she recently purchased a gun and wanis to
kill her supervisor (target) because of the way she has been treated at work. Em-
ployee A stated, and it has been confirmed, that her husband has taken control of
the gun and removed it from the house to a place where the employee cannot gain
access to it. She acknowledges using amphetamines and recently dropped out of
therapy but is now willing to immediately commit herself to a substance abuse
treatment program. She is under suiveillance by the company, and it has been de-
termined she has checked herself into a treatment program. At the company’s re-
guest, she has signed a release of information form so her progress in treatment
can be monitored. The manager has agreed to take out a restraining order, if that
is recommended.

EXHIBIT 2
14-0297
Page 142 of 184



Workplace Violence: Advances in Consultation and Assessment 543

. Using the WREF, this would be considered a moderate risk case: the VLT = Loss
of life as a value is rated 9 (very high); IRL = Identified risk level of the subject
currently carrying out the threat is 3 (moderately low); NPI = It would not be diffi-
cult to implement risk mitigation strategies, and thus is rated a 3 (moderately low);
and, NPC = Countermeasures/protective options can and will be easily put in place
and is rated a 2 (low). In this example:

R=VLT (9)+ 2(IRL) (2 x 3) + NPI(3) + NPC(2) =20

In this case, even though the value of loss of the target (homicide) is high, other fac-
tors mitigate against the lethal act currently taking place. This does not mean the
risk management function is complete. For example, when the employee is released
from the substance abuse treatment facility, a new risk management exposure cal-
culation should be conducted.

Case 3

Employee A is late with an assignment and, as a result, a project may have to be put
on hold. He blames the breakdown of the copy machine for his predicament. He
threatens to destroy the copy machine if it does not work immediately. So far, he
has banged on it several times with his fist, damaging a control knob. This has
caused his coworkers to become concerned about his psychological stability.

Notice that there can theoretically be a moderate exposure risk evaluation out-
come with a [ow-value target. In this example, the copy machine (VLT) that the
subject has threatened to destroy has a value as a target (to the company) of 2 (low);
IRL = The subject is at high risk (8) to destroy the machine; NPI = He states that he
will not obey a direct order to stay away from the copy machine and scores an 8
(high); and, because some security measures could be implemented if the company
chooses, the NPC is scored 3 (moderately low). Using the WREF:

R = VLT(2) + 2{IRL) (2 x 8) + NPI(8) + NPC(3) =29

The cormpany does not want to move or protect the copy machine. Because the value of
the target is low and the cost of implementing protective measures is moderately low,
the company decided that if the employee damages the machine afier being warned, he
will be terminated. A company may decide based on a moderate risk exposure outcome,
not to put all available resources toward a low-value target (e.g., a copying machine).

The WREF is an initial attempt to quantify the risk management process by
identifying the level of risk to a specific target under specific parameters of the
perpetrator’s behavior, given the likely implementation of mitigation strategies in
combination with available security resources allocation. This formula is dy-
namic and can account for the fluid changes ofien seen when trying to implement
a risk management process. Cutoff scores are somewhat arbitracy and are based
on this author’s experience. The WREF is appropriately used to help guide the
risk mitigation strategy decision making, but it should not replace clinical acu-
men or common sense. It has no psychometric properties of a test. See Figure 20.4
for a description of the complete Workplace Targeted Risk Abatement model.
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Figure 20.4 Workplace Targeted Risk Abatement model.

CONCLUSION

Forensic psychologists should embrace the opportunity to conduct workplace threat
assessments. However, it is imperative that those agreeing to accept such referrals
understand that these types of evaluations are significantly different from other,
more traditional risk assessments. The forepsic psychologist must be familiar with
specific workplace-related risk factors, legal and ethical issues, and specialized
evaluation techniques. Risk mitigation strategies should have real-world applica-
tions and be dynamic in relationship to the perpetrator’s behavior, target compli-
ance, and workplace ability to respond.
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- Speak Out

Excessive Force Prevention Programs

An Essential Tool to Properly Train
Staff and Protect Against Litigation

by Randy Borum and Harley Stock

n February the U.S. Supreme
Court ruled in Hudson v.

McMillian that unnecessary force
by a corrections officer against an in-
mate violates the inmate’s Eighth
Amendment right against cruel and un-
usual punishment even if the inmate
does not suffer serious injury.

While it’s unfortunate the repufa-
tion of all corrections personnel
should suffer from the inappropriate
action of the few officers involved in
this incident, the case points up a seri-
ous probiem. The decision should
serve as a reminder that jail and prison
administrators are responsible for tak-
ing action to prevent incidents of ex-
cessive force in their facilities.

Civil litigation verdicts on exces-
sive force claims suggest that govern-
ment employers may generally be
held liable when they hire an officer
whose past history shouid have sig-
nalled a propensity for violence or in-
stability. This means employers have
an obligation to exercise reasonable
care in hiring and retention practices.
Clearly, this is an area of high liability
for correctional facilities and adminis-
tratofs.

Administrators must therefore de-
velop formal systems designed to pre-
vent incidents of excessive and unnec-
essary force. Three subjects in
particular—administrative concerns,
training and remediation—can serve
as a starting point for facilities wish-

ing to set up new prevention and reme-
diation programs or to enhance exist-

ing programs.

Administrative
Concerns

Establish clear policy. Every facil-
ity should develop a written policy di-
rective on the use of deadly and non-
deadly force. Such a policy should
contain clear definitions of levels of
force, what standard is used to judge
the appropriateness of an officer’s ac-
tion, and the conditions under which
force or restraint may be used. '

The directives should be consistent
with current case law in the jurisdic-
tion and the standard from Grahamv.
Connor, et. al. (1989) known as “ob-
jective reasonableness”—whether the
actions were reasonable, regardiess of
the officer’s motivation and intent.
This is imperative because such a stan-
dard outlines the facility's expecta-
tions about officer conduct in use of
force situations and provides a consis-
tent standard by which to judge an
officer’s action in any given situation.

Maintain a rigorous screening
process. Personnel interviews, written
tests and careful background investiga-
tions may reveal a history of impuls-_
ive behavior or poor emotional con-
trol. Most comrectional institutions
also use psychological screening as
part of their selection program. Select-

ing a psychologist familiar with cor-
rections should be a priority.

Administrators should be aware
that the Americans with Disabilities
Act, which takes effect July 26, may
change when the psychological evalu-
ation is administered in the selection
process. The Act may force agencies
to rely more heavily on other screen-
ing factors to identify potentially prob-
lematic or unstable applicants. Never-
theless, this component of the
screening should be retained.

Develop a monitoring system. A
strong monitoring system demonstrates
the institation’s awareness and concem
regarding unnecessary force. Facilities
should maintain an administrative re-
cord of excessive or unnecessary
force complaints filed against officers
and should review the file to examine
rends in the facility and highlight in-
dividual officers.

One component of this system
might include formal reviews of offi-
cers whose history of complaints or
disciplinary action could indicate a L
problem. You may want to establish a E—
set number or pattern of complaints '
that would signal a need for the re-
view. In this process, it's necessary 10
consider the rates and types of com-
plaints typically found in the facility.

The review process would involve
a close examination of the officer’s

Continued on page 28
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Continued from page 26

complaint and disciplinary record; the
review could be conducted by admin-
istrators or by a designated peer re-
view panel. It might also include intes-
views with the officer involved.

The review’s goal is to identify
problem areas and to make recommen-
dations for correction where appropri-
ate. For individual officers, such rec-
ommendations could include
re-training, specialized training, psy-
chological counseling or referral to a
psychologist for a fitness for duty
evaluation.

Set up employee assistance pro-
grams. We all know corrections can
be a highly stressful occupation with
the potential for family difficulties, al-
coholism and other stress-related prob-
lems. Correctional institutions today
are well-advised to provide access to
psychological services for their em-
ployees.

Some facilities have a consulting
psychologist who handles referrals for
counseling or evaluation, and many
others have moved toward more for-
mal programs for employee counsel-
ing such as an Employee Assistance
Program (EAP), EAPs usually involve
a group of mental health providers
who contract with a facility to provide
counseling or referral services. In
some institutions, the EAP is managed
in-house by psychologists employed
at the facility.

Typically, these programs offer indi-
vidual, marital and family counseling,
and may also include substance abuse
treatment and prevention seminars on
topics such as stress management or
communication skills, These programs
serve as a first-line preventive defense
against the development of behavioral
or job-related difficulties.

Training

Onee 2 facility has established a
clear use of force pelicy, all corrections
personnel should receive pelicy guide-
lines and training. The training should
include a review of crucial definitions,
the written policy, and relevant stats-
tory and case Jaw. There also should be

a group discussion—ideally in the
presence of a legal expert in use of’
force—to answer guestions and re-
view likely scenarios involving force
in light of the current policy.

In many corrections academies,
training in the use of force doesn’t go
beyond skill-based instruction in fire-
arms or defensive tactics. While these
are important, there are many addi-
tional factors to consider in this area
of training, such as legal, morai and
ethical judgments, stress performance
influences, and contextual variables
that factor into officers’ decisions to
use force. All these areas must be in-
cluded in training,

Officer use of force is
an area of high liability
for correctional facili-
ties. Administrators
must therefore de-
velop formal systems
designed to prevent in-
cidents of excessive
and unnecessary
force.

A Torce continuum that provides a
matrix by levels of subject resistance
and officer force shouid be integrated
into all use of force waining. An offi-
cer should always be aware of these
ievels in any confrontation so he or
she can know the appropriate range of
responses avaiiable. In-service train-
ing to supplement academy instruc-
tion is also necessary.

Performance under stress has tradi-
tionally been neglected in use of force
training. It is critical for officers to
know the psychological and physio-
iogical effects of stress and how to re-
duce its impact on performance. This
relatively new area of study is drawn
primarily from the fields of psychol-
ogy—specifically sports psychology—
and motor behavior.

In addition to a review of stress’ ef-
fects, officers should be trained 1o con-
dition themselves mentally and physi-
cally for high-stress confrontations.

This includes incidents where multi-
pie officers are involved and the situa-
tion has escalated beyond necessary
levels of force.

Some agencies are now using a
“mob mentality” training block in
which a recruit enters a training sce-
nario where fellow officers are en-
gaged in excessive force. The recruit
must take appropriate action to inter-
vene and deal with the situation.
These types of scenarios and general
training in performance under stress

serve to improve judgment and perfor-

mance during stressful incidents in-
volving force, '

Training in firearms, defensive tac-
tics and restraint techniques should in-
clude training exercises that paraliel
actual situations officers may con-
front. These exercises force officers to
think quickly under stressful condi-
tions where the outcome is not easily
predictable, increasing the likelihood
they will respond according to train-
ing in actual on-the-job confronta-
tions. This phase of training should be
implemented after basic skills are mas-
tered.

The first step in providing com-
prehensive psychological services i§
to offer training programs that teach
officers how to identify and manage
stress-related symptoms. With stress
management seminars now COMmon
in corrections, it is easy to find good
training in this area. A key partof a
successful stress-reduction program is
training supervisors to identify off-
cers who may need assistance.

Anger management is another area
of training with tremendous potential
for reducing excessive force incidents.
These programs help build basic
stress-management skills for all offi-
cers and help them realize when they
may need further assistance.

Like performance skills to deal
with stress, verbal skills are typi-
cally given very little attention in
corrections training. Instruction in
crisis intervention and de-escalation
procedures should be given strong
emphasis, since these skills are actu-
ally used more frequently than physi-
cal force. Developing these skills will

Continued on page 30
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Continued from page 28

help officers resolve confrontations
without using force.

Remediation

When an officer’s use of force is
found inappropriate, the facility must
respond promiptly. Several options are
avaiiable depending on the severity of
the incident and institution policy.

The primary goais of any action
should be to provide a remedy or con-
sequence if necessary and to prevent
the occurrence of a similar incident in
the future. Formal disciplinary action,
such as letters of reprimand, suspen-
sion or termination, may be used ac-
cording to policy and administrative
discretion. However, there are three
other remedial options-—retraining,
psychological counseling and fitness
for duty evaluation—that may supple-
ment these formal measures.
Retraining. If an officer’s re-
sponse was the result of deficient train-

“Don’t worry. We'll work with you!”
There are a lot of things you can’t count on in construction
projects. One of them is a handshake.

But you can count on Arkhon.

Bring us in early. We'll review your contract.., establish
specific schedule requirements... prepare a detailed project
management manual.

When work is underway, we’ll help you maintain contrgl. By
assuring compliance with contract schedules and terms... defusing
delays... solving little problems before they become big ones.

And if claims arise, we're by your side. Analyzing the facts...
assessing your position... working with your attorneys toward settle-
ment or trial... testifying as experis. In short, doing whatever it takes.

Before you read the fine print in your next contzact, read our
complete capabilities brochure. just call 1-800/988-7770.

The best people @A between you and trovble.s
-

[
ARKHON
CORPMPORATION
Consultants in Program Monagement and Claims
1810 Chepel Avenue, Cherry Hill, N.J. 08002, 1-800/989-7770
Atlanta 4 Newport Beach 4 Washington 4 Denver a London

ing in any of the areas we have dis-
cussed, referral for re-training may be
a logical course of action. For exam-
ple, officers may need verbal skills

_ training to help them de-escalate con-

frontations or physical skills training
because they were not competent to
apply force properly. In addition, re-
training could be mandated for psy-
chological skills such as stress or
anger management.

Psychological counseling. An
officer’s personal or family problems
can interfere with performance and
judgment. If the officer’s response is
related to such situational factors,
counseling may be beneficial, This op-
tion should be voluntary, since man-
dated counseling is often ineffactive.

Fitness for duty evaluation.

When an officer’s behavior calis into
question his or her ability to ade-
guately perform job requirements, the
facility may request a fimess for duty
evaluation to provide additional infor-
mation and a psychological opinion
on the officer’s current ability to per-
form correctional duties, These refer-
rals may be made through the psycho-
logical services unit or the consulting
psychologist.

Although incidents of excessive
force are relatively infrequent, facility
administrators must be aware of poten-
tial problems and take steps to prevent
misconduct. The corrections commu-
nity must be vigilant in eliminating un-
necessary force not only to reduce lia-
bility, but also to preserve the rights
of the incarcerated and the reputation
of the correctional system and the ded-
icated officers who serve it well.
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>taff Subsiance Abuse

Nrestling Demons in Our Own Ranks

v Harley V. Stock and Stephan Skultety

~~ ubstance abuse among correc-
Stions personnel is a serious

problem, yet it often is ignored
uil a significant incident occurs.

The reasons for staff substance
»use vary, but often it is related 10
ress. Some of the stressors correc-
ons officers face inciude:

 rotating shifis;

s lack of public support;

« potential for job injury;

« the perception of non-supportive
management;

= personal problems at home;

« the difference between the “theory
of corrections” taught at the
academy and the reality of the
cell block:

» offenders who escape the legal
consequences of their actions;
and

» exposure to value systems and
lifestyles conirary to their own.

Alcohol abuse, in particular, is evi-
nt in the law enforcement communi-

In a 1981 article in the Journal of
lice Science and Administration, it
1s reported that, while about 10 per-
nt of the general population who
ink alcohol develop significant drink- -
g problems, estimates for the law
forcement community suggest that as
mny as 25 percent of those who drink
come problem drinkers.

Overall, physical and psychological
ess can lead corrections officers io
rform their duties in a perpemal state
exhaustion. This can cause errors in
igment, lapses in coordination and
en loss of response in basic muscie
lexes. To cope with such stressors,
me officers turn to alcohol and other
bstances. Many correctional institu-
ns have 2 “hang out” bar nearby,

The federal government has devoted
rnificani resources to combat the
ug epidemic, in tum expanding our
ison populations. Yet some of these
w inmates come from our own ranks.
1 article published in 1990 in
uthern Exposure magazine revealed

that more than 50 Southern U.S. sher-
iffs and deputies were federally indict-
ed on drug charges during the 1980s,

The problem of substance abuse can
no longer be swept under the rug, With
the passage of the Americans with

Disabilities Act, officers who abuse
alcohol have the right to treatment
before termination.

- Court cases over termination of sub-
stance abusing employees have had
mixed outcomes, particularly for those
employees whose jobs affect public
safety. However, alcoholism is clearly
identified as an impairment under
ADA and therefore appears to require
some accommodation by employers.
ADA does not protect current users of
illegal drugs, but former users are pro-
tected in some cases.

ldentification

Corrections officers who abuse
alcohol generally are unwilling to
admit it. They fear job jeopardy, peer
rejection and domestic upheaval. Yet
there are ways to identify officers with

_problems. One of the most direct tech~

niques is CAGE, a set of questions
developed in 1970 by J.A. Ewing and
B. Rouse.

C—Have you ever felt you should
Cut down on your drinking?

A—F¥lave people Annoyed you by
criticizing your drinking?

G—Have you ever felt Guilty about

- your drinking?

E—Have vou ever had a drink first
thing in the morning (Eye opener)?

Scores of 2 to 3 indicate an 81 per-
cent likelihood of a problem.

Unfortunately, questionnaires are
subject to faking. Therefore, agencies
may prefer to use laboratory tests.
Besides urine and blood screens that
detect alcohol consumed in the rela-
tively recent past, more sophisticated
tests confirm the impact of alcohol on
the liver. The most popular laboratory

test is a measure of the liver enzyme

CEME 1A IV 4AMRA PO = T 14-Q297_. ...

gamma-gintany! transferase, which
indicates whether the person may have
a chronic drinking probiem.

Substance abuse problems also ¢y,
be detected through observation of off;.
cers’ behavior. According 1o L. Teriyg
and 1.1, Vetter. the waming signs of 5
possible problem include:

+ secretive behavior:

« unprovoked aggression;

» restricted range of interests and

acrivities:

* decreased concentration.

= consistently calling in sick on the

first or last day of the work
schedule;

+» sudden changes in behavior;

« an inability to maintain a train of

thought;

= excessive worrying: and

= avoidance of social activities.

Many corrections officers initially

. diagnosed as alcoholics also suffer

from post-traumatic stress disorder.
This claim often is seen as a way for
officers to beat the system and get
undeserved worker’s eompensation
benefits. Yet it can’t be denied that
working in a correctional institution
exposes them to the possibility of trau-
ma. Suppression of feelings through
the use of alcohol often masks other
underlying psychological disorders and
delays appropriate treatment. Early and
comprehensive identification of possi-
ble multiple causative factors is essen-
tial to successful reatment.

Treatment

Treatment of substance abuse
among corrections employees is com-
plex. Because corrections officers’
alcohol and drug problems often stem
from the specific factors listed above, it
is best that they obtain treatment that
addresses their needs.

Corrections officers are special peo-
ple by virtue of the work they do, and

Continued on page 6§

80

Page 155 of 184



Alr SUBSTANCE ABubc
Hinued from page 66

y deserve special treatment. Placing
ployees in a treatment environment
i the general public is a prescription
- failure, particularly when this
ans they will have continual contact
th people they may have had custody
i control over.

Such an environment fosters an

nosphere of distrust and could lead

possible recrimination if the officers’

e problems are exposed. Treatmnent

suld take place in a facility dedicated

the specialized treatment of law
forcement personnel. ’

Such a specialized treatment facility

1l offer the following:

» specialized credentials for treat-
ment staff, including Iaw
enforcement experience;

« ensured confidentiality;

e treatment techniques matched to
the specific stressors of law
enforcement;

T aheevale prUYisine LUiIiGY
to provide confidentiality; and
+ a secure, safe environment.
Officers completing weatment and
maintaining a program of ongoing
recovery often become loyal, reliable
and highly motivated employees. Many
have been promoted to supervisory
positions within two years after finish-
ing treatment. It is sound policy and
good judgment to provide treatment as
an alternative 1o dismissing a potential-
Iy productive employee.
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Appendix I: Subject Matter Expert Contributors to Tabletop

UNCLASSIFIED//FOR OFFICIAL USE ONLY

Exercises and Alternative Futures Workshop

Terrorlsm Tab!etop Exerclse, Aprll 20 2912

‘Team

N Sub]ect Matter Experts i Orgamzatmn
1 Asendorf, Patrick Nuclear Energy Institute Hed
2 | August, Jim CORE, Inc. Red
3 | Ferezan, Dan Department of Transportation Blue
4 | Garfinkel, Simson Naval Postgraduate School Red
5 | Gupta, Ajay Gsesecurity, Inc. Red
6 | Heffelfinger, Chris Researcher and Author Red
Carnegie Mellon U., CERT Insider Threat
7 | Lindner, Martin Center Blue
8 | Mcllvain, John Department of Energy Blue
9 | Meyer, John DHS Office of Infrastructure Protection Red
10 | Ostrich, John Department of Energy Blue
12 | Richeson, Jon DHS Office of Infrastructure Protection Red
14 | Spitzer, Lance SANS Institute Blue
15 | Stock, Harley Incident Management Group Biue
Carnegie Mellon U., CERT Insider Threat
16 | Theis, Michael Center Red
17 | Tobey, William Harvard University, Belfer Center Blue
19 | Weese, Matt DS Federal Protective Service Red
20 | Zank, Arleen Coronado Group Blue
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Esplonage Tabletap Exercrs Aprll 25 2012 _

| Subjeet. Matter Experts | . 0 Orgmzatxd o 2| Team
1 | Andrews, John DHS Ofﬁce of Intelligence and Analysxs Blue
2 | Axelrod, Warren Consultant Blue
3 | Boroshko, Dave Federal Bureau of Investigation Red
Carnegie Mellon U., CERT Insider Threat
4 | Cappelli, Dawn Center Red
5 | Caputo, Deanna Mitre Corporation Blue
6 | Coleman, Kevin Technolytics Blee
7 | Corbett, Steve DHS Office of Intelligence and Analysis Blue
8 | Drissel, Anne US-VISIT Biune
9 | Ertel, Thomas U.S. Fleet Cyber Command Blue
DHS Office of Cybersecurity and
10 | Fiedelholiz, Gienn Communications Red
11 | Healey, Jason Atlantic Council Blue
DHS Industrial Control Systems (ICS)/
12 | Hemsley, Kevin Computer Emergency Response Team (CERT) Blae
13 | Jones, Jade National Security Agency Blue
14 | Kellermann, Tom Trend Micro, Vice President for Cybersecurity Red
15 | Kuehl, Daniel National Defense University Red
DHS Office of Cybersecurity and
16 | Link, Dave Communications Blue
17 | Mander, Mark U.S. Army, Computer Crime Investigative Unit | Hed
DHS Office of Cybersecurity and
18 | Miller, Lorenzo Communicaiions Red
19 | Murphy, David DHS Office of Intelligence and Analysis Hed
20 | Rosenburgh, Dwayne National Security Agency Bed
21 | Shaw, Tim MAR, Inc., Chief Security Architect/ICS Rod
22 | Stock, Harley Incident Management Group Blue
Carnegic Mellon U. CERT Insider Threat
23 | Theis, Michael Center Red
24 | Toecker, Michael Digital Bond, Inc. Blue
25 | Vatis, Michael Steptoe & Johnson LLP Retd
26 | Woods, Randy Dow Chemical Hed
128
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Corruptlon Tabietop Exercnse, Ma 1 2012

" ‘Subject Matter Experts | . - Orgamzatmn
DI—IS Immlgratmn and Customs
1 | Abela, Chris Enforcement Red
2 | Andreas, Peter Brown University Blue
3 | Bach, Robert Consultant, Naval Postgraduate School Red
4 | Bagley, Bruce University of Miami Blue
5 | Bjelopera, Jerry Congressional Research Service Blue
6 | Cabrera, Eduardo U.S. Secret Service Hed
7 | Cilluffo, Frank George Washington University Red
8 | Felbab-Brown, Vanda Brookings Institution Fed
9 | Grayson, George College of William and Mary Blue
10 | Hughes, Elena U.S. Coast Guard Blue
11 | Leeman, Chris Transportation Security Administration Blue
12 | Longmire, Sylvia Longmire Consulting Red
13 | McMahon, Steve U.S. Secret Service Detailed to DHS/IP Biue
14 | Peretti, Brian Department of Treasury Biue
Computer Sciences Corporation,
15 | Purdy, Andy Chief Cybersecurity Strategist Biue
16 | Rouzer, Bret U.S. Coast Guard Blue
17 | Stock, Harley Incident Management Group Red
18 | Thompson, Eleanor 11.S. Coast Guard Red
19 | Whitley, Terry Shell Oil Company Red

Alternatlve Futures Workshop, Aprll 3, 2012

Sublect Matter Experts

Orgamzatmn C e

Cappelli, Dawn

Camegxe Mellon U. CERT Insider Threat Center

Caputo, Deanna

- Mitre Corporation

Kellermann, Tom

Trend Micro, Vice President for Cybersecurity

awNm'\

Sanderson, Tom
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Cover Story  Data Protection

By LAURAS SPADAKUTA

S - . who has leaked classified infor- —
mation about intelligence collection activities of the Na-
tional Security Agency (NSA), reportedly told the South
China Morning Post that he sought a job as a contractor at
government consulting firm Booz Allen Hamilton with a
goal: to collect proof about the NSA’s domestic surveillance
programs and alert the public to the programs. However,
Snowden is not the typical insider threat. Most insiders
who later betray their employer’s trust don't start out with
that intent. The change from benign employee to malicious S
insider can be spurred by anything from home-life stress to |
frustration at being passed over for a promotion to the
thought that the company does not appreciate one’s contri-
butions.

Though the risk is great, it is not possible to deny insiders e
the access to data that they will need to do their jobs. So

what can a company do?
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The company must have clear policies
regarding how corporate data is to be han-
dled and safeguarded, and confidential
data should be clearty labeled, with access
as restricted as feasible. Additionally, the
company should secure the data itself and
use software to track access and seek signs
of suspicious activity, especially with re-
gard to what information leaves the sys-
tem or is copied. This article focuses, how-
ever, on the human factor—what
companies can do in the hiring process
and throughout emplayment to detect
signs that a person is likely to become, or
has become, an insider threat.

Insider
Threat

. 2o Yinsider threat™ refers
to emplovees, or former employ-
ees, who intentionally hurt the
company in some way. It is impor-
tant for each company to identify
what an insider threat is to them
and to set a policy in place on
how to deal with insider threats,
The policies must outline certain
types of behavior that will war-
rant scrutiny, discipiinary action,
or even termination so that com-~
panies have a basis from which to
work when they do identify po-
tential threats.

The Deloitte report Building a
Secure Workforce identifies four
types of asset loss typically at-
tributed to an insider threat. First
is espionagys, the use of spying to
obtain information about either a
government or company. Second
is embezzlement, the fraudulent
conversion of another’s property
by someone who is in a position
of trust. Third is sabotage, to hin-
der operations or to enact delib-
erate destruction or disruption.
And finally, disclosure of person-
ally identifiable information can
oceur in companies that collect
personal data.

Z8 OCTOBRER 2013

Personality Tralts

Individuals who end up becoming an in-
sider threat exhibit some common traits,
That doesr’t mean all insider threats have
these traits or that a1l people with these
traits will become a threat. But it can be
useful to know what these traits are.

One possible worrisome trait is narcis-
sism, according to Satyamoorthy Kabilan,
director of Natianal Security and Strategic
Foresight at the Conference Board of
Canada: “It's about people who perceive
that they're far more vafuable than they
actually are; they have an exaggerated
value or view of the value that they bring
to the crganization, an exaggerated view
of their abilities and achievements, and
[they] are usually very intolerant of criti-
cism, They minimize the significance of
the contributions of others.”

Narcissisin is also singled out as a possi-
ble red flag by Dan McGatvey, security
program director for Global Skills X-
Change (GSX) and member of the insider
threat working group under the ASIS In-
ternational Defense and Intelfigence
Coungil.

Histrionie personality disorder is an-
other. That disorder is associated with a
need for attention, and approval, and ex-
cessive emotion. A third red flag is antiso-
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cial personality disorder, which is often
known as sociopathy.

Of course, it's important to recognize
that with some of these characteristics,
such as narcissism, they may also he pres-
ent in high performers in certain organi-
zations, so they can’t be something that
you simply use to screen out potential
threats. The real problem is distinguish-
ing between the types of people who are
not a danger to the company and those
who have a higher potential to become
one, says Kabilan.

Mcarvey has been doing research that
tries to identify certain models that incor-
porate the various types of personalities
that are often seen in insider threats. He
believes they have encapsulated most
threats in three models. The first is the
counterproductive workplace behavior
model, which McGarvey says has to do
with issues of control, and a feeling of a
need ta take back individual control. He
says this model includes someone like
Bradley Manning, a soldier who passed
classified material to the Web site Wik-
ileaks, McGarvey says this model also de-
scribes perpetrators of workplace vio-
lence, such as Army Major Nidal Hasan,
who went on a shooting spree at Fart
Hoad.

- hecame famous after revealing details about the National Security
Agency’s spying program. Experts note that companies may be ahie to root out employ-
ees before they become a threat to a company by identifying personality traits and

watching for behavioral changes.
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The second maodel is the organizational
citizem, which is where Snowden might
fit. These are “individuals who have a very
strong sense of justice and in what they
believe is right,” says McGarvey.

The third model is calied Ten Stages in
the Life of a Spy, and it loaks at the steps
ats individual must go through to become
a spy and sustain spying.

“So those three models put together ac-
tually then account for just about every-
one we've seen in terms of inappropriate
behavior in the work force,” McGarvey
says.

Harley Stock, a forensic psychologist
who has worked with insider theft, ad-
vises that when companies are looking ta
weed out people like Snowden, it's impor-
tant to include personality assessments in
the screening. “Seme of the things that
you leok for findicating] a guy like [Snow-
den}is somebody who's overly maralistic,
who has very strongly held beliefs about
how the world should operate, so they
have the kind of vigidity in their persoral-
ity that things are right or wrong, black or
white. There’s no gray area. There’s no
area for negotiation, compromise, or alter-
native views of the world. And that, some-
how, his view is the correct view.”

Stock says Snowden uses a psychologi-
cal justification mechanism to say,
“They're wrong, I'm right, therefore, I

have a moral, ethical obligation to do
something about it.”

Stock advises that when doing these
personality checks, the company should
agk applicants not only for positive refer-
ences, but also for references from people

* the applicant admits to having had diffi-

culty with at some point in the past. “Now
somebody says to you, “well, ve never

give you a bogus, not necessarily an in-
complete résumé but a bogus résums, not
only are they being dishonest but they're
trying to manipulate the sitnation into
making you think they're someone
they'te not,” McGarvey says. He adds that
it's not necessarily that the applicant
makes errors, but why there are errors and
if they are intenticnal.

2 11t's about people who perceive that
they're far more valuable than they

actually are.

had any difficulty, well, that already
would raise my index of suspicion,”

Some of the questions that a company
would want to ask a reference about the
job applicant are “How does the person
handle decisions? Are they flexible? Do
they seem to dig their heels in and not lis-
ten to opposing points of view? Have they
done anything that's disturbing to you?”
says Stock,

A common characteristic shared by
those wha pose an insider threat is dis-
honesty, says McGarvey, so prospective
employers should be on the lookout for
any type of deception in the hiring
process. “So if a person comes in and they
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John McGonagle, managing pariner of
The Helicon Group, recommends asking
job candidates about their job history and
any issues with prior employers, Too
many jab changes could be a red flag.
“Some high achievers are constantly
changing jobs,” he says; but it might be
waorth looking into.

“Maybe they're trying to get ahead or
maybe they're going from company to
company stealing products and moviog to
the next company.... Until you associate
that as part of the group of inappropriate
behaviors, you don't necessarily see it as
an insider threat issue, you just see it as
somebody who's trying to get 2head,” Mc-
Garvey says.

McGonagle also recormumends asking
whether applicants have been involved in
lawsuits with prior employers. They “may
have been perfectly legitimate. butit'sa
fegitimate question to ask,” McGonagle
says.

Ome way 1o avoid individuals who
could go either way is to hire someone
with characteristics that tend to mitigate
insider threat sisk. For example, working
well with others, showing compassion to
and for others, responding well to criti-
cism, and communicating frustrations ef-
fectively—these are all qualities to look
for in job candidates, says the Deloitte re-
port Building a Secure Workferce, Prospec-
tive employers can seek to determine
whether a person has these characteristics
by falking with a person’s references and
asking the right questions during written
and oral interviews.
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Background Checks

A thorough background check is an obvi-
ous first step in screening out insider
threats, with the above mentioned rad
flags as one guidepost. Even the best check
will miss insiders whao haven't yet done
anything wrong, but it may catch others
who have already transgressed or have ex-
hibited some troublesome behaviors.

Companies that use background
checks must decide whether to do the
check themselves or contractitouttoa
third party. Going to a third party will cost
more but the screening company will be
more experienced at the work and will
usually have more resources to pursue for
the check.

Whether the check is carried out in-
house or contracted out, management
must decide what the check will entail,
but they must consult counsel to ensure
that they are staying within all applicable
laws. "And make it very transparent and
visible,” says Eugene Ferraro, chief ethics
officer of Convercent.

1f conducted by an ouiside company, or
whal is often referred to as a consumer re-
porting agency or CRA, the background
check is bound under the limits of the Fair
Credit Reporiing Act (FCRA), which is
meant to protect consumerts. For employ-
ment background checks, the FCRA ve-
guires that the company provide written
disclosure to the applicants before obtain-
ing a consumer report, as well as recelve
autherization to obtain the report. The
FCRA requires strict compliance. The au-
thorization has to be provided to an appli-
cant on a single page, separate and apart
from the application or other documents,”
explains Ryan DiClemente, of Saul Ewing
LLP. So, for example, if a company “in-
cludes that authorization at the very end
of its application, that's going to be insuf
ficient under the FCRA. And there’s been
litigation that has recently arisen as a re-
suli of that”

The company must alse provide a copy
of the report and certain disclosures prior
to taking any action against the applicant
if the report leads to an “adverse action,”
which could include not being hired, as
well as certain additional disclosures after
the adverse action is taken. Investigative
reports that include interviews on the per-

WWW. SECURITYMANAGEMENT.COM

son's background and character have addi-

tional FCRA requirements. However,
when a current employee is suspecied of
wrongdoing and that spurs the back-
ground check or investigation, it may be
exempt under FCRA. "Just by way of ex-
ample, if your company suspects some-
body of theft, and at that point, you decide
to run a background check that is related
to the conduct, the disclosure require-
ments of the FCRA are unlikely to apply.”
notes DiClemente. He adds that it makes
sense that “you would not want to be put-
ting an employee on notice that you sus-
pect them of something because it could
jeopardize the internal investigation.” The
company must work with legal advisors
to ensure that it complies with all state
and local laws that apply as well

Criminal histories. Companiies may want
to check criminal histories of job appli-
cants for red flags that could indicate a
person might not be trustworthy, but they
have to be careful to abide by legal restric-
tlons increasingly being placed on the use
of this type of information. {For more in-
formation on this topic, see “Managing”
onpage 74).

Duee diligence, Whatever the back-
ground check entails, the information in
it must be verified. An unreliable back-
ground check will be useless. For example,
it has been reported that Snowden's edu-
cation claims were not entirely accurate,
but according to public reports, this did
not lead Snowden’s background checker
U.S. Investigations Services, known as
UEIS, to revoke his security clearance.
That contractor and others that have done
similar work for the intelligence commu-
nity arve now being scrutinized. (It may
tuzn out that they have explanations for
what occurred.)

How can a company ascertain whether
the vendor hired to do background checks
is doing a good job? “Some soit of quality
assurance is appropriate,” Ferraro says. For
example, the contractor might be asked to
do background checks on some individu-
als about whom the results are already
known so that the results can be com-
pared and the thoroughness of the work
assessed. One of the reasons SIS is under
scrutiny is because the company allegedly
did not do all of the secondary reviews it
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claimed to have done to ensure that re-
ported resulis were accurate.

Ferraro advocates conducting proper
due diligence on the vendor. “It’s like any-
thing else. You fust don't take your cars to
any mechanic, you take them to the right
mechanic if you want the problem fixed.
So due ditigence is an important compo-
nent. And associations, trade organiza-
tions like ASIS Tnternational and [the So-
ciety of Human Resource Management]
often hold training and seminars on this
topic, as do all of the major law firms. In
fact, law firms are a very good source of
finding a quality vendor,” says Ferraro,

In-house. When a company conducts
the backgraund check on potential em-
ployees on its own, says Ferraro, “much of
the Fair Credit Reporting Act does not
apply.” However, before companies jump
on that option, they must consider the
drawbacks to in-house searches, First is
greater liability. “Number one is a risk-
management issue, If I use you as my ven-
dor and something happens, I can always
sue you. I T do it myself, who am I going
to sue?” Ferrare says.

Then there 15 the fact that the company
might not have the in-house expertise or
resources. Ferraro points out the difficulty
in searching for criminal records. There is
no comprehensive one-siop shop for all of

the nation’s eriminal records, so it often
requires going straight to sources where
the applicant has lived. Ferraro says that it
might be easier for a third party, which al-
ready has relationships and an infrastruc-
ture that allows it ta do those sort of
checks.

And when there is movement from the
idea of doing something to actually taking
the action, such as stealing information,
Stock says that it often beginsabout a
month before the empleyee leaves the
company. Companies needs to be vigilant
about lopking for signs of trouble to de-

‘No one in the company is going to
have the r@mplete picture of any

individual. -

On the Job

Preemployment screening is enly a small
part of the equation, however. Most insid-
ers will pass any sereens with flying col-
ors because they arer’t a risk at the time of
the screening. As stated earlier, insiders
tend to develop their decision to do harm
over time.

McGarvey says that what pushes some-
one over the ine that makes them be-
come a threat could be personal, like fi-
nancial debt, or related to what the
business is doing, which might be some-
thing like furloughs or salary cits or ac-
tions that the employee dislikes or deems
wrong, as appears to have been the case
with Snowden.

« to malicious insider can be spurred by

anything Frorn home ilfe stress to frustration at being passed over for a pro-
mation to the thought that the company does not appreciate ong’s work

product and contributions.

Comganies can take steps during the hiring precess, such as background
screening and checling references, to make sure a person isn't entering the
job as a problem. But many insiders aren't a threat when hired, so the next
step is to have a way tc detect problems.

There are certain personality traits that insider threats often share, such
as those associated with narcissistic personality disorder, Although the inci-
viduals can be high achievers in certain situations, they may also go the
other way and harm the company. It's important to spot problematic be-
haviors, such as changes in language, work hours, or data being accessed,

Some experts recommend training that raises awareness of the signs of
insider threats and encourages reporting of problematic behavior. This type
of training may deter a threat, as well as help at-risk employees find the

tect the move to action when it occurs,
But what should they be loaking for?

Behavioral changes may be one sign
that an employee has become an insider
threat. For example, a change in hours; an
employee who used to work 9to 5 will
start working earlier or later and spending
morte time in the office alone. They'll
begin accessing dafa that they don't need
or that they never accessed in the past.

Stack adds that companies should look
at what types of systems employees are ac-
cessing, who they ave talking to, and what
types of questions they are asking about
information they normally would not be
involved with.

Psycholinguistic changes. Psy-
cholinguistic changes can be a tipoff that
someone is becoming an insider threat.
These can be discovered in some cases
through personal interaction asweil ase-
mail monitoring with special programs.
“They’ll start not only complaining more
but yow'll see sentences that have the
word T in it more. ‘I did this, and I'm not
appreciated. I did this, and you did this to
me when { did that” So it's becoming
more focused on them as opposed to busi-
ness,” says Stock.

Stock says another psycholinguistic
trait to look for is what is known as aver-
sive frustratiors ™I have a goal. My goal is
to get a promotion. You, my supervisor,
are standing in my way. So, now as I'm try-
ing to move towards my geal, you're keep-
ing me from that The more [ feel that 'm
being kept away from my goal, averted
from that, the more frustrated I become.

help they need. The more frustrated | become, the more I
think of what I need to do to get to where
42 OCTOBER 2013 WWW.SECURITYMANAGEMENT.CEXHIBIT 2
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Imeed to be’ So that sense of frustration
comes out so the person will say things
like, 'you kanow, I've been here for 15
years, and thisis how you treat me. I'm
not appreciated. You say that you want
me to suceeed but you're standing in my
way.' So you see that shifi.”

Cognitive distortion is another possible
indicator that someone may be going
down the path of becoming a threat; it's
when the person misinterprets others’ ac-
tions. And McGarvey says that individuals
will sometimes “demonize” the company
or their coworkers. That's “where you
start taliking about an individual or other
individuals and really saying things about
them to dehumanize them in your mind.
You see that in countries, you see it with
groups.... You start talking about how bad
the company is, how they're doing this,
how they're doing that,” McGarvey says.

Risk assessmeitt. No one person in
the company is going to have the comn-
plete picture of any one individual, so
companies may want to have a team com-
posed of representatives from various de-
partments that meeis periodically to dis-
cuss whether anyone sees signs of any
insiders exhibiting behavior that seems
troubling. The team should include repre-
sentatives from human resources, secu-
tity, legal, angd others as appropriate, so
that all of them can bring together their
perspectives an the risk.

“If you suddenly find that each and
every department from a completely dif-
ferent angle has seen certain risk charac-
teristics, then the chances that this person
may be an insider threat certainly are
much higher,” says Kabilan. He says the
frequency with which these teams should
meet would depend on the organization.
“Tt could be anything from monthly to
quartesly; it really depends on the size of
the organization and the sort of security
risks that they have. But it should be a reg-
wlar thing, It should not be something
that gete convened because an issue has
arisen.”

Awareness. Apari from this team, the
cotnpany will benefit from raising the
general level of awareness throughout the
corapany. The Deloitte report advises
cornpanies to establish insider-threat
awareness programs for the employees as

WWW. SECURITYMANAGEMENT.COM

one part of a culture that mitigates insider
risks. This will also help put all employees
on rotice about what the company poli-
cies are with regard to the confidentiality
of the company’s praprietary information,
what behaviors are not allowed, what
might trigger monitoring of emplovees,
and what disciplinary actions might re-
sult from violations of the policies.

In addition, according to the Deloitte
report, “Ongoing educational campaigns
directed af the work force about the
threats posed by insiders can heighten
sensitivity to insider threat challenges,
and provide concrete, practical steps em-
ployees can take to minimize asset loss."

The Deloitie report also advocates cre-
ating networks of security-minded people
and training the work force to observe,
collect, and report information on suspi-
cious behavior. That includes making sure
there is a way for employees to report
such behavior. The report also suggests
developing a way to test this training to
ensure that it is effective.

“The C}xallehge of asking the work force
to become involved is both one that'sa
praciical issue and a percepiion issue,”
says McGarvey, who implemented insider-
threat programs when he was director of
mformation protection for the US. Air
Torce.

Security doesn’t want to be seen as
being like the Stasi was in Bast Germany,
asking everyone to report on everyone
about everyihing. "First off, it doesn’t
work, and secondly, it gives you 2 horrible
reputation,” says McGarvey.

But there are ways to implement a rea-
sonahle reporting system. McGarvey says
that training employees to detect patterns
of behavior that indicate distress will
allow the company to help the individual
at risk. McGarvey says that this will in-
volve human resources and other depart-
ments outside of security.

In the Air Force, McGarvey relied on
engagement with the suzrgeon general’s
office and the chaplain's office, to help
identify issues and to provide resources
for iroubled individuals.

“We wouldr't have to go to an individ-
ual and say, 'Hey, yow're screwed up, we're
going to pull your clearance, we're going
to fire you, we're going to put vou it jail’
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instead, we'd say, “We see there's an issue;
you can go talk to a counselor; you can go
talk to your chaplain, but you do need to

talk to someone,” says McGarvey.

This approach takes specialized train-
ing, hawever. “The training actually has to
be in three different areas. You have to
have training for the security officers so
they understand what it is they're dealing
with and how to approach it. You have to
have training for the general population,
so they understand that this is not a witch
hunt. And then you have to have training
for the management, senior management,
so they understand where you're coming
frotn on this and so that we can ensure co-
operation with the other elements like
human resources. So it has to be a very
comprehensive program,” says MeGarvey.

Paying to set up and maintain this type
of program, including the training and re-
porting mechanisms, is a cost effective op-
tion when compared o intellectual prop-
erty loss. However, to keep costs down,
companies must figure cut how they can
best implement these types of programs,
possibly averlaying them with security
structures that are already in place; for ex-
ample, augmenting the hiring process to
not just look for technical skills but also
social fit with the company.

If an individual does become the sub-
ject of suspicion and the company's threat
assessment team and management decide
to more formally monitor that person, the
company must make sure that it works
with legal counsel to aveid any charges of
legal misconduct and privacy violations.

Employee assistance. Where possi-
ble, the goal of all this vigilance is to catch
someone at the early stages of stress and
deter them from going down the wrong
path. With that in mind, there are some
possible mitigation strategies that may be
employed to prevent someone who may
be frustrated with the comnpany, dealing
with a personal crisis, oy who may start
considering wrongdoing from veering
over into the dangerous insider threat
zone, Stock notes that many companies
today have Employee Assistance Pro-
grams {(EAPs), and those services might be
able tc assist employees.

Agcording to the Deloitte report, the
EAP “can make a critical difference in in-
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texrrupting forward motion of a potential
insider who is in crisis and whose salu-
tion is the intent to compromise informa-
tion.” The report also recommends ensuz-
ing that management is engaged. But
Stock notes that companies sometimes
see the red flags, and, instead of offering
help, “they have a knee-jerk reaction, and
they terminate them.”

Termination

When an employee is terminated, regard-
less of the cause, the business must have
protocols that minimize the poiential for
the departing employee to harm the com-
pany or steal earporate data. That pracess
actually begins when a person is hired, at
which time they should have been asked
to sign appropriate documents, such as
confidentiality, nondisclosure, or non-
compete agreements,

At the time of departure, especially
when i is a terimination, one of the best
safeguards is to take out the paperwork
that they signed and show it to them
again. This reminds them that they
signed a legal document and "that it is se-
rious business,” says McGonagle. "Don't
overstate it. But again, you want to re-
mind them that they stili have obliga-
tions to you.” (Of course, this may not
deter a determined leaker or a person in-
tent on otherwise misappropriating cor-
porate data but it will set a legal frame-
work for later prosecution.)

Next, the company must have a
process for immediately removing the
terminated employee’s access privileges
to any company systems and networks.
This reduces the potential for the em-
ployee to take company data after the ter-
mination.

An insider looking 0 do harmisa
uniquely dangerous villain, because of
his or her proximity to the company and
its information. By having comprehen-
sive policies in place and cultivating a
vigilant work force with a culture that ac-
knowledges and mitigates insider threats,
companies may be able to avoid situa-
tions where asseis are compromised by
trusted insiders looking te do harm. 8

Lalra Spadanuta (s senior associate edie
tar at Security Management.
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Name:

Age:

Page 1

Please answer the following items by circling either Y (yes) or N (no) and where required filling
in the necessary information. Should there be an item where you are uncertain how to respond,
answer the best you can and an opportunity will be given in the interview for clarification. A
copy of this questionnaire will be provided to the applicable law enforcement agency, therefore
we ask you to be truthful when answering all items. PLEASE REMEMBER TO SIGN FORM
ON PAGE 4.

In school, have toy ever been left back or put back because of learning difficulties?
In high school, did you ever attend summer school because of low grades?
Have you ever been suspended (indoor or outdoor from school due to your behavior?

(skipping, Fighting, etc.)

Have you ever attended more than 2 colleges or universities without receiving a degree?

Have you ever been suspended or expelied from college because of low grades poor
academic performance?

Have you ever been fired from a job?

Have you ever been forced to résign. from a job?

Have you ever been in trouble for being late or missing many days of work?

Have you ever received an unsatisfactory performance evaluation on a job?

. Have you changed jobs more than twice in the last 12 months?

. Have you changed jobs more than 5 times in the past 3 years?

. In the past 12 months, have you missed work more than 10 days because of illness?
. Have you ever declared bankruptcy or had serious credit problems?

4.

In ever in the military, did you receive any Article 15’s or formal reprimands?

(If never in the military, do not answer this item)

15. If ever in the military, did you ever receive a reduction in rank?

6.
17.
18.

Did you leave the service before you completed you full term of enlistment?
If in the service did you receive less than s full honorable discharge?
Have you ever used marijuana?

If yes, exact or approximate number of times:

Year of first usage: Year of last usage:

YorN
Y orN

Y orN
Y orN

Y orN
Y orN
YorN
YorN
YorN
YorN
YorN
YorN
YorN
YorN

YorN
YorN
YorN
Y orN
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19.

20,

21.
22,

23,

24,
25.
26.

27.
28.
29,
30.
31.
32,
33.
34.

35.
36.
37
38.

35,

Have you ever used cocaine?

If yes, exact or approximate number of times?

Year of first usage: Year of last usage:
List any other illicit substances used other than cocaine or marijuana.

Substance(s):

Yeah of first usage: Yeah of last usage:

Have you ever used marijuana or any other illicit substances with o one else permission
Have you ever supplied or provided illicit drugs to other persons such as fiiends?

(Even if you received no money)

Has your drinking of alcohol ever been considered a problem by either yourself or
someone who knows you well?

To your knowledge, has anyone in you immediate family had an alcohol or drug problem?
In your opinion, have you been intoxicated (drunk) 2 or more times in the last 6 months?
In the past 12 months, has there been more than 3 occasions where you drank 4 or more
alcoholic beverages per each occasion?

Have you ever driven a vehicle after having consumed 5 or more alcoholic heverages?
Do you typically drink alcoholic beverages more than 3 days a week?

Do you typically drink more than 6 alcoholic beverages per week?

Have you ever sought in-patient or out-patient treatment for alcohelic or drug problems?
Do you frequently gamble on sporting events, horse races, cards, in casinos, etc.?

Has anyone ever considered your gambling to be a problem?

Have you ever owned a firearm? If yes, how many?

Do you currently or have you owned what would be considered an assault weapon?
(i.e. AK 47, etc.)

Have you ever had an unauthorized or non-registered firearm in your possession?
Has you driver’s license ever been suspended for any reason?

Have you received more than 3 moving violations in the last 3 years?

Since age 16, have you ever committed a petty theft?

(i.e. taken something from a store without paying for it )

Have you ever been arrested or detained by the police? (Includes situations where

charges were dropped or case sealed)

40. Has any immediate family member been in trouble with the law?

Page 2

YorN

YorN

YorN
Y or N

YorN
YorN
Y orN

YorN
YorN
Y orN
YorN
Y orN
Y orN
Y orN
YorN
YorN

Y orN
Y orN
Y orN
Y orN

Y orN

Y orN
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41. In the last 12 months, have you been in a fistfight or arguments which involved
physical contact
42. In your lifetime, have you been in more than 2 fistfights or arguments which involved
physical contact?
43. Have you ever been involved in a violent (physical) confrontation with your spouse or
girlfriend/boyfriend?
44 Have you ever been in trouble for your sex behavior? (i.e. accused of molestation,
assault or any other sex offense
45, Have you ever been physically abused or sexually molested?
46. While growing up was yout family life often unstable with many family conflicts?
47. Do you view yourself as having any current personal crises in your life?
(i.e. family, job or marital, etc.)
48. Have you been divorced more than twice?
49, Have you ever received assistance from a mental health professional for an
emotional or personal concern? (Includes marital counseling)
50. Has any immediate family you know sought assistance from a mental health professional?
51. Have you ever attempted suicide or made a serious suicidal gesture?
52. Have you ever used tranquilizers (i.e. Valium) without a prescription?
53.Has any doctor ever prescribed medications for you for anxiety or any other
emotional reasons?
54. Have you ever been treated on an in-patient basis in a mental health facility?
55. Have you ever previously applied for a police officer position and not been selected?
56. Have you ever taken a psychological evaluation with this firm before?

If yes, for what department:

Date of Testing:

Page 3

YorN
Y orN
YorN -

Y orN
YorN
Y orN

Y orN
YorN o

YorN
YorN
YorN
YorN

YorN
YorN
YorN —
Y orN
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Page 4

AILL APPLICANTS WITH LAW ENFORCEMENT EXPERIENCE (CORRECTIONAL OFFICER

INCLUDED), PI.LEASE COMPLETE THE FOLLOWING ITEMS:

57. Have you ever received an unsatisfactory evaluation while a low enforcement officer?
58. Have you ever received any written reprimands?
If yes, how many?
59. Have you ever received any excessive use of force complaints?
If yes, how many?
60. Were any of these complains sustained?
If yes, how many?
61. As a law enforcement officer, (fo your knowledge) how many total citizen
complaints have been filed against you?
62. How many of these complaints were sustained or found to be true?
63. Have you ever been involved in any duty related shooting?

If yes, how many?

64. To your knowledge, have you ever been the subject of an internal affairs investigation?

If yes, how many? -

65. Have you ever been suspended from duty?
66. Have you ever been terminated or forced to resign from a law enforcement position?

67. List the law enforcement agencies you have worked for:

YorN
Y orN

Y orN

YorN

YorN

Y orN

Y orN
YorN

1 HAVE ANSWERED ALL ITEMS TRUTHFULLY AND HONESTLY.

Signature

Date
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DATE:

PRE-EMPLOYMENT PSYCHOLOGICAL EVALUATION

FEEDBACK FORM
TEST . PSYCH
NAME Jjos VALIDITY _RETEST RECORDS SCORE

Education History: High School Problems College Problems
Drug and Alcohol Use: Possible Alcohol Drug
Abuse Use Marijuana Cocaine Narcotics Other
Past: '
Present: S
Military History: Article 15/ Reduction Less Than
Disciplinary In Rank Honorable Discharge
Criminal History:
Domestic Violence: Reported Occurred But Not Reported
Other Criminal History:  Prior Arrests Yes .
Prior Convictions Yes No
Detained/Not Arrested R
Work History Problems:
Problem Work History:

Significant Employmeni Gaps:

Terminaiions: 1 2 3 4 5 6 7 8 8+

Interpersonal Problems: Anger Communication Maturity
Impulsivity Following Rules Antisocial
Psychological History: Records Requested
Other:
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