
AGREEMENT FOR 

ON-LINE INFORMATION MANAGEMENT SYSTEM FOR 

TRACKING BACKFLOW ASSEMBLIES 

 
THIS  AGREEMENT,  made  this           day of  2020, is by and between the City of 

Fort Lauderdale, a Florida municipality (“City”), whose address is 100 North Andrews Avenue, Fort 

Lauderdale, FL 33301-1016, and Backflow Solutions, Inc., a Florida corporation (“Contractor” or 

“Company”), whose address and phone number are 12607 South Laramie Avenue, Alsip, Illinois 60803, 

Phone: 708-761-4525, Email: mbever@backflow.com. 
 

NOW THEREFORE, for and in consideration of the mutual promises and covenants set forth herein and 

other good and valuable consideration, the City and the Contractor covenant and agree as follows: 

 

WITNESSETH: 

 

I. DOCUMENTS 

 

The following documents (collectively “Contract Documents”) are hereby incorporated into and made part 

of this Agreement: 

 

(1) Request for Proposals No. 12407-805, On-Line Information Management System for 

Tracking Backflow Assemblies, including any and all addenda, prepared by the City of Fort Lauderdale, 

(“RFP” or “Exhibit A”). 

 

(2) The Contractor’s response to the RFP, dated June 9, 2020, (“Exhibit B”). 

 

All Contract Documents may also be collectively referred to as the “Documents.” In the event of any 

conflict between or among the Documents or any ambiguity or missing specifications or instruction, the 

following priority is established: 

 
A. First, this Agreement dated   , 2020, and any attachments. 

B. Second, Exhibit A 

C. Third, Exhibit B 

 

II. SCOPE 

 

The Contractor shall perform the work under the general direction of the City as set forth in the Contract 

Documents. 

 

Unless otherwise specified herein, the Contractor shall perform all work identified in this Agreement. The 

parties agree that the scope of services is a description of Contractor’s obligations and responsibilities, 

and is deemed to include preliminary considerations and prerequisites, and all labor, materials, equipment, 

and tasks which are such an inseparable part of the work described that exclusion would render 

performance by Contractor impractical, illogical, or unconscionable. 

 

Contractor acknowledges and agrees that the City’s Contract Administrator has no authority to make 

changes that would increase, decrease, or otherwise modify the Scope of Services to be provided under 

this Agreement. 
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By signing this Agreement, the Contractor represents that it thoroughly reviewed the documents 

incorporated into this Agreement by reference and that it accepts the description of the work and 

the conditions under which the Work is to be performed. 

 

III. TERM OF AGREEMENT 

The initial contract period shall commence on October 6, 2020 and shall end on October 5, 2023. 

The City reserves the right to extend the contract for two additional one-year terms, providing 

all terms conditions and specifications remain the same, both parties agree to the extension, and 

such extension is approved by the City. In the event the term of this Agreement extends beyond the 

end of any fiscal year of City, to wit, September 30th, the continuation of this Agreement beyond 

the end of such fiscal year shall be subject to both the appropriation and the availability of funds. 

 

IV. COMPENSATION 

 

The Contractor agrees to provide the services and/or materials as specified in the Contract 

Documents at the cost specified in Exhibit B. It is acknowledged and agreed by Contractor that this 

amount is the maximum payable and constitutes a limitation upon City’s obligation to compensate 

Contractor for Contractor’s services related to this Agreement. This maximum amount, however, 

does not constitute a limitation of any sort upon Contractor’s obligation to perform all items of 

work required by or which can be reasonably inferred from the Scope of Services. Except as 

otherwise provided in the solicitation, no amount shall be paid to Contractor to reimburse 

Contractor’s expenses. 

 

V. METHOD OF BILLING AND PAYMENT 

 

Contractor may submit invoices for compensation no more often than monthly, but only after the 

services for which the invoices are submitted have been completed. An original invoice plus one 

copy are due within fifteen (15) days of the end of the month except the final invoice which must 

be received no later than sixty (60) days after this Agreement expires. Invoices shall designate the 

nature of the services performed and/or the goods provided. 

City shall pay Contractor within forty-five (45) days of receipt of Contractor’s proper invoice, as 

provided in the Florida Local Government Prompt Payment Act. 

To be deemed proper, all invoices must comply with the requirements set forth in this Agreement 

and must be submitted on the form and pursuant to instructions prescribed by the City’s Contract 

Administrator. Payment may be withheld for failure of Contractor to comply with a term, condition, 

or requirement of this Agreement. 

Notwithstanding any provision of this Agreement to the contrary, City may withhold, in whole or in 

part, payment to the extent necessary to protect itself from loss on account of inadequate or defective 

work that has not been remedied or resolved in a manner satisfactory to the City’s Contract 

Administrator or failure to comply with this Agreement. The amount withheld shall not be subject 

to payment of interest by City. 

VI. GENERAL CONDITIONS 

A. Indemnification 

Contractor shall protect and defend at Contractor's expense, counsel being subject to the 

City's approval, and indemnify and hold harmless the City and the City's officers, 

employees, volunteers, and agents from and against any and all losses, penalties, fines, 
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damages, settlements, judgments, claims, costs, charges, expenses, or liabilities, including 

any award of attorney fees and any award of costs, in connection with or arising directly or 

indirectly out of any act or omission by the Contractor or by any officer, employee, agent, 

invitee, subcontractor, or sublicensee of the Contractor. The provisions and obligations of 

this section shall survive the expiration or earlier termination of this Agreement. To the 

extent considered necessary by the City Manager, any sums due Contractor under this 

Agreement may be retained by City until all of City's claims for indemnification pursuant to 

this Agreement have been settled or otherwise resolved, and any amount withheld shall not 

be subject to payment of interest by City. 
 

B. Intellectual Property 
 

Contractor shall protect and defend at Contractor’s expense, counsel being subject to the 

City’s approval, and indemnify and hold harmless the City from and against any and all 

losses, penalties, fines, damages, settlements, judgments, claims, costs, charges, royalties, 

expenses, or liabilities, including any award of attorney fees and any award of costs, in 

connection with or arising directly or indirectly out of any infringement or allegation of 

infringement of any patent, copyright, or other intellectual property right in connection with 

the Contractor’s or the City’s use of any copyrighted, patented or un-patented invention, 

process, article, material, or device that is manufactured, provided, or used pursuant to this 

Agreement. If the Contractor uses any design, device, or materials  covered by letters, patent 

or copyright, it is mutually agreed and understood without exception that the bid prices shall 

include all royalties or costs arising from the use of such design, device, or materials in any 

way involved in the work. 

 

C. Termination for Cause 

The aggrieved party may terminate this Agreement for cause if the party in breach has not 

corrected the breach within ten (10) days after written notice from the aggrieved party 

identifying the breach. The City Manager may also terminate this Agreement upon such 

notice as the City Manager deems appropriate under the circumstances in the event the City 

Manager determines that termination is necessary to protect the public health or safety. The 

parties agree that if the City erroneously, improperly or unjustifiably terminates for cause, 

such termination shall be deemed a termination for convenience, which shall be effective 

thirty (30) days after such notice of termination for cause is provided. 

This Agreement may be terminated for cause for reasons including, but not limited to, 

Contractor’s repeated (whether negligent or intentional) submission for payment of false or 

incorrect bills or invoices, failure to perform the Work to the City’s satisfaction; or failure 

to continuously perform the work in a manner calculated to meet or accomplish the 

objectives as set forth in this Agreement. 

 

D. Termination for Convenience 
 

The City reserves the right, in its best interest as determined by the City, to cancel this 

contract for convenience by giving written notice to the Contractor at least thirty (30) days 

prior to the effective date of such cancellation. In the event this Agreement is terminated for 

convenience, Contractor shall be paid for any services performed to the City’s satisfaction 

pursuant to the Agreement through the termination date specified in the written notice of 

termination. Contractor acknowledges and agrees that he/she/it has received good, valuable 

and sufficient consideration from City, the receipt and adequacy of which are hereby 

acknowledged by Contractor, for City’s right to terminate this Agreement for convenience. 
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E. Cancellation for Unappropriated Funds 
 

The City reserves the right, in its best interest as determined by the City, to cancel this contract 

for unappropriated funds or unavailability of funds by giving written notice to the Contractor 

at least thirty (30) days prior to the effective date of such cancellation. The obligation of the 

City for payment to a Contractor is limited to the availability of funds appropriated in a current 

fiscal period, and continuation of the contract into a subsequent fiscal period is subject to 

appropriation of funds, unless otherwise provided by law. 

 

F. Insurance 

As a condition precedent to the effectiveness of this Agreement, during the term of this 

Agreement and during any renewal or extension term of this Agreement, the Contractor, at 

the Contractor’s sole expense, shall provide insurance of such types and with such terms and 

limits as noted below. Providing proof of and maintaining adequate insurance coverage are 

material obligations of the Contractor. The Contractor shall provide the City a certificate of 

insurance evidencing such coverage. The Contractor’s insurance coverage shall be primary 

insurance for all applicable policies. The limits of coverage under each policy maintained by 

the Contractor shall not be interpreted as limiting the Contractor’s liability and obligations 

under this Agreement. All insurance policies shall be from insurers authorized to write 

insurance policies in the State of Florida and that possess an 

A.M. Best rating of A-, VII or better. All insurance policies are subject to approval by the 

City’s Risk Manager. 

 

The coverages, limits, and endorsements required herein protect the interests of the City, 

and these coverages, limits, and endorsements may not be relied upon by the Contractor for 

assessing the extent or determining appropriate types and limits of coverage to protect the 

Contractor against any loss exposure, whether as a result of this Agreement or otherwise. 

The requirements contained herein, as well as the City’s review or acknowledgement, are 

not intended to and shall not in any manner limit or qualify the liabilities and obligations 

assumed by the Contractor under this Agreement. 

 

The following insurance policies and coverages are required: 

 
Commercial General Liability 

Coverage must be afforded under a Commercial General Liability policy with limits not 

less than: 

• $1,000,000 each occurrence and $2,000,000 aggregate for Bodily Injury, Property 

Damage, and Personal and Advertising Injury 

• $1,000,000 each occurrence and $2,000,000 aggregate for Products and Completed 

Operations 

 

Policy must include coverage for Contractual Liability and Independent Contractors. 

 

The City and the City’s officers, employees, and volunteers are to be covered as additional 

insureds with a CG 20 26 04 13 Additional Insured – Designated Person or Organization 

Endorsement or similar endorsement providing equal or broader Additional Insured 

Coverage with respect to liability arising out of activities performed by or on behalf of the 

Contractor. The coverage shall contain no special limitation on the scope of protection 

afforded to the City or the City’s officers, employees, and volunteers. 
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Business Automobile Liability 

Coverage must be afforded for all Owned, Hired, Scheduled, and Non-Owned vehicles for 

Bodily Injury and Property Damage in an amount not less than $1,000,000 combined single 

limit each accident. 

 

If the Contractor does not own vehicles, the Contractor shall maintain coverage for Hired 

and Non-Owned Auto Liability, which may be satisfied by way of endorsement to the 

Commercial General Liability policy or separate Business Auto Liability policy. 

 

Workers’ Compensation and Employer’s Liability 

Coverage must be afforded per Chapter 440, Florida Statutes. Any person or entity 

performing work for or on behalf of the City must provide Workers’ Compensation 

insurance. Exceptions and exemptions will be allowed by the City’s Risk Manager, if they 

are in accordance with Florida Statute. 

 

The Contractor waives, and the Contractor shall ensure that the Contractor’s insurance 

carrier waives, all subrogation rights against the City and the City’s officers, employees, 

and volunteers for all losses or damages. The City requires the policy to be endorsed with 

WC 00 03 13 Waiver of our Right to Recover from Others or equivalent. 

 

The Contractor must be in compliance with all applicable State and federal workers’ 

compensation laws, including the U.S. Longshore Harbor Workers’ Act and the Jones Act, 

if applicable. 

 

Cyber Liability 

Coverage must be afforded in an amount not less than $1,000,000 per loss for negligent retention 

of data as well as notification and related costs for actual or alleged breaches of data. 

 

Professional Liability and/or Errors and Omissions 

Coverage must be afforded for Wrongful Acts in an amount not less than $1,000,000 each 

claim and $2,000,000 aggregate. 

 
Insurance Certificate Requirements 

a. The Contractor shall provide the City with valid Certificates of Insurance (binders are 

unacceptable) no later than thirty (30) days prior to the start of work contemplated in 

this Agreement. 

b. The Contractor shall provide to the City a Certificate of Insurance having a thirty 

(30) day notice of cancellation; ten (10) days’ notice if cancellation is for nonpayment 

of premium. 

c. In the event that the insurer is unable to accommodate the cancellation notice 

requirement, it shall be the responsibility of the Contractor to provide the proper notice. 

Such notification will be in writing by registered mail, return receipt requested, and 

addressed to the certificate holder. 

d. In the event the Agreement term goes beyond the expiration date of the insurance 

policy, the Contractor shall provide the City with an updated Certificate of Insurance 

no later than ten (10) days prior to the expiration of the insurance currently in effect. 

The City reserves the right to suspend the Agreement until this requirement is met. 

e. The Certificate of Insurance shall indicate whether coverage is provided under a 

claims-made or occurrence form. If any coverage is provided on a claims-made form, 

the Certificate of Insurance must show a retroactive date, which shall be the effective 

date of the initial contract or prior. 

f. The City shall be named as an Additional Insured on all liability policies, with the 

exception of Workers’ Compensation. 
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g. The City shall be granted a Waiver of Subrogation on the Contractor’s Workers’ 

compensation insurance policy. 

h. The title of the Agreement, Bid/Contract number, event dates, or other identifying 

reference must be listed on the Certificate of Insurance. 

 

The Certificate Holder should read as follows: 

City of Fort Lauderdale 

Procurement Services Division 

100 N. Andrews Avenue 

Fort Lauderdale, FL 33301 

 

The Contractor has the sole responsibility for the payment of all insurance premiums and 

shall be fully and solely responsible for any costs or expenses as a result of a coverage 

deductible, co-insurance penalty, or self-insured retention; including any loss not covered 

because of the operation of such deductible, co-insurance penalty, self-insured retention, or 

coverage exclusion or limitation. Any costs for adding the City as an Additional Insured shall 

be at the Contractor’s expense. 

 

If the Contractor’s primary insurance policy/policies do not meet the minimum 

requirements, as set forth in this Agreement, the Contractor may provide evidence of an 

Umbrella/Excess insurance policy to comply with this requirement. 

 

The Contractor’s insurance coverage shall be primary insurance as applied to the City and the 

City’s officers, employees, and volunteers. Any insurance or self-insurance maintained by the 

City covering the City, the City’s officers, employees, or volunteers shall be non-contributory. 

 

Any exclusion or provision in the insurance maintained by the Contractor that excludes 

coverage for work contemplated in this Agreement shall be unacceptable and shall be 

considered breach of contract. 

 

All required insurance policies must be maintained until the contract work has been accepted 

by the City, or until this Agreement is terminated, whichever is later. Any lapse in coverage 

shall be considered breach of contract. In addition, Contractor must provide to the City 

confirmation of coverage renewal via an updated certificate should any policies expire prior 

to the expiration of this Agreement. The City reserves the right to review, at any time, 

coverage forms and limits of Contractor’s insurance policies. 

 

The Contractor shall provide notice of any and all claims, accidents, and any other occurrences 

associated with this Agreement shall be provided to the Contractor’s insurance company or 

companies and the City’s Risk Management office as soon as practical. 

 

It is the Contractor's responsibility to ensure that any and all of the Contractor’s independent 

contractors and subcontractors comply with these insurance requirements. All coverages for 

independent contractors and subcontractors shall be subject to all of the applicable requirements 

stated herein. Any and all deficiencies are the responsibility of the Contractor. 

 

G. Environmental, Health and Safety 

Contractor shall place the highest priority on health and safety and shall maintain a safe 

working environment during performance of the work. Contractor shall comply, and shall 

secure compliance by its employees, agents, and subcontractors, with all applicable 

environmental, health, safety and security laws and regulations, and performance conditions 

in this Agreement. Compliance with such requirements shall represent the 
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minimum standard required of Contractor. Contractor shall be responsible for examining all 

requirements and determine whether additional or more stringent environmental, health, 

safety and security provisions are required for the work. Contractor agrees to utilize 

protective devices as required by applicable laws, regulations, and any industry or 

Contractor’s health and safety plans and regulations, and to pay the costs and expenses 

thereof, and warrants that all such persons shall be fit and qualified to carry out the Work. 

 

H. Standard of Care 

Contractor represents that he/she/it is qualified to perform the work, that Contractor and his/her/its 

subcontractors possess current, valid state and/or local licenses to perform the Work, and that 

their services shall be performed in a manner consistent with that level of care and skill 

ordinarily exercised by other qualified contractors under similar circumstances. 

 

I. Rights in Documents and Work 

Any and all reports, photographs, surveys, and other data and documents provided or created 

in connection with this Agreement are and shall remain the property of City; and Contractor 

disclaims any copyright in such materials. In the event of and upon  termination of this 

Agreement, any reports, photographs, surveys, and other data and documents prepared by 

Contractor, whether finished or unfinished, shall become the property of City and shall be 

delivered by Contractor to the City’s Contract Administrator within seven (7) days of 

termination of this Agreement by either party. Any compensation due to Contractor shall be 

withheld until Contractor delivers all documents to the City as provided herein. 

 

J. Audit Right and Retention of Records 

City shall have the right to audit the books, records, and accounts of Contractor and 

Contractor’s subcontractors that are related to this Agreement. Contractor shall keep, and 

Contractor shall cause Contractor’s subcontractors to keep, such books, records, and 

accounts as may be necessary in order to record complete and correct entries related to this 

Agreement. All books, records, and accounts of Contractor and Contractor’s subcontractors 

shall be kept in written form, or in a form capable of conversion into written form within a 

reasonable time, and upon request to do so, Contractor or Contractor’s subcontractor, as 

applicable, shall make same available at no cost to City in written form. 

Contractor and Contractor’s subcontractors shall preserve and make available, at reasonable 

times for examination and audit by City in Broward County, Florida, all financial records, 

supporting documents, statistical records, and any other documents pertinent to this Agreement 

for the required retention period of the Florida public records law, Chapter 119, Florida 

Statutes, as may be amended from time to time, if applicable, or, if the Florida Public Records 

Act is not applicable, for a minimum period of three (3) years after termination of this 

Agreement. If any audit has been initiated and audit findings have not been resolved at the end 

of the retention period or three (3) years, whichever is longer, the books, records, and accounts 

shall be retained until resolution of the audit findings. If the Florida public records law is 

determined by City to be applicable to Contractor and Contractor’s subcontractors’ records, 

Contractor and Contractor’s subcontractors shall comply with all requirements thereof; 

however, Contractor and Contractor’s subcontractors shall violate no confidentiality or non-

disclosure requirement of either federal or state law. Any incomplete or incorrect entry in such 

books, records, and accounts shall be a basis for City's disallowance and recovery of any 

payment upon such entry. 

CAM #20-0679 
Exhibit 6 

Page 7 of 24 



Contractor shall, by written contract, require Contractor’s subcontractors to agree to the 

requirements and obligations of this Section. 

 

The Contractor shall maintain during the term of the contract all books of account, reports 

and records in accordance with generally accepted accounting practices and standards for 

records directly related to this contract. 

 

K. Public Entity Crime Act 

Contractor represents that the execution of this Agreement will not violate the Public Entity 

Crime Act, Section 287.133, Florida Statutes, as may be amended from time to time, which 

essentially provides that a person or affiliate who is a contractor, consultant, or other 

provider and who has been placed on the convicted vendor list following a conviction for a 

public entity crime may not submit a bid on a contract to provide any goods or services to 

City, may not submit a bid on a contract with City for the construction or repair of a public 

building or public work, may not submit bids on leases of real property to City, may not be 

awarded or perform work as a contractor, supplier, subcontractor, or consultant under a 

contract with City, and may not transact any business with City in excess of the threshold 

amount provided in Section 287.017, Florida Statutes, as may be  amended from time to time, 

for category two purchases for a period of 36 months from the date of being placed on the 

convicted vendor list. Violation of this section shall result in termination of this Agreement 

and recovery of all monies paid by City pursuant to this Agreement and may result in 

debarment from City’s competitive procurement activities. 

 

L. Independent Contractor 

Contractor is an independent contractor under this Agreement. Services provided by 

Contractor pursuant to this Agreement shall be subject to the supervision of the Contractor. 

In providing such services, neither Contractor nor Contractor’s agents shall act as officers, 

employees, or agents of City. No partnership, joint venture, or other joint relationship is 

created hereby. City does not extend to Contractor or Contractor’s agents any authority of 

any kind to bind City in any respect whatsoever. 

 

M. Inspection and Non-Waiver 

Contractor shall permit the representatives of CITY to inspect and observe the Work at all times. 

 

The failure of the City to insist upon strict performance of any other terms of this Agreement 

or to exercise any rights conferred by this Agreement shall not be construed by Contractor 

as a waiver of the City’s right to assert or rely on any such terms or rights on any future 

occasion or as a waiver of any other terms or rights. 

 

N. Assignment and Performance 

Neither this Agreement nor any right or interest herein shall be assigned, transferred, or 

encumbered without the written consent of the other party. In addition, Contractor shall not 

subcontract any portion of the work required by this Agreement, except as provided in the 

Schedule of Subcontractor Participation. City may terminate this Agreement, effective 

immediately, if there is any assignment, or attempted assignment, transfer, or encumbrance, by 

Contractor of this Agreement or any right or interest herein without City's written consent. 

Contractor represents that each person who will render services pursuant to this Agreement 

is duly qualified to perform such services by all appropriate governmental 
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authorities, where required, and that each such person is reasonably experienced and skilled 

in the area(s) for which he or she will render his or her services. 

Contractor shall perform Contractor’s duties, obligations, and services under this Agreement 

in a skillful and respectable manner. The quality of Contractor’s performance and all interim 

and final product(s) provided to or on behalf of City shall be comparable to the best local 

and national standards. 

In the event Contractor engages any subcontractor in the performance of this Agreement, 

Contractor shall ensure that all of Contractor’s subcontractors perform in accordance with the 

terms and conditions of this Agreement. Contractor shall be fully responsible for all of 

Contractor's subcontractors’ performance, and liable for any of Contractor’s subcontractors’ 

non-performance and all of Contractor’s subcontractors’ acts and omissions.  Contractor shall 

defend at Contractor’s expense, counsel being subject to City’s approval  or disapproval, and 

indemnify and hold City and City’s officers, employees, and agents harmless from and against 

any claim, lawsuit, third party action, fine, penalty, settlement, or judgment, including any 

award of attorney fees and any award of costs, by or in favor of any of Contractor’s 

subcontractors for payment for work performed for City by any of such subcontractors, and 

from and against any claim, lawsuit, third party action, fine, penalty,  settlement, or judgment, 

including any award of attorney fees and any award of costs, occasioned by or arising out of 

any act or omission by any of Contractor's subcontractors or by any of Contractor’s 

subcontractors’ officers, agents, or employees. Contractor’s use of subcontractors in connection 

with this Agreement shall be subject to City’s prior written approval, which approval City may 

revoke at any time. 

 

O. Conflicts 

Neither Contractor nor any of Contractor’s employees shall have or hold any continuing or 

frequently recurring employment or contractual relationship that is substantially antagonistic 

or incompatible with Contractor’s loyal and conscientious exercise of judgment and care 

related to Contractor’s performance under this Agreement. 

 

Contractor further agrees that none of Contractor’s officers or employees shall, during the 

term of this Agreement, serve as an expert witness against City in any legal or administrative 

proceeding in which he, she, or Contractor is not a party, unless compelled by court process. 

Further, Contractor agrees that such persons shall not give sworn testimony or issue a report 

or writing, as an expression of his or her expert opinion, which is adverse or prejudicial to 

the interests of City in connection with any such pending or threatened legal or administrative 

proceeding unless compelled by court process. The limitations of this section shall not 

preclude Contractor or any persons in any way from representing themselves, including giving 

expert testimony in support thereof, in any action or in any administrative or legal 

proceeding. 

 

In the event Contractor is permitted pursuant to this Agreement to utilize subcontractors to 

perform any services required by this Agreement, Contractor agrees to require such 

subcontractors, by written contract, to comply with the provisions of this section to the same 

extent as Contractor. 

 

P. Schedule and Delays 
 

Time is of the essence in this Agreement. By signing, Contractor affirms that it believes the 

schedule to be reasonable; provided, however, the parties acknowledge that the schedule 

might be modified as the City directs. 
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Q. Materiality and Waiver of Breach 

City and Contractor agree that each requirement, duty, and obligation set forth herein was 

bargained for at arm’s-length and is agreed to by the parties in exchange for quid pro quo, 

that each is substantial and important to the formation of this Agreement and that each is, 

therefore, a material term hereof. 

City’s failure to enforce any provision of this Agreement shall not be deemed a waiver of 

such provision or modification of this Agreement. A waiver of any breach of a provision of 

this Agreement shall not be deemed a waiver of any subsequent breach and shall not be 

construed to be a modification of the terms of this Agreement. 

 

R. Compliance With Laws 

Contractor shall comply with all applicable federal, state, and local laws, codes, ordinances, 

rules, and regulations in performing Contractor’s duties, responsibilities, and obligations 

pursuant to this Agreement. 

 

S. Severance 

In the event a portion of this Agreement is found by a court of competent jurisdiction to be 

invalid or unenforceable, the provisions not having been found by a court of competent 

jurisdiction to be invalid or unenforceable shall continue to be effective. 

 

T. Limitation of Liability 

The City desires to enter into this Agreement only if in so doing the City can place a limit on the 

City’s liability for any cause of action for money damages due to an alleged breach by the City 

of this Agreement, so that its liability for any such breach never exceeds the sum of $1,000. 

Contractor hereby expresses its willingness to enter into this Agreement with Contractor’s 

recovery from the City for any damage action for breach of contract or for any action or claim 

arising from this Agreement to be limited to a maximum amount of $1,000 less the amount of all 

funds actually paid by the City to Contractor pursuant to this Agreement. 

 

Accordingly, and notwithstanding any other term or condition of this Agreement, 

Contractor hereby agrees that the City shall not be liable to Contractor for damages in an 

amount in excess of $1,000 which amount shall be reduced by the amount actually paid by 

the City to Contractor pursuant to this Agreement, for any action for breach of contract or 

for any action or claim arising out of this Agreement. Nothing contained in this paragraph 

or elsewhere in this Agreement is in any way intended to be a waiver of the limitation placed 

upon City’s liability as set forth in Section 768.28, Florida Statutes. 

 

U. Jurisdiction, Venue, Waiver, Waiver of Jury Trial 

This Agreement shall be interpreted and construed in accordance with and governed by the 

laws of the State of Florida. Venue for any lawsuit by either party against the other party or 

otherwise arising out of this Agreement, and for any other legal proceeding, shall be in the 

Seventeenth Judicial Circuit in and for Broward County, Florida, or in the event of federal 

jurisdiction, in the Southern District of Florida, Fort Lauderdale Division. 

In the event Contractor is a corporation organized under the laws of any province of Canada 

or is a Canadian federal corporation, the City may enforce in the United States of America 

or in Canada or in both countries a judgment entered against the Contractor. The Contractor 

waives any and all defenses to the City's enforcement in Canada of a judgment entered by a 

court in the United States of America. 
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V. Amendments 

No modification, amendment, or alteration in the terms or conditions contained herein shall 

be effective unless contained in a written document prepared with the same or similar 

formality as this Agreement and executed by the Mayor-Commissioner and/or City 

Manager, as determined by City Charter and Ordinances, and Contractor or others delegated 

authority to or otherwise authorized to execute same on their behalf. 

 

W. Prior Agreements 

This document represents the final and complete understanding of the parties and 

incorporates or supersedes all prior negotiations, correspondence, conversations, 

agreements, and understandings applicable to the matters contained herein. The parties agree 

that there is no commitment, agreement, or understanding concerning the subject matter of 

this Agreement that is not contained in this written document. Accordingly, the parties agree 

that no deviation from the terms hereof shall be predicated upon any prior representation or 

agreement, whether oral or written. 
 

X. Payable Interest 

Except as required and provided for by the Florida Local Government Prompt Payment Act, 

City shall not be liable for interest for any reason,  whether as prejudgment interest  or for 

any other purpose, and in furtherance thereof Contractor waives, rejects, disclaims and 

surrenders any and all entitlement it has or may have to receive interest in connection with a 

dispute or claim based on or related to this Agreement. 

 

Y. Representation of Authority 

Each individual executing this Agreement on behalf of a party hereto hereby represents and 

warrants that he or she is, on the date he or she signs this  Agreement,  duly  authorized by 

all necessary and appropriate action to execute this Agreement on behalf of such party and 

does so with full legal authority. 

 

Z. Uncontrollable Circumstances ("Force Majeure") 
 

The City and Contractor will be excused from the performance of their respective 

obligations under this agreement when and to the extent that their performance is delayed 

or prevented by any circumstances beyond their control including, fire, flood, explosion, 

strikes or other labor disputes, act of God or public emergency, war, riot, civil commotion, 

malicious damage, act or omission of any governmental authority, delay or failure or 

shortage of any type of transportation, equipment, or service from a public utility needed 

for their performance, provided that: 

 

A. The non-performing party gives the other party prompt written notice describing 

the particulars of the Force Majeure including, but not limited to, the nature of the 

occurrence and its expected duration, and continues to furnish timely reports with respect 

thereto during the period of the Force Majeure; 

 

B. The excuse of performance is of no greater scope and of no longer duration than is 

required by the Force Majeure; 

 

C. No obligations of either party that arose before the Force Majeure causing the 

excuse of performance are excused as a result of the Force Majeure; and 
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D. The non-performing party uses its best efforts to remedy its inability to perform. 

Notwithstanding the above, performance shall not be excused under this Section for a 

period in excess of two (2) months, provided that in extenuating circumstances, the City 

may excuse performance for a longer term. Economic hardship of the Contractor will not 

constitute Force Majeure. The term of the agreement shall be extended by a period equal 

to that during which either party's performance is suspended under this Section. 

 

AA. Scrutinized Companies 

The Contractor certifies that it is not on the Scrutinized Companies that Boycott Israel List 

created pursuant to Section 215.4725, Florida Statutes (2019), and that it is not engaged in a 

boycott of Israel. The City may terminate this Agreement at the City’s option if the 

Contractor is found to have submitted a false certification as provided under subsection (5) 

of Section 287.135, Florida Statutes (2019), as may be amended or revised, or been placed 

on the Scrutinized Companies that Boycott Israel List created pursuant to Section 215.4725, 

Florida Statutes (2019), as may be amended or revised, or is engaged in a boycott of Israel. 

 

BB. Public Records 

IF THE CONTRACTOR HAS QUESTIONS REGARDING THE 

APPLICATION OF CHAPTER 119, FLORIDA STATUTES, TO 

THE CONTRACTOR’S DUTY TO PROVIDE PUBLIC 

RECORDS RELATING TO THIS CONTRACT, CONTACT THE 

CUSTODIAN OF PUBLIC RECORDS AT 954-828-5002, EMAIL: 

PRRCONTRACT@FORTLAUDERDALE.GOV, ADDRESS: CITY 

CLERK’S OFFICE, 100 NORTH ANDREWS AVENUE, FORT 

LAUDERDALE, FLORIDA 33301. 

Contractor shall comply with public records laws, and Contractor shall: 

 

1. Keep and maintain public records required by the City to perform the service. 

 

2. Upon request from the City’s custodian of public records, provide the City with a 

copy of the requested records or allow the records to be inspected or copied within a 

reasonable time at a cost that does not exceed the cost provided in Chapter 119, Florida 

Statutes (2019), as may be amended or revised, or as otherwise provided by law. 

 

3. Ensure that public records that are exempt or confidential and exempt from public 

records disclosure requirements are not disclosed except as authorized by law for the 

duration of the contract term and following completion of the contract if the 

Contractor does not transfer the records to the City. 

 

4. Upon completion of the Contract, transfer, at no cost, to the City all public records 

in possession of the Contractor or keep and maintain public records  required by the 

City to perform the service. If the Contractor transfers all public records to the City 

upon completion of the Contract, the Contractor shall destroy any duplicate public 

records that are exempt or confidential and exempt from public records disclosure 

requirements. If the Contractor keeps and maintains public 
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records upon completion of the Contract, the Contractor shall meet all applicable 

requirements for retaining public records. All records stored electronically must be 

provided to the City, upon request from the City’s custodian of public records, in a 

format that is compatible with the information technology systems of the City. 
 

CC. Non-Discrimination 
 

The Contractor shall not, in any of its activities, including employment, discriminate against 

any individual on the basis of race, color, national origin, religion, creed, sex, disability, 

sexual orientation, gender, gender identity, gender expression, or marital status. 

 

1. The Contractor certifies and represents that it will comply with Section 2-187, Code of 

Ordinances of the City of Fort Lauderdale, Florida, (2019), as may be amended or revised, 

(“Section 2-187). 

 

2. The failure of the Contractor to comply with Section 2-187 shall be deemed to be a 

material breach of this Agreement, entitling the City to pursue any remedy stated below or 

any remedy provided under applicable law. 

 

3. The City may terminate this Agreement if the Contractor fails to comply with Section 2-

187. 

 

4. The City may retain all monies due or to become due until the Contractor complies with 

Section 2-187. 

 

5. The Contractor may be subject to debarment or suspension proceedings. Such 

proceedings will be consistent with the procedures in Section 2-183 of the Code of 

Ordinances of the City of Fort Lauderdale, Florida. 

 

 

 

 

 
 

[REMAINDER OF THIS PAGE INTENTIONALLY LEFT BLANK] 
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IN WITNESS WHEREOF, the City and the Contractor execute this Contract as follows: 

ATTEST: CITY OF FORT LAUDERDALE 

By:    
 

Jeffrey A. Modarelli, City Clerk Christopher J. Lagerbloom, ICMA-CM 

City Manager 

 

Approved as to form: 

 
 

By:   

Rhonda Montoya Hasan 

Assistant City Attorney 

 
 

WITNESSES: BACKFLOW SOLUTIONS, INC. 
 
 

By:    

Signature Michael D. Eisenhauer, President 
 

Print Name 
 

Signature 
 

Print Name 

 
 

(CORPORATE SEAL) 

 
 

STATE OF  : 

COUNTY OF  : 

 

The foregoing instrument was acknowledged before me by means of ❑ physical presence 

or ❑ online notarization, this   ___   day of  , 2020, by Michael D. 

Eisenhauer, as President of Backflow Solutions, Inc., a Florida corporation. 
 

 

(SEAL) 

(Signature of Notary Public – State of Florida) 
 

 
Print, Type or Stamp Commissioned Name of 

Notary Public) 

 

Personally Known  OR Produced Identification    

Type of Identification Produced    
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APPENDIX 1 
 

ARTICLE 1 - DATA SECURITY AND PRIVACY APPENDIX 
 

A. This Data Security and Privacy Appendix is designed to protect the City of Fort 
Lauderdale (CoFL) Non- public Information and CoFL Information Resources 
(defined below). This Appendix describes the data security and privacy 
obligations of Supplier and its sub-suppliers that connect to CoFL Information 
Resources and/or gain access to Non-public Information (defined below). 

 
B. Supplier agrees to be bound by the obligations set forth in this Appendix. To the 

extent applicable, Supplier also agrees to impose, by written contract, the terms 
and conditions contained in this Appendix on any third party retained by Supplier 
to provide services for or on behalf of the CoFL. 

 
ARTICLE 2 - DEFINED TERMS 

 

A. Breach. Breach means the unauthorized acquisition, access, use or disclosure of 
Non-public Information that compromises the security, confidentiality or integrity 
of such information. 

 
B. Non-public Information. Supplier’s provision of Services under this Agreement may 

involve access to certain information that CoFL wishes to be protected from further 
use or disclosure. Non-public Information shall be defined as: (i) Protected 
Information (defined below); (ii) information CoFL discloses, in writing, orally, or 
visually, to Supplier, or to which Supplier obtains access to in connection with the 
negotiation and performance of the Agreement, and which relates to CoFL, its 
employees or contractors, its third-party vendors or licensors, or any other 
individuals or entities that have made confidential information available to CoFL or 
to Supplier acting on CoFL’s behalf (collectively, “CoFL Users”), marked or 
otherwise identified as proprietary and/or confidential, or that, given the nature of 
the information, ought reasonably to be treated as proprietary and/or confidential; 

(iii) trade secrets; and (iv) business information. 
 

C. Protected Information. Protected Information shall be defined as information that 
identifies or is capable of identifying a specific individual, including but not limited 
to personally-identifiable information, medical information other than Protected 
Health Information as defined under the Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) and the HIPAA regulations (including, but not 
limited to 45 CFR § 160.103), Cardholder Data (as currently defined by the 
Payment Card Industry Data Security Standard and Payment Application 
Standard Glossary of Terms, Abbreviations, and Acronyms), Federal Information 
Security Management Act (FISMA) of 2002, Criminal Justice Information Services 
(CJIS), National Automated Clearing House Association (NACHA), General Data 
Protection Regulation (GDPR), employee, contractor or neighbor records, or 
individual financial information that is subject to laws restricting the use and 
disclosure of such information, including but not limited to 

S.B 624 of the Florida Constitution; the Florida Information Protection Act (FIPA), 
and the Fair Credit Reporting Act (15 USC § 1681 et seq.). 

 
D. CoFL Information Resources. CoFL Information Resources shall be defined as 
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those devices, networks and related infrastructure that CoFL owns, operates or 
has obtained for use to conduct CoFL business. Devices include but are not 
limited to, CoFL-owned or managed storage, processing, communications 
devices and related infrastructure on which CoFL data is accessed, processed, 
stored, or communicated, and may include personally owned devices. Data 
includes, but is not limited to, Non-public Information, other CoFL-created or 
managed business and research data, metadata, and credentials created by or 
issued on behalf of CoFL. 

 
E. Work Product. Work Product shall be defined as works-in-progress, notes, data, 

reference materials, memoranda, documentation and records in any way 
incorporating or reflecting any Non-public Information and all proprietary rights 
therein, including copyrights. Work Product is subject to the Agreement’s 
Intellectual Property, Copyright and Patents Article. For the avoidance of doubt, 
Work Product shall belong exclusively to CoFL and unless expressly provided, 
this Appendix shall not be construed as conferring on Supplier any patent, 
copyright, trademark, license right or trade secret owned or obtained by CoFL. 

 
ARTICLE 3 - ACCESS TO CoFL INFORMATION RESOURCES 

 

A. In any circumstance when Supplier is provided access to CoFL Information 
Resources, it is solely Supplier’s responsibility to ensure that its access does  not 
result in any access by unauthorized individuals to CoFL Information Resources. 
This includes conformance with minimum security standards in effect at the CoFL 
location(s) where access is provided. Any Supplier technology and/or systems 
that gain access to CoFL Information Resources must contain, at a minimum, the 
elements in the Computer System Security Requirements set forth in Attachment 
1 to this Appendix. No less than annually, Supplier shall evaluate and document 
whether Supplier’s practices accessing CoFL Information Resources comply with 
the terms of this Appendix. Documentation of such evaluation shall be made 
available to CoFL upon  CoFL’s request. Regardless of whether CoFL requests a 
copy of such evaluation, Supplier shall immediately inform CoFL of any findings 
of noncompliance and certify when findings of non-compliance have been 
addressed. 

 

B. Supplier shall limit the examination of CoFL information to the least invasive 
degree of inspection required to provide the Goods and/or Services. In the event 
Goods and/or Services include the inspection of a specific threat to or anomaly of 
CoFL’s Information Resources, Supplier shall limit such inspection in accordance 
with the principle of least perusal. Supplier will notify CoFL immediately upon such 
events. 

 
C. With CoFL’s prior written consent, Supplier may alter a CoFL Information 

Resource to the extent such alteration is specifically required for Supplier to 
provide Goods and/or Services to CoFL pursuant to the Agreement. 

 
ARTICLE 4 - SECURITY PATCHES AND UPDATES 
Supplier is required to perform patches and updates in connection with the Goods and/or 
Services provided to CoFL as follows: 

 
A. Devices and Software Provided Directly to CoFL. Supplier will make available to 
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CoFL any patches and other updates to system security software or firmware utilized 
by Supplier in its provision of Goods and/or Services no later than the earlier of 
thirty (30) days of its commercial release or as recommended by Supplier or 
Supplier’s sub-supplier. 

 
B. Supplier’s Internal Systems and Services Necessary for Supplier to Fulfill its 

Obligations to CoFL. Supplier will regularly apply security patches and functional 
updates to its internal systems software and firmware. 

 
ARTICLE 5 - COMPLIANCE WITH APPLICABLE LAWS, FAIR INFORMATION 
PRACTICE PRINCIPLES AND UC POLICIES 

 

A. Supplier agrees to comply with all applicable state, federal and international laws, 
as well as industry best practices, governing the collection, access, use, 
disclosure, safeguarding and destruction of Protected Information. Additionally 
Supplier will comply as applicable with the Fair Information Practice Principles, as 
defined by the U.S. Federal Trade Commission (http:// www.nist.gov/nstic/NSTIC-
FIPPs.pdf). Such principles would typically require Supplier to have a privacy 
policy, and a prominently-posted privacy statement or notice in conformance with 
such principles. If collecting Protected Information electronically from individuals 
on behalf of CoFL, Supplier’s prominently-posted privacy statement will be similar 
to those used by CoFL (CoFL’s sample Privacy Statement for websites is 
available at(.doc). Supplier also agrees, to the extent applicable, to comply with 
CoFL’s Business and Finance Bulletin IS-2,  Inventory, Classification, and 
Release of CoFL Electronic Information. Supplier shall make available to CoFL 
all products, systems, and documents necessary to allow CoFL to audit Supplier’s 
compliance with the terms of this Article 5. CoFL shall have the right to audit 
Supplier’s compliance with its Information Security Plan and the obligations set 
forth in Attachment 1. 

 
B. CoFL reserves the right to monitor Supplier’s connectivity to CoFL Information 

Resources while Supplier accesses Non-public Information. 

 
ARTICLE 6 – PROHIBITION ON UNAUTHORIZED USE OR DISCLOSURE OF NON- 
PUBLIC INFORMATION 
Supplier agrees to hold CoFL’s Non-public Information, and any information derived from 
such information, in strictest confidence. Supplier will not access, use or disclose Non- 
public Information other than to carry out the purposes for which CoFL disclosed the Non-
public Information to Supplier, except as permitted or required by applicable law, or as 
otherwise authorized in writing by CoFL. For avoidance of doubt, this provision prohibits 
Supplier from using for its own benefit Non-public Information or any information derived 
from such information. If required by a court of competent jurisdiction or an administrative 
body to disclose Non-public Information, Supplier will notify CoFL in writing immediately 
upon receiving notice of such requirement and prior to any such disclosure, to give CoFL 
an opportunity to oppose or otherwise respond to such disclosure (unless prohibited by 
law from doing so). Supplier’s transmission, transportation or storage of Non-public 
Information outside the United States, or access of Non-public Information from outside 
the United States, is prohibited except on prior written authorization by CoFL. 
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ARTICLE 7 – SAFEGUARD STANDARD 
Supplier agrees to protect the privacy and security of Non-public Information according to 
all applicable laws and regulations, by commercially-acceptable standards, and no less 
rigorously than it protects its own confidential information, but in no case less than 
reasonable care. Supplier will implement, maintain and use appropriate administrative, 
technical and physical security measures to preserve the confidentiality, integrity and 
availability of the Non-public Information. All Protected Information stored on portable 
devices or media must be encrypted in accordance with the Federal Information 
Processing Standards (FIPS) Publication 140-2. Supplier will ensure that such security 
measures are regularly reviewed and revised to address evolving threats and 
vulnerabilities while Supplier has responsibility for  the  Non-public  Information under  the 
terms of this Appendix. Prior to agreeing to the terms of this Appendix, and periodically 
thereafter (no more frequently than annually) at CoFL’s request, Supplier will provide 
assurance, in the form of a third-party audit report or other documentation acceptable to 
CoFL, such as SOC2 Type II, demonstrating that appropriate information security 
safeguards and controls are in place. 

 
ARTICLE 8 – INFORMATION SECURITY PLAN 

 

A. Supplier acknowledges that CoFL is required to comply with information security 
standards for the protection of Protected Information as required by law, 
regulation and regulatory guidance, as well as CoFL’s internal security program 
for information and systems protection. 

 
B. Supplier will establish, maintain and comply with an information security plan 

(“Information Security Plan”), which will contain, at a minimum, such elements as 
those set forth in Attachment 1 to this Appendix. 

 

C. Supplier’s Information Security Plan will be designed to: 
i. Ensure the security, integrity and confidentiality of Non-public Information; 
ii. Protect against any anticipated threats or hazards to the security or 

integrity of such information; 
iii. Protect against unauthorized access to or use of such information that 

could result in harm or inconvenience to the person that is the subject of 
such information; 

iv. Reduce risks associated with Supplier having access to CoFL Information 
Resources; and 

v. Comply with all applicable legal and regulatory requirements for data 
protection. 

 
D. On at least an annual basis, Supplier will review its Information Security Plan, 

update and revise it as needed, and submit it to CoFL upon request. At CoFL’s 
request, Supplier will make modifications to its Information Security Plan or to the 
procedures and practices thereunder to conform to CoFL’s security requirements 
as they exist from time to time. If there are any significant modifications to 
Supplier’s Information Security Plan, Supplier will notify CoFL within 72 hours. 
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ARTICLE 9 – RETURN OR DESTRUCTION OF NON-PUBLIC INFORMATION 
Within 30 days of the termination, cancellation, expiration or other conclusion of this 
Appendix, Supplier will return the Non-public Information to CoFL unless CoFL requests in 
writing that such data be destroyed. This provision will also apply to all Non-public 
Information that is in the possession of subcontractors or agents of Supplier. Such 
destruction will be accomplished by “purging” or “physical destruction,” in accordance with 
National Institute of Standards and Technology (NIST) Special Publication 800-88.  Supplier 
will certify in writing to CoFL that such return or destruction has been completed. 

 
If Supplier believes that return or destruction of the Non-public Information is technically 
impossible or impractical, Supplier must provide CoFL with a written statement of the 
reason that return or destruction by Supplier is technically impossible or impractical. If 
CoFL determines that return or destruction is technically impossible or impractical, 
Supplier will continue to protect the Non-public Information in accordance with the terms 
of this Appendix. 

 
ARTICLE 10 – NOTIFICATION OF CORRESPONDENCE CONCERNING NON- 
PUBLIC INFORMATION 
Supplier agrees to notify CoFL immediately, both orally and in writing, but in no event more 
than two (2) business days after Supplier receives correspondence or a complaint 
regarding Non-public Information, including but not limited to, correspondence or a 
complaint that originates from a regulatory agency or an individual. 

 
ARTICLE 11 – BREACHES OF NON-PUBLIC INFORMATION 

 

A. Reporting of Breach: Supplier will report any confirmed or suspected Breach to 
CoFL immediately upon discovery, both orally and in writing, but in no event more 
than two (2) business days after Supplier reasonably believes a Breach has or 
may have occurred. Supplier’s report will identify: (i) the nature of the 
unauthorized access, use or disclosure, (ii) the Non-public Information accessed, 
used or disclosed, (iii) the person(s) who accessed, used, disclosed and/or 
received Non-public Information (if known), (iv) what Supplier has done or will do 
to mitigate any deleterious effect of the unauthorized access, use or disclosure, 
and (v) what corrective action Supplier has taken or will take to prevent future 
unauthorized access, use or disclosure. Supplier will provide such other 
information, including a written report, as reasonably requested by CoFL. In the 
event of a suspected Breach, Supplier will keep CoFL informed regularly of the 
progress of its investigation until the uncertainty is resolved. 

 
B. Coordination of Breach Response Activities: Supplier will fully cooperate with 

CoFL’s investigation of any Breach involving Supplier and/or the Services, including 
but not limited to making witnesses and documents available immediately upon 
Supplier’s reporting of the Breach. Supplier’s full cooperation will include but not 
be limited to Supplier: 

i. Immediately preserving any potential forensic evidence relating to the 
Breach, and remedying the Breach as quickly as circumstances permit 

ii. Promptly (within 2 business days) designating a contact person to whom 
CoFL will direct inquiries, and who will communicate Supplier responses to 
CoFL inquiries; 

iii. As rapidly as circumstances permit, applying appropriate resources to 
remedy the Breach condition, investigate, document, restore CoFL 
service(s) as directed by CoFL, and undertake appropriate response 
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activities; 
iv. Providing status reports to CoFL on Breach response activities, either on 

a daily basis or a frequency approved by CoFL; 
v. Coordinating all media, law enforcement, or other Breach notifications with 

CoFL in advance of such notification(s), unless expressly prohibited by law; 
and 

vi. Ensuring that knowledgeable Supplier staff is available on short notice, if 
needed, to participate in CoFL-initiated meetings and/or conference calls 
regarding the Breach. 

 
C. Grounds for Termination. Any Breach may be grounds for immediate 

termination of the Agreement by CoFL. 
 

D. Assistance in Litigation or Administrative Proceedings. Supplier will make 
itself and any employees, subcontractors, or agents assisting Supplier in the 
performance of its obligations available to CoFL at no cost to CoFL to testify as 
witnesses, or otherwise, in the event of a Breach or other unauthorized disclosure 
of Non-public Information caused by Supplier that results in litigation, 
governmental investigations, or administrative proceedings against CoFL, its 
directors, officers, agents or employees based upon a claimed violation of laws 
relating to security and privacy or arising out of this Appendix. 

 
ARTICLE 12 – ATTORNEY'S FEES 
In any action brought by a party to enforce the terms of this Appendix, the prevailing party 
will be entitled to reasonable attorney's fees and costs, including the reasonable value of 
any services provided by in-house counsel. The reasonable value of services provided by 
in-house counsel will be calculated by applying an hourly rate commensurate with 
prevailing market rates charged by attorneys in private practice for such services. 

 
ARTICLE 13 – INDEMNITY 
The Agreement includes an Indemnity provision, but for the avoidance of doubt regarding 
a Breach involving Protected Information, Supplier’s indemnification obligations under the 
Agreement will include the following fees and costs which arise as a result of Supplier’s 
breach of this Appendix, negligent acts or omissions, or willful misconduct: any and all 
costs associated with notification to individuals or remedial measures offered to 
individuals, whether or not required by law, including but not limited to costs of notification 
of individuals, establishment and operation of call center(s), credit monitoring and/or 
identity restoration services; time of CoFL personnel responding to Breach; fees and costs 
incurred in litigation; the cost of external investigations; civil or criminal penalties levied 
against CoFL; civil judgments entered against CoFL; attorney’s fees, and court costs. 

 
ARTICLE 14 – ADDITIONAL INSURANCE 
In addition to the insurance required under the Agreement, Supplier at its sole cost and 
expense will obtain, keep in force, and maintain an insurance policy (or policies) that 
provides coverage for privacy and data security breaches. This specific type of  insurance 
is typically referred to as Privacy, Technology and Data Security Liability, Cyber Liability, 
or Technology Professional Liability. In some cases, Professional Liability policies may 
include some coverage for privacy and/or data breaches. Regardless of the type of policy 
in place, it needs to include coverage for reasonable costs in investigating 
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and responding to privacy and/or data breaches with the following minimum limits unless 
CoFL specifies otherwise: $1,000,000 Each Occurrence and $5,000,000 Aggregate. 

 
DATA SECURITY AND PRIVACY SAFEGUARD STANDARD FOR PAYMENT CARD 
DATA (IF APPLICABLE) 

 

A. Supplier agrees that it is responsible for the security of Cardholder Data (as 
currently defined by the Payment Card Industry Data Security Standard and 
Payment Application Standard Glossary of Terms, Abbreviations, and Acronyms) 
that it possesses (if any), including the functions relating to storing, processing and 
transmitting Cardholder Data. In this regard, Supplier represents and  warrants that 
it will implement and maintain certification of Payment Card Industry (“PCI”) 
compliance standards regarding data security, and that it will undergo independent 
third party quarterly system scans that audit for all known methods hackers use to 
access private information and vulnerabilities that would allow malicious software 
(e.g., viruses and worms) to gain access to or disrupt CoFL Information Resources. 
These requirements, which are incorporated herein, can be found at 
https://www.pcisecuritystandards.org/document_library. Supplier agrees to provide 
at least annually, and from time to time at the written request of CoFL, current 
evidence (in form and substance reasonably satisfactory to CoFL) of compliance 
with these data security standards, which has been properly certified by an authority 
recognized by the payment card industry for that purpose. 

 

B. In connection with credit card transactions processed for CoFL, Supplier will 
provide reasonable care and efforts to detect fraudulent payment card activity. In 
performing the Services, Supplier will comply with all applicable rules and 
requirements, including security rules and requirements, of CoFL’s financial 
institutions, including its acquiring bank, the major payment card associations and 
payment card companies. If during the term of an Agreement with CoFL, Supplier 
undergoes, or has reason to believe that it will undergo, an adverse change in its 
certification or compliance status with the PCI standards and/or other material 
payment card industry standards, it will promptly notify CoFL of such 
circumstances. 

 
C. Supplier further represents and warrants that software applications it provides for 

the purpose of performing Services related to processing payments, particularly 
credit card payments, are developed in accordance with all applicable PCI 
standards, and are in compliance with all applicable PCI standards, including but 
not limited to Payment Application Data Security Standards (PA-DSS), Point to 
Point Encryption Solution Requirements (P2PE) including approved card readers or 
Point of Interaction (POI). As verification of this, Supplier agrees to provide at least 
annually, and from time to time upon written request of CoFL, current evidence (in 
form and substance reasonably satisfactory to CoFL) that any such application it 
provides is certified as complying with these standards and agrees to continue to 
maintain that certification as may be required. 

 
D. Supplier will immediately notify CoFL if it learns that it is no longer PCI compliant 

under one of the standards identified above, or if any software applications or 
encryption solutions are no longer PCI compliant. 
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ATTACHMENT 1 
 

A. Supplier will develop, implement, and maintain a comprehensive Information 
Security Plan that is written in one or more readily accessible parts and contains 
administrative, technical, and physical safeguards. The safeguards contained in 
such program must be consistent with the safeguards for protection of Protected 
Information and information of a similar character set forth in any state or federal 
regulations by which the person who owns or licenses such information may be 
regulated. 

 
B. Without limiting the generality of the foregoing, every comprehensive Information 

Security Plan will include, but not be limited to: 
i. Designating one or more employees to maintain the comprehensive 

Information Security Plan; 
ii. Identifying and assessing internal and external risks to the security, 

confidentiality, and/or integrity of any electronic, paper or other records 
containing Protected Information and of CoFL Information Resources, and 
evaluating and improving, where necessary, the effectiveness of the 
current safeguards for limiting such risks, including but not limited to: 

a. Ongoing employee (including temporary and contract employee) 
training; employee compliance with policies and procedures; and 

b.  Means for detecting and preventing security system failures. 
iii. Developing security policies for employees relating to the storage, access 

and transportation of records containing Protected Information outside of 
business premises. 

iv. Imposing disciplinary measures for violations of the comprehensive 
Information Security Plan rules. 

v. Preventing terminated employees from accessing records containing 
Protected Information and/or CoFL Information Resources. 

vi. Overseeing service providers, by: 

a.  Taking reasonable steps to select and retain third-party service 

providers that are capable of maintaining appropriate security 
measures to protect such Protected Information and CoFL 
Information Resources consistent with all applicable laws and 
regulations; and 

b. Requiring such third-party service providers by contract to implement 
and maintain such appropriate security measures for Protected 
Information. 

vii. Placing reasonable restrictions upon physical access to records 
containing Protected Information and CoFL Information Resources and 
requiring storage of such records and data in locked facilities, storage 
areas or containers. 

viii. Restrict physical access to any network or data centers that may have 
access to Protected Information or CoFL Information Resources. 

ix. Requiring regular monitoring to ensure that the comprehensive Information 
Security Plan is operating in a manner reasonably calculated to prevent 
unauthorized access to or unauthorized use of Protected Information and 
CoFL Information Resources; and upgrading information safeguards as 
necessary to limit risks. 

x. Reviewing the scope of the security measures at least annually or 
whenever there is a material change in business practices that may 
reasonably implicate the security or integrity of records containing 
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Protected Information and of CoFL Information Resources. 
xi. Documenting responsive actions taken in connection with any incident 

involving a Breach and mandating post-incident review of events and 
actions taken, if any, to make changes in business practices relating to 
protection of Protected Information and CoFL Information Resources. 

 
Computer System Security Requirements 
To the extent that Supplier electronically stores or transmits Protected Information or has 
access to any CoFL Information Resources, it will include in its written, comprehensive 
Information Security Plan the establishment and maintenance of a security system 
covering its computers, including any wireless system, that, at a minimum, and to the 
extent technically feasible, will have the following elements: 

 
A. Secure user authentication protocols including: 

i. Control of user IDs and other identifiers; 
ii. A secure method of assigning and selecting passwords, or use of unique 

identifier technologies, such as biometrics or token devices; 
iii. Control of data security passwords to ensure that such passwords are kept 

in a location and/or format that does not compromise the security of the 
data they protect; 

iv. Restricting access to active users and active user accounts only; and 
v. Blocking access to user identification after multiple unsuccessful attempts 

to gain access or the limitation placed on access for the particular system. 

vi. Periodic review of user access, access rights and audit of user accounts. 
 

B. Secure access control measures that: 
i. Restrict access to records and files containing Protected Information and 

systems that may have access to CoFL Information Resources to those 
who need such information to perform their job duties; and 

ii. Assign unique identifications plus passwords, which are not vendor 
supplied default passwords, to each person with computer access, which 
are reasonably designed to maintain the integrity of the security of the 
access controls. 

 
C. Encryption of all transmitted records and files containing Protected Information. 

 
D. Adequate security of all networks that connect to CoFL Information Resources or 

access Protected Information, including wireless networks. 

 
E. Reasonable monitoring of systems, for unauthorized use of or access to 

Protected Information and CoFL Information Resources. 

 
F. Encryption of all Protected Information stored on Supplier devices, including 

laptops or other portable storage devices. 
 

G. For files containing Protected Information on a system that is connected to the Internet 
or that may have access to CoFL Information Resources, reasonably up- to-date 
firewall, router and switch protection and operating system security patches, 
reasonably designed to maintain the integrity of the Protected Information. 

 

H. Reasonably up-to-date versions of system security agent software, including intrusion 
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detection systems, which must include malware protection and reasonably up-to-date 
patches and virus definitions, or a version of such software that can still be supported 
with up-to-date patches and virus definitions and is set to receive the most current 
security updates on a regular basis. 

 
I. Education and training of employees on the proper use of the computer security 

system and the importance of Protected Information and network security. 

 
With reasonable notice to Supplier, CoFL may require additional security measures which 
may be identified in additional guidance, contracts, communications or requirements. 
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